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ABSTRACT

The doctoral thesis deals with privacy-preserving cryptographic schemes in access con-
trol and data collection areas. Currently, card-based physical access control systems are
used by most people on a daily basis, for example, at work, in public transportation
and at hotels. However, these systems have often very poor cryptographic protection.
For instance, user identifiers and keys can be easily eavesdropped and counterfeited.
Furthermore, privacy-preserving features are almost missing and, therefore, user’'s move-
ment and behavior can by easily tracked. Service providers (and even eavesdroppers)
can profile users, know what they do, where they go, and what they are interested
in. In order to improve this state, we propose four novel cryptographic schemes based
on efficient zero-knowledge proofs and elliptic curve cryptography. In particular, the
thesis presents three novel privacy-friendly authentication schemes for access control
and one for data collection application scenarios. The first scheme supports distributed
multi-device authentication with multiple Radio-Frequency IDentification (RFID) user's
devices. This feature is particularly important in applications for controlling access to
dangerous areas where the presence of protective equipment is checked during each ac-
cess control session. The other two presented schemes use attribute-based approach to
protect user's privacy, i.e. these schemes allow users to anonymously prove the owner-
ship of their attributes, such as age, citizenship, and gender. While one of our scheme
brings efficient revocation and identification mechanisms, the other one provides the
fastest authentication phase among the current state of the art solutions. The last
(fourth) proposed scheme is a novel short group signature scheme for data collection
scenarios. Data collection schemes are used for secure and reliable data transfer from
multiple remote nodes to a central unit. With the increasing importance of smart meters
in energy distribution, smart house installations and various sensor networks, the need
for secure data collection schemes becomes very urgent. Such schemes must provide
standard security features, such as confidentiality and authenticity of transferred data,
as well as novel features, such as strong protection of user’s privacy and identification
of malicious users. The proposed schemes are provably secure and provide the full set of
privacy-enhancing features, namely anonymity, untraceability and unlinkability of users.
Besides the full cryptographic specification and security analysis, we also show the results
of our implementations on devices commonly used in access control and data collection
applications.

KEYWORDS
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ABSTRAKT

Dizertacni prace se zabyva kryptografickymi schématy zvySujici ochranu soukromi uZiva-
teld v systémech Ffizeni pfistupu a sbéru dat. V soucasnosti jsou systémy fyzického Fizeni
pristupu na bazi Cipovych karet vyuzivany témér dennodenné vétsinou z nas, napriklad v
zaméstnani, ve verejné dopravé a v hotelech. Tyto systémy vsak stale neposkytuji dosta-
teCnou kryptografickou ochranu a tedy bezpecnost. Uzivatelské identifikatory a klice lze
snadno odposlechnout a padélat. Funkce, které by zajistovaly ochranu soukromi uziva-
tele, témér vzdy chybi. Proto je zde readlné riziko mozného sledovani lidi, jejich pohybu a
chovani. Poskytovatelé sluzeb nebo pripadni Gtocnici, ktefi odposlouchavaji komunikaci,
mohou vytvaret profily uzivateld, vi, co délaji, kde se pohybuji a o co se zajimaji. Za
icelem zlepseni tohoto stavu jsme navrhli ¢tyfi nova kryptograficka schémata zalozena
na efektivnich diikazech s nulovou znalosti a kryptografii eliptickych kfivek. Konkrétné
dizertacni prace prezentuje tfi nova autentizaCni schémata pro vyuziti v systémech fi-
zeni pristupu a jedno nové schéma pro vyuziti v systémech sbéru dat. Prvni schéma
vyuziva distribuovany autentizaéni pfistup vyzadujici spolupraci vice RFID prvki v au-
tentizaénim procesu. Tato vlastnost je vyhodna zvlasté v pripadech fizeni pFistupu do
nebezpecnych prostor, kdy pro povoleni pfistupu uzivatele je nezbytné, aby byl uzivatel
vybaven ochrannymi pomiickami (se zabudovanymi RFID prvky). Dalsi dvé schémata
jsou zalozena na atributovém zpilisobu ovéreni, tj. schémata umoznuji anonymné pro-
kazat vlastnictvi atributl uzivatele, jako je vék, obcCanstvi a pohlavi. Zatim co jedno
schéma implementuje efektivni revokacni a identifikacni mechanismy, druhé schéma po-
skytuje nejrychlejsi verifikaci drzeni uzivatelskych atributli ze vSech soucasnych feseni.
Posledni, ¢tvrté schéma reprezentuje schéma kratkého skupinového podpisu pro scénér
sbéru dat. Schémata sbéru dat se pouzivaji pro bezpecny a spolehlivy prenos dat ze
vzdalenych uzlli do Fidici jednotky. S rostoucim vyznamem chytrych méFi¢i v energe-
tice, inteligentnich zafizeni v domacnostech a rozlicnych senzorovych siti, se potreba
bezpecnych systémi sbéru dat stava velmi naléhavou. Tato schémata musi podporovat
nejen standardni bezpecnostni funkce, jako je diivérnost a autenti¢nost prenasenych dat,
ale také funkce nové, jako je silnd ochrana soukromi a identity uZivatele ¢i identifikace
skodlivych uzivatell. Navrzena schémata jsou prokazatelné bezpecna a nabizi celou radu
funkci rozsifujici ochranu soukromi a identity uzivatele, jmenovité se pak jedna o zajis-
téni anonymity, nesledovatelnosti a nespojitelnosti jednotlivych relaci uzivatele. Kromé
aplné kryptografické specifikace a bezpecnostni analyzy navrzenych schémat, obsahuje
tato prace také vysledky méreni implementaci jednotlivych schémat na v soucasnosti
nejpouzivanéjsSich zarizenich v oblasti Fizeni pristupu a sbéru dat.
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1 Introduction

1.1 Motivation

We live in the Information Age. The time when the ownership of a computer or the
Internet access was just a privilege for rich people only has already gone. Current
"smart" devices are permanently connected to the Internet and provide us a great
deal of different cloud services. Smart devices, the Internet and many of cloud solu-
tions form our daily life. The Internet is no longer used just to search for information.
For example, new smart televisions (TV) allow us to watch on-line streaming videos
and record movies which are stored to the cloud. Smart phones are not used just
to make calls. For instance, they can be used for sport activities (as a personal
trainer, e.g. Endomondo), listening to music (on-line streaming music services such
as Spotify), chatting with friends, and living our social life (on Facebook, Google,
WhatsApp etc.). Our data are always available thanks to services such as Drop-
box, Google Drive, OneDrive, and iCloud. Moreover, we never get lost, since our
smart phone is equipped with Global Positioning System (GPS). At present, there
is almost nobody who misses an account held under Facebook, Google, Amazon or
Apple. These internet giants collect our data and profile us. They may do that
for improving and optimising the services or for better understanding our behaviour
and preferences [3]. But how can we be sure that these data are not collected to
track us and sell our profile?

Smart grids, smart metering or smart cities are the current terms as well as the
Internet of Things (IoT). Electronic devices start to communicate with each other
without human interaction, they send (or exchange) many of user data through the
Internet. New data published by Juniper Research [4] show that the development
of smart grids linked to the smart cities will result in citizens saving $14 billion per
annum in energy bills by 2022. Most of the big cities (such as London, Brussels,
Barcelona and many others) apply the low emission zones at the city centers to
minimize the pollution. In this scenario, only registered cars have access to the
center. The bicycle— , scooter— or even car—sharing is an actual service in the most
modern cities. In many cases, just a pre-installed application in a smart phone with
Bluetooth or Near Field Communication (NFC) technology support is required to
unlock and use these vehicles. The public transportation system gets more and
more integrated, and, at the same time, supports smart cards with prepaid fare.
Countries issue electronic IDentity (eID) cards as in the case of Germany [5] and
Czechia [6]. These may lead to people tracking anywhere at any time.

The current systems are required to provide standard security properties. The

data has to be protected against modification (data integrity) and eavesdropping
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(data confidentiality). The data recipient has to be sure that the data was sent
by a known sender (authentication) and the sender cannot deny having sent the
data (non-repudiation). Unfortunately, the standard systems use the identity-based
authentication approach, where a user must identity himself at first. To do that, he
sends his unique identifier (which is associated with his real identity), and then, he
proves the proclaimed identity using the corresponding private key. This security
context has a big impact on user’s privacy, since the user identity is always disclosed.
The verifier or service provider can profile the user, track his movement and behavior.
Therefore, the standard security requirements are insufficient. In many scenarios
user identification is not necessary and a service provider needs to know only whether
a user has access to the required service (i.e., holds a valid ticket) or not. No other
personal information is needed. The requirements on development of more privacy-
friendly applications have been already demanded since 2011 by United States (US)
[7] and European Union (EU) [§] institutions.

Especially recently, the European Commission has adopted many new regulations
and strategies with close relation to the user privacy. For example, the General
Data Protection Regulation (GDPR) [9] is the regulation of EU law from 2016. In
particular, GDPR aims primarily on data protection and privacy. Thanks to this
regulation, users gain higher control over their data. The European Network and
Information Security Agency (ENISA) demands on privacy-preserving features of
European eID [I0]. The European Strategy on Cooperative Intelligent Transport
Systems (C-ITS) [I1] aims to improve road safety, traffic efficiency and comfort
of driving, by helping drivers to take the right decisions and adapt their route to
the traffic situation. In this context, C-ITS assumes that there is a communication
between vehicles and a transport infrastructure. Drivers are exchanging information
about their locations and other important data. In the same time, C-ITS must
protect the location privacy of drivers to avoid their tracking.

Modern cryptographic constructions may prevent privacy leaks in current sce-
narios. For example, group and ring signatures significantly increase user’s privacy.
Users only prove their membership in the specific group, while their identity remains
hidden. Furthermore, Attribute-Based Credential (ABC) schemes allow users to
prove the possession of personal attributes, while no more additional information or
user’s identity is revealed. Therefore, these schemes are suitable for privacy-friendly
systems. Unfortunately, the schemes are usually more computationally expensive
compared to standard signature and authentication schemes, since they use more
arithmetic operations. In particular, the modular exponentiation and bilinear pair-
ing operations are widely used and directly affect the scheme efficiency, and, hence,

its practical usability.
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1.2 Thesis Objectives

The general objective of this thesis is to design novel privacy-enhancing crypto-
graphic schemes for practical use in current Information and Communication Tech-
nology (ICT) scenarios, especially in access control systems, but also in data collec-
tion and notification systems. The current systems use identity-based authentica-
tion (and authorization) approaches to control the access to services. This affects
directly user privacy and digital identity protection. Therefore, we are mainly inter-
ested in developing novel privacy-friendly cryptographic schemes that address these
shortcomings and threats. First of all, we require that the scheme provides both
security and privacy properties. The scheme must by provably secure, i.c., the
scheme security holds under cryptographic hardness assumptions, and meets both
completeness and soundness properties. Furthermore, we are going to involve
advanced cryptographic primitives, such as zero-knowledge protocols, to control
the amount of released sensitive information during the authentication process. Be-
sides the security properties, the scheme has to meet at least the following privacy

properties:

e Anonymity: the user’s identity remains hidden during the authentication
process. Hence, there is no privacy threats for honest users. The verifier may

only check, whether the user is authorized to access the service or not.

e Unlinkability: all transactions (sessions) of a single user are mutually un-
linkable and completely indistinguishable from the transactions of other users.

It prevents linking individual sessions together and profiling users.

e Untraceability: the proofs generated by users are randomized, hence, not
even the issuer is able to track issued credentials, i.e., users’ behaviour or

movement.

Moreover, we require that the scheme provides efficient revocation and iden-
tification mechanisms. This allows a service provider to learn the user’s identity
in case of malicious intents. If the user loses his credentials (typically a smart card
with stored user secret keys and relevant attributes), the service provider can revoke
the user from the system, by putting the user revocation handlers on the blacklist.

Most current scenarios involve many constrained devices (wearables, smart me-
ters, sensors, RFID tags, smart cards etc.) with computation and memory limita-
tions. Accordingly, we require the scheme to be sufficiently fast even on con-
strained devices, in particular on smart cards. Smart cards are considered to
be tamper-resistant devices and, therefore, they provide secure storage for sensitive
data, including user private keys. For this reason, we design novel schemes based

on elliptic curve cryptography to reduce computational and memory resources
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on smart cards. It is important to notice that some operations (such as bilinear

pairing) cannot be used on smart cards due to their unavailability on these devices.

1.3 Thesis Structure

The thesis is organized as follows: Chapter [2| defines cryptographic preliminaries.
The used notation, hardness assumptions, elliptic curve cryptography issues, and
cryptographic primitives that are used in our privacy-enhancing schemes are de-
fined here. Chapter [3| presents a comprehensive state of the art analysis of the
current privacy-enhancing schemes. In particular, group signatures and attribute-
based credential schemes are presented and compared. Moreover, we provide state
of the art of the current smart cards focusing on elliptic curve cryptography support
and benchmarks. Chapter {4] introduces a novel multi-device authentication scheme
with strong privacy protection. A novel short group signature scheme is presented in
Chapter [f] Novel attribute-based credential schemes are presented in Chapter [6] and
Chapter[7] The scheme presented in Chapter [f] includes revocation mechanisms and
provides non-repudiation properties, while the scheme in Chapter [7] is the fastest

one from the current solutions. The thesis conclusions are presented in Chapter [§]
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2 Cryptographic Preliminaries

This section contains cryptographic preliminaries which are related with proposed
schemes in Chapter [ [ [6) and [] The content of this chapter comes from the
published papers [12], [13], [14], [15], [16].

2.1 Notation

We use the notation introduced by Camenisch and Stadler (CS) [17] to describe
Proof of Knowledge (PK) protocols. Let ¢ be a number in a finite group K and g be
a generator of the same group K. The protocol proving the knowledge of discrete
logarithm w of ¢ with respect to g is denoted as PK{w : ¢ = g"}. Equivalently, given
C,G two points of an elliptic curve E over a finite field F),, where G is a base point
of E, the protocol proving the knowledge of Elliptic Curve (EC) discrete logarithm
of C' with respect to G is denoted as PK{w : C'=weG}. Furthermore, we use
the proof of representation denoted as PK{wg,w1,...,w;:c=g*“0g"¥1---g"i} in the
standard variant and as PK{wq,w1,...,w;:C =wyeGo+w;eG+---+w;eG;} in
the EC variant. The proof of discrete logarithm equivalence with respect to different
generators g1, g2 € K is denoted as PK{w :c; =g\’ Aco = g¥}. A signature by a
traditional scheme (e.g., RSA) of an entity £ on some data is denoted as Sigg(data).

The symbol "-" denotes multiplication, "e" denotes scalar EC point multiplication
(the notation is primarily used in Chapter@to easily distinguish between finite group
K and group generated by E(F,)), ":" means "such that", "|" means "divides", "|x|" is
the bitlength of z, "z ¢ {0,1}!" is a randomly chosen bitstring of maximum length
[ and we write a <+ A when a is sampled uniformly at random from A. We write
G = (g) when g generates the group G. A secure hash function is denoted as ‘H. In
Section , the notation A <, B means that problem A is polynomial time reducible
to problem B and the symbol O denotes a random oracle. We denote the set of all

issued attributes as A, while the set of disclosed attributes is denoted as D.

2.2 Hardness Assumptions

In public key cryptography, deriving the private key from the public key is consid-
ered a hard problem. It is made possible thanks to the use of computational hardness
assumptions on the related problems. The assumption is a hypothesis that a partic-
ular (cryptographic) problem cannot be solved efficiently, i.e. in polynomial time.
This hypothesis allows us to design cryptographic primitives, that are provable se-

cure. Therefore, any cryptographic scheme based on these primitives is considered
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to be secure against computationally bounded adversaries A, that are running in
Probabilistic Polynomial Time (PPT), as all real adversaries A actually are.

There are plenty of hardness assumptions used in cryptography, see [I8]. How-
ever, most of the current cryptographic schemes are based on assumptions related

to Integer Factorization (IF) problem and Discrete Logarithm (DL) problem.

Integer Factorization Problem

IF problem is related to hardness of finding prime factors pi,pe,...,pr of a given
large composite number N € N, such that N = Hf’:l pst, where e; > 1. While a
multiplication is easy to compute, finding the prime factorization of a large number
in PPT is generally considered to be hard. For simplicity, we assume N to be Rivest,
Shamir and Adleman (RSA) modulus, i.e. N = pq, where p,q are large k-bit prime
numbers, see Assumption [I] This assumption is used to provide provable security of
the RSA cryptosystem [19]. For security reasons, the National Institute of Standards
and Technology (NIST) [2] claims that modulus length of at least 2048 bits should
be used. This request is related with £ = 1024 bits (bitlength of each prime p,q).

Assumption 1 (Integer Factorization). Let OF(.) on input p,q € {0,1}*NP
outputs N € N. Define the advantage of an adversary A as follows,

Advi(A) = Pr|(N.p.q) + GenModulus(1%),(p.q) + A% O)(N) : pg = N|.

No PPT adversary has Advig(A) non-negligible in k.

RSA assumption is another popular assumption, which is a potentially stronger
than hardness factorisation assumption. Moreover, it is proven that RSA <, IF.
The assumption is stemmed from RSA cryptosystem [19]. RSA assumption implies
that factoring is hard, if the inverse of the public exponent e is not known. In other
words, the RSA problem [20] is to find the plaintext m € Z}, such that ¢ = m¢
(mod N), for given RSA public key (modulus N = pq, exponent ¢), and ciphertext
¢, see Assumption 2| for more details. A well-known algorithm based on the RSA

assumption is RSA cryptosystem.

Assumption 2 (RSA). Let OA(.) on input m € Z%, outputs m® mod N. Define

the advantage of an adversary A as follows,

Advgsa(A) = Pr|(N,e,d) < GenRSA(1"),y <~ ZY,
T AOESA(')(N,y) cy=2° (mod N)|.

No PPT adversary has Advgsa(A) non-negligible in k.
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Strong RSA (SRSA) assumption is stronger than the RSA assumption, since
adversary A can additionally choose the public exponent e > 3. More specifically,
Strong RSA problem is to find the pair (m,e) such that ¢ =m® (mod N) for given
RSA modulus N and ciphertext ¢, see Assumption [3] The appropriate reduction
is SRSA <, RSA. The representative of the scheme that relies on the Strong RSA

assumption is Idemix [2I] (attribute-based credential scheme, see more details in

Section [3.2.2)).

Assumption 3 (Strong RSA). Let OFA(.) on input m € Z% and e > 3 oulputs

m® mod N. Define the advantage of an adversary A as follows,

Advsgrsa(A) = Pr{(N,p,q) < GenModulus(17),y <= Z},

(x,€) <—AORSA(')(N,y) cy=2° (mod N)Ae>3|.

No PPT adversary has Advsrsa(A) non-negligible in k.

Discrete Logarithm Problem

DL problem is defined in any finite cyclic group G, typically it is used in (1) the
multiplicative group over composite number Z* (RSA modulus n = pq), (2) over
the prime number Z;, or (3) the group generated by elliptic curve over finite field
E(Fyn). In our case, we consider the group G = (g) of prime order ¢, where |¢| = k.
The discrete logarithm problem is about computing x from given group elements
g,h € G, such that h = ¢g*, see Assumption [} Assumption [4] is used in Digital
Signature Algorithm (DSA) scheme [22]. For security reasons, NIST [2] claims that
the modulus length of at least 2048 bits should be used.

Assumption 4 (Discrete Logarithm). Let OP:(-) on input g € G outputs g*.

Define the advantage of an adversary A as follows,
Advp (A) = Pr|(G,g,q) < GroupSetup(1”),h < G,z + AO?”L(')(h) :h = g"|.

No PPT adversary has Advp| (A) non-negligible in k.

Many assumptions imply DL problem together with some problems related with
Diffi-Hellman (DH) protocol [23]. Namely, Computational Diffie-Hellman (CDH)
assumption supposes that it is hard for given triplet (g,9%,¢°) for unknown a,b € Z,

ab gee Assumption . The assumption is potentially stronger than

to compute c =g
DL assumption, since the problem is reducible CDH <, DL. In cryptography, it is

used in Diffie-Hellman key exchange protocol [23] and ElGamal cryptosystem [24].
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Assumption 5 (Computational DH). Let (937}})(-) on input g € G outputs g.

Define the advantage of an adversary A as follows,

Advcpy(A) =Pr|(G,g,q) < GroupSetup(1®),

(a.0) ¢ Zy,c += A%00) (g,g% g) = g,
No PPT adversary has Advcpu(A) non-negligible in k.

Static DH (SDH) problem supposes that computing h® is hard for fixed values
9,9% € G and given element h € G, see Assumption [6] The assumption is potentially
stronger than CDH assumption, since the problem is reducible SDH <,, CDH.

Assumption 6 (Static DH). Let OP2(.) on input h € G outputs h®. Define the

advantage of an adversary A as follows,

Advspy(A) =Pr|(G,g,q) < GroupSetup(17),
a < Zg,a AOEH(')(g,g“) ra' =al.
No PPT adversary has Advspy(A) non-negligible in k.

Decision DH (DDH) assumption is another potentially stronger assumption than
CDH assumption. DDH assumption supposes that for given triplet h, g%, ¢* € G for
unknown a,b € Zg, it is hard to determine, whether or not h = ¢®. The problem
is reducible DDH <, CDH. In cryptography, DDH assumption is used in Diffie-

Hellman key exchange protocol [23] and ElGamal cryptosystem [24].

Assumption 7 (Decision DH). Let OY(-) on input g € G outputs g°°. Define

the advantage of an adversary A as follows,
Advpp(A) = Pr|(G,g,q) < GroupSetup(1”),(a,b) < Zy,,
wo < g1 < G, 5 {0,1},5 ¢ A% (g% g yg) : 5= 5.
No PPT adversary has Advppn(A) non-negligible in k.

Strong DDH (SDDH) assumption is stronger than DDH assumption. Given

*
q?

whether or not h = ¢g®, even if adversary A knows g and gbil. The problem is
reducible SDDH <,, DDH. The assumption is used in Boneh-Boyen signatures [25].

elements g,g“,gb,gb_l,h € G for unknown a,b,b=" € Z*, it is hard to determinate,
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Assumption 8 (Strong DDH). Let (’)27}})(-) on input g € G outputs ¢*°. Define

the advantage of an adversary A as follows,
AdvsppH(A) = Pr|(G, g,q) < GroupSetup(1”), (a,b) <~ Z,
ab $ / OPE () a b bt A nal
Yo<—4g 7y1<_GaB<_{071}aﬁ — A (g>g AR ayﬁ)ﬁ_ﬁ .
No PPT adversary has Advspy(A) non-negligible in k.

SDDH Inversion (SDDHI) assumption is even more stronger than SDDH as-
sumption. The best known algorithm to break SDDHI assumption is to solve DL
problem. Hence, the problem is reducible SDDHI <, DL. The assumption is used

in Boneh-Boyen signatures [25].

Assumption 9 (SDDH Inversion). Let OS(-) on input z € Z outputs g'/(1+2).

Define the advantage of an adversary A as follows,

AdvsppHi(A) = Pr{(G, g,q) < GroupSetup(1”),a <> Zy, (v,a) < AOZH(')(g,ga)

yo g/ g £ G B {0,118 — A% O(yza): B=F).

No PPT adversary has Advsppui(A) non-negligible in k.

2.3 Elliptic Curve Cryptography

In the previous section we introduced the most common hardness assumptions,
which are mostly related to IF and DL problems in finite cyclic groups G, such as
Z}y (composite order) and Z; (prime order). However, Discrete Logarithm Problem
(DLP) can by applied to any finite cyclic group G. In fact, currently the most
popular group G is the one generated by an elliptic curve F over a finite field Fy,
see Section [2.3.1] In this context, we speak about Elliptic Curve Discrete Logarithm
(ECDL) problem. ECDL problem is harder to solve than classical DL problem,
since the currently fastest known algorithm for ECDL problem solving has a full
exponential cost, instead of sub-exponential in case of the classical DL problem
variant. The contributions in this section have been published in scientific papers
[12] and [26].

Elliptic Curve Cryptography (ECC) provides comparable or higher level of se-
curity strength than IF or DL cryptography at much smaller key sizes, i.e. it offers
improved security with reduced computational requirements. In fact, traditional
structures constructed over RSA groups [19] or DSA groups [22], require elements

of at least 2048 bits long. On the other hand, elliptic curves have elements almost
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10 times smaller. With the increasing size of security parameters, the difference
becomes even larger. According to the NIST recommendations [2] (for the period of
2016 - 2030), the current structures should be at least 2048-bit long for traditional
structures and 224-bit long for EC-based structures, see Table Even in practical
applications, the EC variants of protocols replaced the older schemes, especially in
the case of signature schemes, encryption and key agreement schemes. We briefly

review some of them.

Tab. 2.1: Key recommendation for public key cryptosystems by NIST agency.

Date Minimum of | Discrete Logarithm | Factoring | Elliptic
Strength Modulus Key Modulus | Curve
(Legacy) 80 1024 160 1024 160
2016-2030 112 2048 224 2048 224
2016-Beyond 128 3072 256 3072 256
2016-Beyond 192 7680 384 7680 384
2016-Beyond 256 15360 512 15360 512

Note: The key sizes are represented as bitlength and indicate the minimal sizes for the

given security strengths.

e FElliptic Curve Digital Signature Algorithm (ECDSA) is the elliptic curve vari-
ant of DSA and allows a user to sign a message using his private key and a
verifier to verify the user signature using the user’s public key, see [22] for
more details. ECDSA requires, compared to DSA, smaller cryptographic keys
to achieve same security level, for example 224-bit ECDSA key is comparable
to 2048-bit DSA parameters. Furthermore, ECDSA generates smaller signa-
tures, for example the ECDSA 224-bit signature scheme generates 56-byte
signatures instead of 256-byte signatures generated by the RSA 2048-bit sig-

nature scheme on the same security level.

e Elliptic Curve Diffie-Hellman (ECDH) scheme is a key agreement protocol
that allows two parties, each having an elliptic curve public/private key pair,
to create a shared secret key over a insecure channel, see [27]. ECDH is the
elliptic curve variant of Diffie-Hellman key agreement scheme and it is stan-
dardized by NIST SP 800-56A [28] as well as its authenticated variant Elliptic
Curve Menezes-Qu-Vanstone (ECMQV). Similarly, involving EC construction,
we reduce communication cost between two communicating entities from 512
bytes (in case of DH) to 56 bytes (in case of ECDH) for same 112-bit security
strength.
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e FElliptic Curve Integrated Encryption Scheme (ECIES) is a public key encryp-
tion and decryption scheme that provides data confidentiality over ECC. This
scheme is a variant of the ElGamal scheme proposed by Abdalla, Bellare, and
Rogaway in [29] and it is standardized by the Standards for Efficient Cryptog-
raphy Group (SECG) [30]. Compared to RSA, ECIES scheme requires smaller
size of keys and cryptograms (ECIES 224-bit uses symmetric cipher AES-256-
bit and hash function SHA-256-bit to generate cryptograms of size 120 bytes
instead of 256 bytes cryptograms of RSA 2048-bit).

2.3.1 Elliptic Curve

An elliptic curve E is an algebraic curve, which can be constructed over different
fields, such as R,C,Q or F,,. Elliptic curves E over field R are good for understanding
basic principles, however, elliptic curves cryptography is based on elliptic curve FE
over a finite field Fy, where ¢ = p™ with p prime and m > 1, see Figure[2.1} Since we
are interested in the use of elliptic curves in cryptography, we will tackle definition
and main properties of elliptic curves over finite fields here. An elliptic curve is an

algebraic curve that is given by an equation of the form:

y2 +arzy +agy = £ + asx® + asx + ae, (2.1)

where ay,a2,a3,a4,a6 € Fy are the coefficients of the curve and are constants. This
equation is often called generalized Weierstrass form. Any elliptic curve can be
written in this form. E(F,) denotes the set of points (z,y) € Fg that satisfies this
equation, along with a "point at infinity" denoted O. Representation of points using
(x,y) is known as affine coordinates. If IF is a finite field, then there are only finitely
many pairs (z,y) with =,y € F and the group E(F) is finite. In order to have that
the curve is an elliptic curve it must be smooth, i.e. there is no point of E(F,) (let
[F, denote the closure of F,;) where both the partial derivates vanish. In other words,

the two equations
a1y = 3z 4 2a0x + au, (2.2)

2yt+ajz+az3=0 (2.3)

cannot be simultaneously satisfied by any (z,y) € F (IBTg) Otherwise, the curve is
singular with point of singularity, see Figure 2.1 In general, an elliptic curve is
non-singular curve, see Figure [2.1] where the discriminant is not equal to zero, i.e.
A # 0. The discriminant depends on the choice of EC form. In case of the short

Weierstrass curve the discriminant must satisfy the following equation:

=23 +ar+b: A=-16(4a®>+270*) A A#0 (2.4)
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Fig. 2.1: From left to right: singular curve with a cusp singularity, non-singular curve
E(R), where (z,y) € R xR, and non-singular curve E(F5), where (z,y) € F5 x Fs.

An elliptic curve over IF, is called pairing-friendly if it contains a subgroup of
order r whose embedding degree k is not too large, which means that computations
in the field F x are feasible. The optimal case occurs when the entire curve has
prime order and the desired embedding degree. Pairing-friendly curves of prime or
near-prime order are absolutely essential in certain pairing-based schemes like short

signatures and group signatures.

Operations over Elliptic Curves

The points of E(IFy) has a group structure under an explicitly defined additive group
law, i.e. given two points P = (z1,41) and ) = (z2,%2), them addition R =P+ Q) =
(x3,y3) forms a third point on the same curve. The point doubling is defined as
an additional operation, where () = P, and is denoted as R =2P. The inverse of a
point P is defined as (z1,—y1), and the identity element is the point at infinity O.
The computation of all these elliptic curve operations is depicted in Figure 2.2
Moreover, it is also possible to define the scalar multiple s of a point P as

T=sP=P+P+-+P (2.5)

s times

The reverse problem, i.e. computing s when only P and 7" are known, is intractable
for carefully selected parameters. This problem is strictly related to the discrete loga-
rithm problem, and it si called Elliptic Curve Discrete Logarithm Problem (ECDLP),

which is used to provide cryptographic security. For more details see [31] or [32].
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Fig. 2.2: From left to right: point addition R = P+ @, point doubling R = 2P, and

point inversersion R = —P.

One of the main challenges in elliptic curve cryptography is to perform scalar
multiplication efficiently since this operation is vital for the overall performance of
the intended cryptographic algorithms. Scalar multiplication is traditionally carried
out through a series of point doublings. To compute sP for a large integer s, it is
inefficient to add P to itself repeatedly. It is much faster to use successive doubling.

For example, to compute 19P, we compute
2P, 4P =2P+2P, 8P =4P+4P, 16P =8P +8P, 19P=16P+2P+ P. (2.6)

The formulas for adding two points on an elliptic curve in Weierstrass form
require 2 multiplications, 1 squaring, and 1 inversion in the field. Although finding
inverses is fast, it is much slower than multiplication. In [33], it is estimated that
inversion takes between 9 and 40 times more than multiplication. Moreover, squaring
takes about 0.8 the time of multiplication. Often the affine representation of a
curve is replaced with its form in projective coordinates since affine coordinates are
expensive over prime fields due to costly field inversions.

Based on the field, we distinguish elliptic curves over prime field E(F,) and bi-
nary field F(Fgm), where m > 1. An elliptic curve E in characteristic p is called
supersingular if there are no points of order p, even with coordinates in an alge-
braically closed field. An elliptic curve E over F, with order #E(F,) = ¢ is called
anomalous curve if the number of rational points on [, is equal to the prime num-
ber ¢. This curve is considered weak curve because it is possible to solve ECDLP in
linear time, see [34].
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Elliptic Curve Form

Elliptic curves can be represented in several different forms. In order to obtain faster
group operations, some curve representations are better than others. Below, we list

the main forms, depicted in Figure 2.3 in which elliptic curves can be expressed.

Short Weiestrass Koblitz Edwards Montgomery Barreto-Naherig

VY=o +ar+b wrry=1'+ar?+1 Pt rt =1+ day? byt =2 L ax’ + v=1'+b

—

Jacobian Hessian Jacobi quartic Doche-Icart-Kohel 2 ~ Doche-Ieart-Kohel 3

y? = r{r+ 1)(x+ A) by? + axy + by = 2 yl=ey' +2a2? +1 y? = 2% + az? + 16ax =2 + dafx + 1_]2

Fig. 2.3: Different elliptic curve forms in affine coordinates over R. Jacobi intersec-

tion in affine coordinates is equal to Jacobian curve.

Short Weierstrass curve [27] is an elliptic curve with equation:
y? =23 +ax+b, (2.7)

i.e. where a; =as =a3 =0, aqy =a and ag = b in Equation and with a,b € Fy.
This form can be used only in field with p # 2,3 and, normally, it is used over prime
field F,. Recommended secure curves are defined in many standards such as the
Federal Information Processing Standards (FIPS) [22], SECG [35] Brainpool [36],
the Nothing Up My Sleeve (NUMS) [37]. In FIPS [22], a is set as a = —3mod p to

achieve better efficiency of point operations.

Koblitz curve [38] has coefficients a; = ag =1, ag = a and a3 = a4 = 0 in Equa-

tion [2.1] i.e. its equation is:

v+ oy =2° +ax® + 1. (2.8)
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The curve is used in case of operations over binary fields F(Fam) and admits espe-
cially fast elliptic scalar multiplication. The curve is also called anomalous binary

curve. Required domain parameters are defined in FIPS [22], a takes values 0 or —1.
Edwards curve [39] is an elliptic curve with coefficient a; = dzy, ax =1, ag = a4 =
0, and ag =1, i.e.,

22 +y? =1+da?y?, (2.9)

where d € Fym N {0,1} and p # 2. Every Edwards curve is birationally equivalent to
an elliptic curve with Equation 2.1} and thus admits an algebraic group law once
one chooses a point to serve as a neutral element.

There exists a generalization of Edwards curves, called the twisted Edwards

curves [40], with coefficients a and d and equation:
ax® + % = 14 da’y?, (2.10)

where a,d € Fym ~ {0} with p # 2. The twisted Edwards curves cover considerably
more elliptic curves than Edwards curves do and even when an elliptic curve can
be expressed in Edwards form, expressing the same curve in twisted Edwards form

often saves time in arithmetic.
Montgomery curve [33] is described by the following equation:

by? = 23 +az® + x, (2.11)
where b(a? —4) # 0, a € Fym ~ {=2,2}, b € Fym ~ {0} and p # 2. The form is not

widely used, but for example the fast curve Curve25519 [41] is widely known.

Barreto-Naehrig curve [42] is prime pairing-friendly elliptic curve over Fpr with
prime order and embedding degree k = 12. Barreto-Naehrig (BN) curve has equa-

tion:
y? =23+, (2.12)

where b # 0. The curves has better speed than other known pairing-friendly elliptic

curves.

Jacobian curve [43] has three points of order two defined over F,, with p a prime
greater than 3. This means that the group order #E(IF,) is divisible by 4, i.e.
#E(F)) = 4¢ with ¢ a prime. The equation is:

y2 =+ 1)@+, (2.13)
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where A € F,. The Jacobian form provides a defence against Simple and Differential
Power Analysis (SPA/DPA) style attacks.

Jacobi curve [44] is different from the Weierstrass one and has two forms: Jacobi
intersection and Jacobi quartic. These curves permit to use the same formula for the
doubling and the general addition of points on the curve, and therefore, prevent SPA-
like attacks on elliptic curve systems. We consider IF, with characteristic p # 2,3.
Jacobi intersection is represented as the intersection of two quadric surfaces in the

projective space P3(F,):

X24Y2-T2=0

(2.14)
(1-N)X2+22-T? =0,

where we applied the map (z,y) — (X,Y,Z,T) = (2,y,1,2%). In fact, any elliptic
curve over F, can be embedded as the intersection of two quadrics in P3(F,), [45).
In affine coordinates, Equation is equal to the Jacobian curve (Equation [2.13)),

see [43] for more details. Jacobi also studied quartics of the form:
y? = ext +2a2% +1, (2.15)

where normally e = 1. Jacobi quartic can be obtained from a curve in Weierstrass
form (Equation [2.1]) with at least one point of order 2.

Hessian curve [46] is an elliptic curve over F, which has the point (0,0) of order 3.

The order g has to be a prime power such that ¢ =2 (mod 3). The equation is:
2 .3
v+ axy+by = x°, (2.16)

where a,b € IF,. This curve has fast elliptic curve scalar multiplication and resistance

against side-channel attacks, see [47].

The speed of a curve is computed by counting the number of field multiplication
(M), field squaring (S) and field multiplication by a curve constant (D) necessary
for point addition and point doubling. Scalar multiplication is carried out by point
addition and point doubling, therefore, it is strictly related to their speed. The
standard approximations is (S5, D) =~ (0.8 M,0M), i.e. squaring takes about 0.8 the
time of multiplication and field multiplication by a curve constant takes about 0
the time of multiplication. In our article [I12], we compare different kind of ellip-
tic curves for different approximations of squaring and doubling with respect to
M. Table shows the comparison of Short Weierstrass, Edwards, Jacobian, Ja-

cobi quartic, Jacobi intersection and Hessian curves over F,, see [48] and [49] for
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Tab. 2.2: Comparison of the speed of elliptic curves for point addition and point
doubling over ;. Field multiplication is labelled by "M", field squaring by "S" and
field multiplication by a curve constant by "D"; (S, D) ~ (0.8M,0M ) is the standard

approximation.

Elliptic Curve Form Addition (0.8,0) Doubling (0.8,0)
Short W. (Equation [2.7] 12M + 28 16M | 5M+65S+1D | 98M
Edwards (Equation [2.9 IM+1S+1D | 9.8M 3M +4S 6.2M
Jacobian (Equation [2.13 11M +58 15M | IM+8S+1D | 74M
Jacobi q. (Equation [2.14) | TM +3S+1D | 9.4M | 2M +5S+1D | 6M

Jacobi i. (Equation 2.15) | 11M +1S+2D | 11.8M | 2M +5S+1D 6M
Hessian (Equation [2.16 6M 465 10.8M 3M+6S 7.8M

more details. Jacobi quartic and Edwards curves result the fastest for arithmetic
operations from a theoretical point of view. Barreto-Naehrig curve is a particular
case of Short Weierstrass curve where a = 0 and has operation cost equal to the
Short Weierstrass one, i.e. 12M + 25 for point addition and 5M 465+ 1D for point
doubling. Note that Barreto-Naehrig curve is over F x with fixed & =12 and, in
[50], it is shown how to speed up the EC computations using an algorithm which
merges calculations over F 12 and over Fp. In fact, if M, S are multiplication and
squaring over Fpk, and m, s is multiplication and squaring over F,, then the curve
has speed: 1M + 21m + 6s for point addition and 1M + 15 + 15m + 8s for point
doubling. Koblitz curve is only used over binary fields, where the arithmetics take
advantage of the field characteristic 2, e.g. the operation of addition corresponds to
the eXclusive OR (XOR) operation in hardware. Furthermore, point addition and
point doubling require exactly the same number of operations, that is 5M + 1.5, see
[33] for more details. Montgomery curve does not support fast addition, but the

"Montgomery ladder" has fast scalar multiplication [48].

2.3.2 Bilinear Pairing

A pairing is a bilinear map from an elliptic curve group E(F,) to the multiplicative
group of some extension field F k. The parameter k is called the embedding degree
of the elliptic curve. The embedding degree affects the security level efficiently
achievable on the curve. The pairing is considered to be secure if the discrete
logarithms in the groups E(F,) and in IFZk are both computationally infeasible. The
parameters ¢ and k should be chosen so that the two discrete logarithm problems
are of approximately equal difficulty when using the best known algorithms, and

the order of the group #E(F,) should have a large prime factor r. The pairings are
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used to attack the discrete logarithm problem [27] and also in cryptographic setting
(e.g. short signatures [51], group signatures [52] identity-based encryption [53] or
identity-based signature schemes [54]).

A bilinear map is defined as follows: let G, Gs, and Gp be groups of prime
order ¢, then a bilinear map e : Gy x Gy — G must satisfy bilinearity property:

e(P1+P27Q> :e(P17Q> 'e(PQaQ)v fOI' PlaPQ € GlaQ € GQ (217)
e(P,Q1+Q2) =e(P,Q1)-e(P,Q2), for PeGy,Q1,Q2 € Go, (2.18)

as results we get the equation

e(P*,QY)=e(P,Q)", forall z,yeZyPecGq,Q € Gy, (2.19)

non-degeneracy:

for all P# O :3Q € Gy such that e(P,Q) #1€ Gy
for all @ # O:3P € Gy such that e(P,Q) # 1 € Gr,

and efficiency, i.e., there exists an efficient algorithm G(1%) that outputs the bilinear
group (¢,G1,G2,Gr,e, P,Q),

A pairing is said to be symmetric if G; = Ga, otherwise it is said to be asymmet-
ric, i.e. G1 # Ga. Moreover, Galbraith et al. [55] classify pairing instantiations into
three basic types, (type-1) G; = Ga, (type-2) Gy # G where there exists an efficient
isomorphism from Gy to G, and (type-3) G1 # G2 where an efficient isomorphism
does not exist. Type-3 curves are the most efficient pairing friendly ones, so it is
desirable for a scheme to work in such groups, i.e., G; # G2 and the existence of an
efficient isomorphism is not required.

Many pairings can be used to perform an algorithm G(1%), for example, Weil,
Tate, Ate and Eta pairings are widely used due to their efficient computation. The
choice of the pairing has significant performance impact as well as the choice of
cryptographic library implementation, see Figure 2.4l The difference becomes more
important with involving constrained devices such as smart cards, embedded devices,
and smart meters, which are widely used in IoT, Industry 4.0 and smart metering
systems.

There are several libraries with pairing-based cryptography support. Since we
are interested about the best performance, and therefore, the fastest pairing calcu-
lation, we focused on libraries implemented in particular in C/C++ programming
language. We installed selected libraries (Pairing Based Cryptography (PBC) [56],
Multiprecision Integer and Rational Arithmetic Cryptographic Library (MIRACL)
[57], University of Tsukuba Elliptic Curve and Pairing Library (TEPLA) [58], Effi-
cient Llbrary for Cryptography (RELIC) [59] and MCL [60]) on embedded device
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Fig. 2.4: The performance comparison of different pairings: Weil, Tate and opti-
mal Ate, on ARMv8 processor (the Raspberry Pi 3, 32-bit OS) and using RELIC
cryptographic library.

represented with ARM-based microcomputer (Raspberry Pi 3 with ARMv8 Cortex-
Ab3 processor), and run the benchmarks using the 256-bit BN curve and 10-run

means. The results are presented in Figure [2.5]

40036516 D0Raspbian 9 (32-bit) | |
10 Debian 9 (64-bit)
300 | .
o 247
=
% 200 |- .
=
1001 59.21 , |
e 083 88
O I I I I I
PBC MIRACL TEPLA RELIC MCL

Cryptographic library

Fig. 2.5: The comparison of different cryptographic libraries from the point of view
of bilinear pairing performance over BN 256-bit elliptic curve on the ARMvS8 pro-
cessor (the Raspberry Pi 3, 32-bit and 64-bit OS).

e The PBC [50] library is a free C library built on GNU Multi-Precision Arith-
metic Library (GMP) that performs the underlying mathematical operations
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of the pairing. The library provides routines such as elliptic curve genera-
tion, elliptic curve arithmetic and pairing computation. The library includes
pre-generated pairing parameters with using different elliptic curves to achieve
required properties of developed cryptosystems. In each case the curve group

has a 160-bit group order, and corresponding embedding degree k of the curve.

MIRACL Crypto Software Development Kit (SDK) is a free C library that
is widely regarded by developers as the gold standard open source SDK for
elliptic curve cryptography. Furthermore, MIRACL also enables developers to
build security into highly constrained environments, including embedded, mo-
bile applications and Supervisory Control And Data Acquisition (SCADA).
Library has pre-generated different security levels of pairing friendly curves
and implements type-1 and type-3 pairing. In case of type-3 pairing, where

BN curves are included, the optimal Ate pairing is always used.

TEPLA is a software library for development of applications or systems of
cryptographic algorithms using pairings, developed by University of Tsukuba.
TEPLA supports calculations on elements on Finite Fields (prime field of
254 bits, quadratic, 6th and 12th extension fields), calculations on elliptic
curves (BN curves 254-bit) and calculation of pairings (Optimal Ate pairing

on BN curves).

RELIC is a modern cryptographic meta-toolkit written in C language. RELIC
supports among others calculation on elliptic curves E(F,) and E(Fgm) (NIST
curves and pairing-friendly curves) and calculations of pairings and on related
extension fields Fpk. The library includes Weil, Tate and Optimal Ate pairing,
where Ate pairing is set as a default type.

MCL is a library for pairing-based cryptography with support for x86-64 Win-
dows, Linux and ARM/ARM64 Linux. The current version supports the Opti-
mal Ate pairing over BN (254, 381, and 462-bit) curves and BLS12-381 curves.

In addition, the cryptographic designers and developers are equally interested in

performance of related operations in each cyclic groups G1,Gy and/or Gp. There-

fore, we provide the performance benchmarks of these operations in Table [2.3] see

[61] for more details.

2.4 Proof of Knowledge

The concept of proof of knowlege is frequently used in many privacy enhancing

cryptographic schemes, such us group signatures, ring signatures and/or attribute-

based credentials. The goal of this proof is for the prover P to convince the verifier V
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Tab. 2.3: Performance of group operations on ARMv8 processor (the Raspberry

Pi 3, 32-bit and 64-bit OS). The required time of each operation is expressed in

milliseconds.
Raspbian 9 (32-bit) Debian 9 (64-bit)
ecMul | ecMul | mMul | mExp || ecMul | ecMul | mMul | mExp
G1 Go Gr Gr G1 Go Gr Gr
PBC 7.33 18.02 - 83.16 5.07 11.84 - 56.26
MIRACL | 5.85 11.25 - 24.39 - - - -
TEPLA 3.79 6.53 - 30.88 2.27 4.27 - 2.56
RELIC 3.10 9.07 - 17.90 - - - -
MCL 3.30 6.17 - 8.98 0.74 1.67 - 2.63

Note: The ecMul denotes elliptic curve scalar multiplication, mMul is modular

multiplication and mExp modular exponentiation operation.

about the veracity of the given statement. The statements about discrete logarithms

in prime order groups can be easily proven using the ¥-protocols [62].

A simple, yet very often used protocol for proving the discrete logarithm knowl-

edge is based on the Schnorr signature scheme [63]. Using this protocol, the prover

proves his knowledge of a discrete logarithm with respect to public parameters

G,g,q,c. In particular, he proves the knowledge of w : ¢ = ¢"“ mod p, where p is

the prime modulus, ¢ is the group order and G = (g) is a generator of Z;. The
protocol is depicted in Figure [2.6]

Prover P Verifier V
w € Zyg G,g,q c=g"
T Zg
c+—g-

c
€ e Zy
z 4 (r—ew) mod ¢
z
El Z L€
Accept/Reject
—

Fig. 2.6: Schnorr’s proof of knowledge of discrete logarithm PK{w : ¢ = g*} in Z;.
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The proof of the discrete logarithm knowledge is a simple 3-way protocol where
the prover commits to a random number 7 in the first step, receives a challenge e in
the second step and responds by z to the challenge in the third step. The protocol
is Honest Verifier Zero-Knowledge (HVZK). Note that the verifier does not have to
know the private input w of the prover to be able to verify its knowledge. We recall

the properties of the protocol below.

r—ew ew __

Proof. Completeness: prover who knows w is always accepted: c=g*c®=g g
—ew ew

99 g =g =c O
Proof. Special Soundness: let’s assume that cheating prover P* is ready to answer
at least 2 random challenges e, e’ after committing to r without knowing w. Then,

his responses z,z’ must be accepted in verifier’s checks:

¢=g°c, (2.20)
e=g7c, (2.21)
we divide the equations and and get:
= z e , ,
g _ g/C e 1=g e, (2.22)
c g*c°

after multiplying both sides of equation by g*(zle) and raising to the power of
(e—e) ™1, we get:

—c (2.23)
and we get the discrete logarithm w = (' — 2)(e —¢’)~! that is easy to efficiently

compute for the dishonest prover P*, thus we reached the contradiction because the

cheating prover P* unaware of w was assumed. O

Proof. Special Honest Verifier Zero-Knowledge: the ZK property is proven by prov-
ing the existence of the ZK simulator Mj;. The simulator M3, has the public input
G,g,q,c and a challenge e. The output of the simulator is a transcript T of a

protocol. A transcript for the protocol is of the form:
T =(G,qg,q,c)(¢,e,z2).

The simulator My, works in these following steps:

1. the simulator randomly chooses the response z’ <*Z, on the challenge e.

2. the simulator computes the commitment & < ¢ c®.

The My’s output ¢, e,2’ is computationally indistinguishable from the real protocol

output c,e,z. O
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The protocol for proving the knowledge of a discrete logarithm described above
can be extended to the discrete logarithm representation proof and discrete loga-
rithm equivalence proof [I7]. The principles and security proofs remain the same.

Interactive zero-knowledge proof is frequently used in authentication schemes,
where a challenge e is generated by a verifier V. On the other hand, non-interactive
zero-knowledge proof is widely used in particular for signature scheme constructions.
In this case, the challenge e is generated by the prover P with the use of secure hash
function H. To transform the interactive into a non-interactive zero-knowledge
proof, the Fiat-Shamir heuristic [64] can be used. Non-interactive variant is more
often called Signature Proof of Knowledge (SPK), because of included message in
the proof, see Figure [2.7]

Prover P Verifier V
w e Zq Gvgv q c=g

w

m € Zq

r & Zqg

c—g"

e+ H(e,m)

z 4+ (r—ew) mod q

cy = g°c*

? _
e="H(cy,m)
Accept/Reject
—

Fig. 2.7: Schnorr’s signature proof of knowledge of discrete logarithm SPK{w : ¢ =
g¥}(m) in Z;.

2.5 Weak Boneh-Boyen Signature

The weak Boneh-Boyen (wBB) signature scheme [25] can be used to efficiently sign
(blocks of) messages. The signature scheme can be easily integrated with the zero-
knowledge proofs so that the knowledge of signed messages (and signatures them-
selves) can be proven anonymously, unlinkably and utraceably. Furthermore, the
wBB signatures were proven existentially unforgeable against a weak (non-adaptive)
chosen message attack under the ¢-SDH assumption [65]. We recall the signing and
verification algorithms below, the efficient proofs of knowledge are described, e.g.,
in [66].
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Setup: On input security parameter r, generate a bilinear group (g,G1,Ga,
Gr,e,91,92) < G(17). Take sk <+ Z,, compute pk = g3F, and output sk as the pri-
vate key and pk = (¢,G1,G2,Gr,91,92,€,pk) as the public key.

1
Sign: On input a message m € Z, and the secret key sk, output o = g™

Verify: On input the signature o, the message m, and the public key pk, output
1 iff e(o,pk) -e(c™, g2) = e(g1,92) holds.

Showing the constant signature o multiple times would make the authentication
protocol linkable. All user sessions would be linkable to a single profile, which would
make the resulting scheme very privacy unfriendly. To avoid linkability of signatures,
users can only prove the knowledge of a valid signature by using the proof defined in
[66]. In this proof, the user chooses a random value r < Z, and computes randomized
auxiliary values o/ = 0" and ¢ = ¢’ "'g]. Then, the knowledge of a signature is
proven by constructing the zero-knowledge proof 7 = PK{(m,r):6 =0"""g}} and
verifying e(a,g2) = e(o’,pk). The protocol is depicted in Figure The verifier
is convinced, that the user indeed knows a valid signature on a known message,
although the proof does not release any of these values. That construction is perfect
for privacy enhancing authentication schemes developing, because the users want to
convince verifiers that they hold some cryptographic keys or/and personal attributes

signed by registrars, in an anonymous, untraceable and unlinkable manner.

2.6 Okamoto-Uchiyama Encryption

Okamoto-Uchiyama (OU) public-key encryption scheme [67] can be used to encrypt
(blocks of) messages. Moreover, the scheme is easy to integrate with zero-knowledge
proofs so that committed value w in proof of knowledge PK{w: ¢ = ¢"“} in Z , where
n is OU modulus, can be easily recovered. OU is based on the ability of computing
discrete logarithms in a particular subgroup. In other words, the security is based
on the assumption that the discrete logarithm problem is hard to compute in OU
groups similarly as in RSA composite groups. However, if the factorization of the
OU modulus n = p?q is known, i.e., p,q large primes are known, the discrete loga-
rithms can be efficiently computed and, therefore, it is possible to recover a witness
w from a commitment ¢ = ¢g* mod n. We recall the encryption and decryption al-

gorithms below.

Setup: On input security parameter , generate two k-bit primes p,q and com-

pute the modulus n = p?q. According to current security standards [2], the modulus
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Signer S Verifier V
SkGZq anla(GrZaGTaeaglagZ pk:ggk

m € Zyq
r & Zg

7=PK{(m,r):5=0""g\},0,7

6(5792) = e(O'/,ka)
Accept/Reject
—

Fig. 2.8: Protocol for proof of knowledge of weak Boneh-Boyen signature PK{(m,r) :

o=0""g'} in Zy.

should be at least 2048-bit long, i.e. |n| =3k = 2048. Moreover, this algorithm
randomly chooses the generator g <& Z,, such that g?~' # 1 (mod p?) is of order p
in Z,. Than, compute parameter & = g" mod n. The pair (p,q) is securely stored as

secret key sk, while the triplet (g,h,n) is published as the public key pk.

Encrypt: On input message m € {0,1}*~! and the public key pk, select r <& Z,

and output ciphertext ¢ = ¢™h" mod n.

Decrypt: On input the ciphertext ¢, and private key sk, output original message

m as follows:

C/ _ cp—l _ (gmhr>p—l

' ) i i ) (2.24)
_ ( mgnr)p - (gp 1)mgP(P I)TP(I)JD 1 (gp l)m mod p2

Based on Equation it is straightforward that we can recover the message m
only by solving DLP. Since, we know the factorization of n, i.e. primes p,q, where
the value p is the trapdoor in the OU scheme, we can recover the message m from

the following equation:

[(cP~! mod p?) —1]/p
[(gP~! mod p?) —1]/p

m = dlog,c = mod p. (2.25)
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2.7 Algebraic MAC

Message Authentication Code (MAC) [16] is typically built from block ciphers and
hash functions, which means that MACs have no algebraic structure and cannot
be efficiently combined with zero knowledge proofs. Recently, Chase, Meiklejohn,
and Zaverucha [68] introduced the notion of algebraic MAC, that relies on group
operations instead of block ciphers and hash functions.

In terms of security, algebraic MACs are no different from traditional MACs. A
MAC scheme consists of algorithms (Setup, KeyGen, MAC, Verify). Setup sets up
the system parameters par that are given as implicit input to the other algorithms.
KeyGen creates a new secret key, MAC(sk,m) computes a MAC on message m, and
Verify is used to verify MAC. We recall the security definitions due to Dodis et
al. [69] and slightly strengthened by Chase et al. [68], and require completeness and
Unforgeability under a Chosen Message and Verification Attack (UF-CMVA).

Definition 1. A MAC scheme (Setup, KeyGen, MAC, Verify) is complete if the fol-

lowing probability is negligible in k for all messages m:
Pr |Verify(sk,m,o) =0 | par < Setup(1"),
(ipar, sk) <= KeyGen(par),o <= MAC(sk,m)]|.

Definition 2. A MAC scheme (Setup, KeyGen, MAC, Verify) is unforgeable under

chosen message and verification attack if the following probability is negligible in k:

Pr|Verify(sk,m",0*)=1Am" € Q | par < Setup(17),

(QMAC(sk7 4 OVer’L’fy(sk,-,-)

(ipar, sk) <& KeyGen(par), (c*,m*) < A (par, ipar)|.
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3 State of the art

3.1 Group Signatures

A group signature is a cryptographic primitive widely used for providing user pri-
vacy and anonymity. The basic idea is to hide a user inside the bigger group of other
users. Hence, a verifier is not able to learn any personal information (including the
identity) of a signer. The only information that the verifier receives is whether the
signer is a member of the group or he is not. In other words, an (anonymous) group
signature allows users to sign a message on behalf of the group, in such a way that
a signature does not disclose which user was signing the message. In the classical
digital signature scheme, each signer holds his own keypair consisting of two specific
keys: one private and one public key. The group signature scheme is similar to the
classical digital signature scheme. In case of group signatures, there is one public
key which is related with a set of private keys. A group signature scheme usually

involves the following entities:

e Users: are group members that hold personal group member private keys.
The users can sign the data anonymously on behalf of the group.

e Verifiers: are parties verifying the validity of the signatures by using the
group public key.

e Group Manager: holds the group manager private key, adds new users into
the group, and generates and issues the private keys to group members.

e Revocation Manager: holds the group revocation private key, revokes users
from the system and discloses the user’s identity. In some scenarios, the group

manager can be merged with the revocation manager.

Group signatures have to provide classical security properties similarly to tradi-

tional digital signatures:

e Authenticity: ensures that the data was signed by a group member.

e Integrity: ensures that the signed data was not changed during data transfer
between the User and the Verifier.

e Completeness: ensures that every valid signature generated by a group mem-
ber is always verified correctly.

e Soundness: guaranties that every invalid signature always fails the verifica-
tion process.

e Unforgeability: prevents the generation of a valid signature on a message
without knowledge of the corresponding private key, e.g. using chosen-message
attacks. Therefore, only a valid group member can generate a valid signature

on behalf of the group.
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Revocation: allows the Revocation Manager to revoke a User from the system
and thus prevents a revoked member to create valid signatures on behalf of
the group.

Differentiation of group members: ensures that each User has a different
group member private key, and therefore he is uniquely identifiable by the
Group Manager.

Furthermore, the signatures protect users’ privacy, and hence should provide the

following privacy properties:

Anonymity: implies that Users sign data anonymously, hence a Verifier is
not able to identify the signers.

Unlinkability: guaranties that a Verifier, an eavesdropper nor group Users
are not able to decide, whether two or more group signatures were generated
by the same or different group members.

Coalition Resistance: guarantees that no subgroup of group Users is able
to generate a valid signature for non-member of the group, i.e. the signature
is always openable to at least one member of the coalition.

Framing Resistance: extends the Coalition Resistance property. The prop-
erty guarantees that a subgroup of group Users cannot generate an openable
signature to another group member even in co-operation with a malicious
Group Manager.

Traceability: allows the Group Manager to identify the signer of a given
signature. Therefore, any valid group signature must be openable by Group
(Revocation) Manager. Hence, the Group Manager can de-anonymize a User,
link and trace signatures.

Unforgeable Traceability: guaranties that Group (Revocation) Manager
cannot falsely accuse a User of generating a signature on data he did not

generate.

In addition to the security and privacy properties, the group signature may also

define additional properties important for practical usage:

Dynamism: users can be added to the group at any time as well as each
member can be removed from the group without the need to issue new group
member keys to remaining members. This procedure has no impact on the
group public key size, nor on the size of generated signatures.

Efficiency: most of the group signatures use demanding operations, such
as modular multiplication and bilinear pairing operations. The main goal of
the newest schemes is to avoid these operations in order to reduce required

computation time to a minimum.
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Currently, there are many group signature proposals that mostly fulfill secu-
rity and privacy requirements described above. The first group signature schemes
where introduced by Chaum and Heyst [70] in 1991. These signatures are important
especially from the theoretical point of view, since they are very inefficient. The in-
efficiency is given particularly due to big sizes of signatures and public keys together
with their linear dependence in the number of group members. Over time, newer
schemes were proposed. These proposals focus not only on privacy requirements but
also on efficiency and practical usage, i.e. dynamism, speed, size of signature and
public key, their independence in the number of group members (system or black
listed users), and revocation techniques. For more details see paper [71].

Group signatures became part of many current ICT applications and services
where the protection of user privacy is required. Nonetheless, group signature
schemes are usually even more computationally expensive and produce bigger sig-
natures in comparison with standard digital signature schemes such as RSA, DSA
or ECDSA. However, the signatures complexity is the key for their practical usage.
The complexity becomes more crucial in current systems such as IoT, Vehicular Ad
hoc Networks (VANET), Smart Grids, Smart Cities, and Industry 4.0. In each of
these systems, group signatures can be beneficial for users who are concerned about
their privacy. Moreover, these systems are usually formed by many constrained de-
vices with power and memory restrictions which must be addressed in the newest
proposals.

In fact, the area of group signatures is addressed by different international stan-
dards and research papers. For example, the German Federal Office for Information
Security (BSI) [72] provides a comparison of 12 selected group signature schemes
which comply the basic security and privacy requirements. The paper [73] com-
pares the performance of two group signature schemes on mobile devices, namely
pairing-based BBS [65] and non-pairing-based ACJT [74] group signature schemes.
The results show that the signing and verification phases of both schemes take few
seconds (up to 3 s) on smartphones with Android platform and 1 GHz CPU. In
case of full pre-computation use, the signing phase is even faster (up to 50 ms),
since it computes one hash function and few modular multiplications and additions.
However, in the case of no pre-calculations, the verification of one signature takes
14.14 s for BBS and 1.4 s for ACJT. Another closely related work is the paper
written by Potzmader et al. [75]. The authors investigate the performance of three
anonymous digital signature schemes on mobile devices, that are all included in the
ISO/IEC 20008-2:2013 standard [76]. This standard defines seven anonymous digi-
tal signature schemes in total and provides a general description of group public key

mechanisms.
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Based on the papers mentioned above and the current user’s privacy requirements
in many ICT applications, we provide comprehensive evaluation of group signature
schemes and their practical usability in current ICT applications such as access con-
trol, data collection and data notification. In particular, we focus on smart phones
implementations similarly to the paper [74]. Our results show the computational
and space complexity of each scheme. This can serve as a indication of performance
capability and complexity of the schemes on current smart cards. The contribution

of this research was published in the paper [77].

Tab. 3.1: Evaluation of group signatures schemes.

’ Scheme ‘ Sign Cost ‘ Verify Cost ‘ Sign Size ‘ PK Size ‘ Pairing | Assump. ‘ Rev.

BBS 9EG, +3EG, | le+8Eg, + 3G1+6Z, 4G14+2Go v q-SDH, sk
52] 2Eg,+3Eg, | (1545 b) (1050 b) DLIN,
ECDL
DP [7§] 8Eg, +3EG, | le+7Eg, + 4G1+5Z,, 4G14+2Go v q-SDH, sk
2Eg,+3Eg, | (1559 b) (1050 b) XDH,
DLIN,
ECDL
HLCCN| 7Eg, +5E¢,. | le+5Eg, + 3G1+5Zy, | 6G1+2G2 v q-SDH, sk
[79] 2Eg,+4Eg, | (5600 b) (1400 b) XDH,
DLIN,
ECDL
ACJT 12EGx 10EGx 7G+1Z4 | 6G;, X SRSA, cred,
[74] (7328 b) (6144 b) DDH, DL | ri
CG [B0] | 10EG: 10EG: 8G}+1Z, | TG} +1Z, X SRSA, cred,
(8352 b) (7328 b) DDH, DL | rl
IMSTY | 7TEg: +8Eg, | TEgx +8Eg, | 5G},+5Zy | TG} +4Z, X SRSA, cred
[81] +17Z, (7848 b) DH,
(6155 b) ECDL
HM 9EGs 10EGx 7Gy+1Z4 | 5G;, X DL, IF rl
GS [32] (7328 b) (5120 b)

Note: Eg, — EC scalar multiplication in Gy, similarly Eg, and Eg,, e — bilinear pairing, sk —

group member private key, cred — credential, rl — revocation list.

Table [3.1|shows the summary of our group signature evaluation. The table shows
the computational complexity of signature generation and verification. Furthermore,
we provide signature and public key size comparison for equivalent security level of
each scheme. We also depict which security assumptions are held by each scheme
and how many pairings are computed. In the pairing-based schemes, G1, Ga, G,
Zp denote different groups with the following bitlengths: |G{| = 175 b, |Go| = 175
b and |G| = 1050 b computed as k|G|, where k is the embedding degree (e.g.
k =6). |Zy| = 170 b denotes the field size of an elliptic curve. In the non-pairing
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schemes, |G| = 1024 b denotes the multiplicative RSA group with exponents from
|Zy| = 160 b. The revocation mechanism is the last considered parameter, since
practical usability of the scheme depends on it as well. We denote user’s private key
update as sk, credential update as cred and revocation list (black list) update as rl.

The implementation of the scheme is crucial, since it gives us a realistic view of
scheme complexity on current computing devices (for example, PC, tablet, smart
phone, and smart card). Our implementations were provided on different smart
phone platforms and PCs, see [77] for more details. We employ two external crypto-
graphic libraries: (1) Bouncy Castle (cryptographic API and modular arithmetic
operations) and (2) Java Pairing-Based Cryptography (JPBC) library [84] (pairing-
based and elliptic curve operations).

The performance results on smart phone Nexus 5 LG are depicted in Figure [3.1]
Note that non-pairing schemes show better performance results than paring-based
schemes. Only in case of IMSTY scheme, we can see a significant increase of the
verification and signing time. This is due to the use of elliptic curve operations in
the scheme. In contrast to the theoretical assumptions, the elliptic curve implemen-

tations on current Android devices have significantly worse performance results.
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Fig. 3.1: Performance evaluation of current non-pairing-based and pairing-based

group signature schemes on current smart phone (Nexus 5 LG).
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3.2 Attribute-Based Credentials

Attribute-Based Credential is a cryptographic construction, that is a basic pillar of
so-called attribute-based authentication schemes. In contrast to the classical au-
thentication schemes based on identity, ABC schemes are more privacy-friendly,
since they do not disclose user identity or other private information, that is not
mandatory to gain an access to the required service. In many scenarios, it is not
necessary to know a user identity to get an access. More important is to know,
whether the user holds some personal attributes (his specific properties) which are

directly related to the service scenario:

Public transport: I have a valid ticket, and I applied for discount,
since I am a child/student/pensioner.

Driving a car: I have a valid driving licence of category B.

Access to university: I have an access to my office and labs, since I

am a student/professor.

Club membership: I can make a padel court reservation and play,
since I am member of the Royal Tarraco club,

and I paid monthly fee.

Low emission zones: I can enter to the London center, since I have
a diesel car that meets the Euro 6 emission

standard.

Legal restrictions: I can buy marijuana in Amsterdam, since [ am
older than 21 and I have Dutch citizenship.

Attributes are grouped together in a cryptographic (digital) credential as de-
picted in Figure The credential is a cryptographic container for attributes
signed by a trusted party. In general, we say, that credentials are issued and at-
tributes are shown. Moreover, credentials usually include user’s key, which provides
non-transferability. In this context we can construct different credential types in-

cluding set of common attributes:

Credential Attributes
Identity: Name, Surname, Social Insurance Number
(SIN), Day of birth, Place of birth, Gender

Address: Country, City, Street, Zip code
Student: University, Faculty, Department, Personal 1D
Health information: Blood type, Allergy, Diagnosis
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Fig. 3.2: Cryptographic credential construction.

Anonymous credentials hide the attributes, so, seeing a credential, no one can

obtain any information about the attributes in it. Furthermore, the credentials allow

user to authenticate himself without identification, and provide session unlinkabil-

ity. Attribute-based authentication scheme normally involves following parties [85]:

Users: are people equipped with a device that holds issued attributes. At-
tributes are issued by a trusted party (the Issuer), and their possession is
anonymously proved to the Verifier.

Issuers: are trusted authorities responsible for signing and providing creden-
tials to Users.

Verifiers: are parties verifying a possession of a subset of the available at-
tributes on a device in order to authorize the transaction and provide an access
to required service.

Manager: is a trusted organisation that sets the rules for all involved parties.
The organization is responsible for software and device management. In case
of breaking rules, the Manager can revoke a (dishonest) User, or even disclose
the (dishonest) User’s identity.

Since the attribute based credentials are based on the credential-as-container

concept, the following security properties should be hold [86]:

Authenticity: ensures that a credential was issued by the Issuer and at-
tributes belong to the User.

Integrity: ensures that attributes included in the credential were not changed
since they have been issued.

Confidentiality: ensures attributes hiding, since a credential does not reveal
the attributes that it contains.

Non-transferability: prevents against credentials transferability among Users.
Revocability: allows to the Third Trusted Party (TTP) to open the signature
or the proof to disclose the User’s identity, remove the User from the system,

revoke User’s credentials or revoke the unlinkability properties.
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Furthermore, credentials protect Users’ privacy and hence they should provide

the following privacy properties:

e Anonymity: a User anonymously proves possession of attributes. Therefore,
the User’s identity and behaviour remain hidden.

e Unlinkability: each credential is fully randomized. This means that all cre-
dentials are mutually unlinkable even if the same credential is shown multiple
times. Therefore, the property provides sessions unlinkability.

e Untraceability: guaranties that no information from the issue protocol can
be used to link credentials when shown.

e Selective disclosure of attributes: allows a User to choose the attributes

that he want to disclose. The rest of attributes remain hidden.

There is only several attribute-based credential schemes, e.g. U-Prove [87],
Idemix [21I] and Hajny-Malina [88]. The complete description of the schemes is
beyond the scope of this theses, therefore we provide only brief protocols descrip-

tion including comparison of security, privacy and performance properties.

3.2.1 U-Prove

U-Prove is an anonymous attribute-based credential scheme [87] that belongs to
Microsoft company. However, the scheme was first introduced and developed by
Credentica company. The underlying cryptographic protocols were designed by Dr.
Stefan Brands as a part of his Ph.D. thesis. Scheme security is based on discrete
logarithm assumption. U-Prove uses same group as DSA signature scheme. In
another words, U-Prove group is a prime order subgroup Z, in the multiplicative
group of a finite prime field Z;. The scheme uses a variant of the blind Schnorr
signature [89] that is the key underlying cryptographic primitive of the scheme.
Schnorr signature is used in an attribute issue protocol and guaranties untraceability
of credentials by the Issuer. The attribute verify protocol uses the proof of knowledge
protocols (cryptographic commitments and X-protocols), in particular a variant of
the Schnorr protocol [90] is used. A U-prove user can selectively disclose a subset of
his attributes, therefore a user is able to control how much information he releases.
On the other hand, the scheme does not provide session unlinkability, since all
credentials consist of a unique identificator Prover Information (PI) field. PI servers
among others as a revocation handler, which allows to revoke dishonest users from
the system. It is important to notice that the user real identity remains hidden and
there is no way to disclose it. We provide a simplified description of the underlying

protocols below. If more details are necessary, see the original paper [87].
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Setup

(pkz, skz,par) <Setup(1”): the algorithm inputs the security parameter . It gen-
erates the cyclic group G = (g) of prime order ¢ satisfying |g| = . This algorithm
also generates at random the Issuer’s private key skr <*Z, and computes gg < g°kz.
Furthermore, for a set of possible attributes (a;);c 4 it generates at random the gen-
erators (g;);ea representing the part of the Issuer’s public key pkz = (9o, (gi)ica)-
It publishes the pair (pkz,par) while sk is kept secret. This protocol is run by the

Issuer.

Issue_Att

(o,h,s") + Issue_Att(pkz,skz,par,{a;)ic4): the protocol is run by the User and
the Issuer, as shown in Figure The Issuer computes h' = go - I;ca9;" as a
aggregation of the attributes (a;);e4 and his public key pkz. He also generates
the signature z <— h’**Z. Moreover, the Issuer commits the blinded value u < Lg
to both generators a < g%, b« h'*. The User generates at random the values
s,v,w <> Zg, computes the secret key 5" <— s~ mod ¢, and gets U-Prove token h < h/*
and part of the signature 2’ < z%. Additionally, the User computes blind Schnorr
signature commitment ¢ < ¢ +w mod ¢q. At last the Issuer signs the commitment
r < u+c-skz mod ¢ which is the final part of the signature. The protocol outputs

the U-Prove token h, the secret key s’ and the signature o = (2/,, 7).

User U Issuer 7
G?Qakau <ai>i€A SkZ S Zq

u <=2y, B = go - icag;”
z,a,b,h 24 W a < g%, b W

s,0,w = Zyg

s’ < s~ mod q

h<« W, 2/« 28
a—a-g" g b b -hv-2"
d «—H(h,2 V)

¢+ +wmod q

r 4 u+c-skz mod q

r’ <~ r+v mod ¢

Store o+ (', ,1")

Fig. 3.3: U-Prove Issue_Att protocol
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Prove_Att

0/1 «Prove_Att({a;)ica,0,h,s',par): the protocol is run by the User and the Ver-
ifier. The Verifier checks the correctness of the U-Prove token by restoring com-
mitments d,lA), and checking equality c L H(h,~ ,&,13). Then, the Verifier checks
the proof correctness. If the User knows the token key s’ and all undisclosed at-
tributes <ai>i¢p, the Verifier accepts the proof, rejects otherwise. Therefore, this
phase verifies, that the User knows the U-Prove token discrete logarithm represen-
tation PK{s’,a;¢p : h = (g0-Tlicag;*)*}. The protocol full notation is depicted in
Figure [3.4]

User U Verifier V
<ai>i€A707h78/ G7Q7h/7pkzv <ai>i€D

h,s

np

5, figp < Zg

ah*-Tligpgi"

d «+ H(a)

¢+ H(c,{ai)iep;nD)

54 5+cs’ mod g

<5Li — a;+ ca; mod q>i¢D
<&i>i¢Dv‘§vcl

¢+ H(c,(ai)iep,nD)

a9y h Tliepgi “ 1ligp 9"
?

' ="H(a)

Fig. 3.4: U-Prove Prove_Att protocol.

Implementation

Currently there are only few implementations of the U-Prove protocol on smart
cards. The most efficient implementation was provided on MultOS [91]. The at-
tribute proving time depends on the number of stored attributes on the smart card
and the number of disclosed attributes within the verification protocol, see Fig-
ure However, in case of 5 attributes stored, the proving time is always under

1 s in each scenario.
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Fig. 3.5: U-Prove attributes proving time for different scenarios.

3.2.2 Idemix

Idemix (Identity Mixer) is an anonymous attribute-based credential scheme [21] de-
veloped by IBM Research Zurich. The scheme is based on Camenisch-Lysyanskaya
signature [92] that allows the Issuer to sign User’s attributes to construct a cryp-
tographic credential within the issue protocol. The User randomizes and sends the
credential to the Verifier and then anonymously proves possession of attributes to
the Verifier by using zero-knowledge proof of knowledge protocols. The scheme se-
curity is held under strong RSA assumption in a cyclic group modulo composite
n = pq, as well as in case of RSA cryptosystem. In contrast to U-Prove, the Idemix
provides session unlinkability, that makes it impossible to track Users’ movement
and behaviour. Since every credential is randomized, there is no efficient revocation
mechanism. Hence, the credentials may include time epoch information for limiting

its validity or the scheme must be extended by external revocation scheme, e.g. [66].

Setup

(skz,par) <—Setup(1¥): the algorithm inputs the security parameter r, see Ap-
pendix [A] for more details. It computes n = pq, where p=2pgs+1, and ¢ = 2gsg +1
are secure primes and pga,q¢sg are Sophie-Germain primes. Then, this algorithm
generates a cyclic group of quadratic residues QR,, = (S) of order psggsq. It also
computes bases (R; = S%i);c 4 for each possible attribute (z;);c4, 2. < [2,p5695¢ —
1] and an auxiliary value Z = S%=. The algorithm publishes par = (n, S, Z, (R;)ic4)
while sk7 = (psa,qsqa) is kept secret. This protocol is run by the Issuer.
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Issue_Att

(0,ms) < Issue_Att(skz,par,(a;)ic4): the protocol is run between the User and the
Issuer, see Figure[3.6] At first, the User commits to his secret mg in the commitment
U+ SV Ry and generates the corresponding proof of knowledge. Then, the Is-
suer checks the proof correctness. If the proof is valid, the Issuer aggregates required
attributes with User’s commitment to the credential Q < Z - (U - sv". [Ticea RY)L
The credential is signed A < Q¢ and sent back to the User together with the cre-
dential public key e and the Issuer’s blinded value v”. At last, the User computes
the last peace of CL-signature v <— v’ +v”. The protocol outputs the CL-signature

o < (A,e,v) and the credential key mg as a User’s private output.

User U Issuer 7
Z,Ro, (Ri)ica,S,QR,,, (a;:)ica PSG,4sa
ny ni @ {O, 1}H
v',mg,ng <= {0,1}" )
U=S" R
PKy =PK{v',ms:U=_S8" Ry}
U, PKy,no
CheckPKy
V" 0,1}
e ZENP, Q4+ Z-(U-SY" -Tliea RI) ™
A+ Qe
PK;=PK{d: A=Q%
A,e,v”,PK]
vv +o"

2087 R LAY
Store o < (A,e,v)

Fig. 3.6: Idemix Issue_Att protocol

Prove_Att

0/1 < Prove_Att({(a;);ca,0,ms,par): the protocol runs between the User and the
Verifier. The User sends a randomized CL-signature to avoid session linkability
together with the proof of knowledge discrete logarithm representation of the CL-
signature PK{e,v',a;¢p : Z = A°SURy" -TicaR{"}. The Verifier checks the proof
correctness and therefore whether the User knows CL-signature over the attributes

or not. The protocol full notation is depicted in Figure |3.7]
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User U Verifier V
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ni ni & {07 1}H
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vViv—e-r
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e, A',e,0, (@) igp

Fig. 3.7: Idemix Prove_Att protocol.

Implementation

Currently the most efficient implementation was provided on MultOS card [1], where

the proof generation takes up to 1.5 s if 5 attributes were stored, see Figure [3.8]
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Fig. 3.8: Idemix attributes proving time for different scenarios.
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3.2.3 HMI12

Hajny-Malina (HM12) [88] is an attribute-based credential scheme with practical
revocation developed by the Cryptology Research Group at Brno University of Tech-
nology in the Czech Republic. The scheme was first designed by Jan Hajny as a
part of his Ph.D. thesis [93]. The scheme security is held under discrete logarithm
assumption in Okamoto-Uchiyama group OQU, i.e. in a multiplicative cyclic group

2s and , s are primes. The scheme uses

modulo composite number Z?, where n=r
the Okamoto-Uchiyama cryptosystem [67] as a key cryptographic primitive. This
primitive allows the Manager to decrypt a proof generated by the User and thus
disclose User’s identity and revoke him from the system. For this reason, OU prop-
erty acts mainly in Issue_Att and Revoke protocols, while the Prove_Att protocol
runs fully over Y-protocols (namely a Proof of Knowledge Discrete Logarithm Rep-
resentation (PKDLR)). In contrast to previous schemes, the HM12 scheme provides
practical revocation mechanisms, i.e. scheme itself allows to revoke issued credentials
on the User’s, Issuer’s or Verifier initiatives. The scheme also supports revocation of
credential unlinkability and User’s anonymity. At the same time, there is required
to involve more parties to the revocation process. For example, if Issuer, Manager
and Verifier cooperate, they can revoke the User’s anonymity while the coopera-
tion only of Manager and Verifier allows to revoke session unlinkability and invalid
credentials. The scheme is potentially weak against a cryptographic collusion at-
tack, where more Users can in cooperation create a valid but unregistered User [94].
The weakness was solved in the protocol extension [95]. However, if we consider
a tamper-resistance device (such as smart card), where the cryptographic keys are

stored, we can avoid these collusion attacks.

Setup

(par, K, K7) < Setup(1%): the algorithm inputs the security parameter , see
Appendix [B] for more details, and generates the cyclic group H modulo big prime
number p and the subgroup generators of order ¢, with ¢|p — 1 similarly to DSA
signature scheme. In addition, the Issuer generates the key pair K7 (consists of
skz and pkz) for signing purposes. The Manager generates the cyclic group QOU,, by
specifying the modulus n = r2s, where r, s are secure primes (i.e. r,s:7=2r'+1,5 =
25’ +1 and 1/, ¢’ are primes). Further, he gets randomly bases g1 <= Z;; of ord(g; mod
r?) =r(r—1) in Z* and ord(g1) = rr's’ in Zj. The Manager chooses randomly
his secrets (S;)ic 4, 52,53 <— {0,1}" such that GCD(S;c4,¢(n)) = GCD(S2,¢(n)) =
GCD(S3,¢(n)) =1 and computes attributes (a; = glsmeA and auxiliary values gy =
9182 and g3 = gfg. The protocol outputs par = (g1, 92,93, 0U,,, h1,he, H) and (a;);ca
as public output, and values (7,s, (S;)ica,52,53) as the Manager’s private output.
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Issue_Att

(Ky) < Issue_Att(par, Ky, K1,{a;)ica): the protocol is run between the User,
the Issuer and the Manager, see Figure In the first step, the User commits
to his secrets wy,ws to both generators H = h{"hy? and sends signed commitment
with the proof of knowledge construction PKyq to the Issuer. The Issuer checks
the proof, signs the commitment and stores the copy. In the second step, the User
commits to generators in QU,,, i.e. computes A = 911952, and sends it to the
Manager with signed value H from the Issuer and the proof of discrete logarithm
equivalence PKy9. The Manager checks the proof and issues the corresponding
User (credential) partial key (ws;dlog,,(a;/ A))ieq for each attribute by applying
the OU trapdoor function. Finally, the Manager stores A, H and ws; to the secure

database. The User combines partial secret keys and obtains User’s (credential) key

Ky = {w1,wa, (w3 )ica}-

Manager M User U Issuer 7

skt sky skt

91,92,93 € ©Un7h17h2 € Ha <ai>i€A

U)l,U}Q(i{O,l}'Li
H + h{" hy?
PKUl = PK{’U)l,’UJQ : hllulhg)z}

PKy,sig(sky, H)

CheckPKn
Store(ﬁ,sig(«Sku’ﬁ))
Sig(SkIa H)

wy w2

A+ g g5
PKyo{wi,we: H=h{"h* NA=g{"g5°}
A, sig(skr, H),PKps
CheckPKyo
(w3; + dlogy,(ai/A))iea
(w3 i)ica

wy w2

? i
(a; = g7 g5 g;vg” JieA
Store Ky = {w1, w2, (w3,i)ica}

Fig. 3.9: HM12 Issue_Att protocol.

o4



Prove_Att

1/0 « Prove_Att(par, Ky, {a;);ep): the protocol is run between the User and the
Verifier, see Figure [3.10f The User proves the possession of required attributes.
Hence, the User first discloses required attributes (a;);ep, and then proves the
knowledge of the discrete logarithm representation of all of them, i.e. he proves
the knowledge of the keys wy,ws and all corresponding partial keys (w3 ;);ep. For
this reason, the User uses X-protocol constructions to generate the proof. The ses-
sion unlinkability property is provided with a blinding value Kg changing in each
session. The protocol provides revocation features, since the value Kg is committed
in the commitment Cy as well as partial keys (w3 ;);ep (revocation handlers) in the
commitments (C};)iep. Commitments (C;);ep and Cy permit to check whether
the User is blacklisted or not.

User U Verifier V
Ky 91,92,93 € OU,,, (ai)icp

nonce nonce <-{0,1}"

Kg,rg,ri,m2,7m3 <= {0,1}*
— T T T

a<Iliepa;, a<g1'95°95°

Aafs, A«a"s

Sw3,i>

K K
(C1i < g5 iep, Ca<g5°

Cr+ g5, Ch+ g5
e < H(nonce,a, Ci,a,A,A,Cs, (C1.4)ieD, C’z)

z1 11 —eKgD w

29 19— eKgD wy

23 <13 —eKgXiep w3
zg+—rg—eKg

A, (C14)iep,Case,21,22,23

?
(C1,i = C3%)iep
— z z z
a A6911922933
a< Iiepa;, A<+ A®*s
C1 + g3°iep Ci; Ca¢ C593°

€ ; H(TLOTLCG, a, C_’lyaa Aa /_17 027 <Cl,i>i€D, C_'Q)

Fig. 3.10: HM12 Prove_Att protocol.
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Revoke

(rev) < Revoke(par,proof, Kn): the protocol is run between the Manager, the Is-
suer and the Verifier. The Verifier sends the commitments (C1;);er (R denotes a
set of attributes which must be revoked) and Cy from the proof to the Manager.
The Manager restores partial keys as (w3 ; = dlog,, (C1,;/C2))ier. At last, the Ver-
ifier revokes the attributes by the publishing revocation record rev = (w3 ;)jer on
a Black List. If necessary, the Manager sends corresponding commitment H to the

Issuer, who can then revoke the User’s anonymity.
Implementation

Currently the most effective implementation was provided on MultOS ML3 smart
card [96] in a 1024-bit protocol variant. The verification time takes ca. 2.9 ms
for one attribute disclosed. To provide comprehensive measurement of the scheme,
we developed a smart card application that allows us to store and disclose up to 5
attributes. Our implementation (1024-bit version) was run on MultOS ML4 card.
The time grows linearly with the number of disclosed attributes, see Figure [3.11]
The number of stored attributes has no impact on the final time, since the attributes
are not grouped in to the credential. Using the newer ML4 card instead of the older
ML3 card, we reduced the attribute proving time by ca. 56%. However, the time
complexity can be even more reduced by involving more computationally powerful
devices. For example, the paper [97] uses 1392-bit protocol variant implementation

on various smart phones to achieve the verification time under 100 ms.

5 stored attributes
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Fig. 3.11: HM12 attributes proving time for different scenarios.

Important to note: the time complexity grows linearly with the number of black-

listed attributes, since each attribute check involves one modular exponentiation.
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3.3 Smart Cards

Smart cards evolved from simple memory cards to very efficient "microcomputers"
with many applications. The security and portability of smart cards provide a fast
way to ensure secure transactions, e.g. banking or e-business, and can be used in
any system that requires secure authentication. In fact, smart cards are consid-
ered tamper-resistant storage devices protecting private keys and other sensitive
information. Moreover, they contribute to the achievement of a safe environment
for security-critical computation executions, as in the case of authentication, digi-
tal signature, and key exchange schemes. Since, our privacy-enhancing protocols,
developed and described in this thesis, are primarily intended for card-based au-
thentication and signature schemes, and they use elliptic curve constructions, we
provide a short overview of the current state of the art of smart card technologies.
We are mainly interested in hardware cryptographic support of elliptic curves, and
related modular arithmetic and cryptographic functions on current smart cards. We
expect that the results of this section may serve cryptographic protocol designers
to get better overview on how fast privacy-enhancing protocols can be executed on

the current smart cards. The main contribution in this section has been published

in articles [12] and [98].

Contactless Inlay with Antenna Smart Card Chip

Contact Pad

Plastic Card Layer --—__________________- S~ .
Fig. 3.12: Smart card construction.

A smart card is a small plastic card, typically of credit-card size, that has an
embedded integrated circuit, see Figure The circuit can store and/or process
data (microprocessor and/or memory chip is used) and communicate with a terminal
via communication interface (i.e. antenna or contact pad). Based on the embedded

circuit, we distinguish two broad smart card categories:
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e Memory Cards: can only store data, since they have no processor on the
card for data processing. These cards are suitable for systems where they
perform only fixed operations.

e Microprocessor Cards: are equipped with a 8-bit, 16-bit or 32-bit processor,
therefore, they can also process data. These cards are also often called "chip
cards" or "smart cards" and they can be classified as follows:

— Cryptographic Cards: have also an embedded cryptographic processor
"co-processor" in order to accelerate some cryptographic algorithms on the
card, such as Advanced Encryption Standard (AES), RSA, ECDSA, and
ECDH.

— Programmable Cards: allow developers to install and run their own

applications on the card. The most widespread programmable smart card
platforms are Java Card, MultOS, Basic Card, and .NET Card.

The smart card interface defines the card usability. Generally, we classify smart
cards into two broad classes; contact smart cards in accordance with the interna-
tional standard ISO/IEC 7816, and contactless smart cards in accordance with the
international standard ISO/IEC 14443. Regardless of the platform operation sys-
tem, all smart cards communicate with a terminal via Application Protocol Data
Units (APDU) according to ISO/IEC 7816-4. The communication protocol between
a smart card and a terminal follows the client-server model, where a card acts as a
server and a terminal acts as a client, i.e. the card receives an APDU command and
replies to the terminal with an APDU response message. The message has a byte ar-
ray representation, with a maximal payload size given by the transmission protocol
used, i.e. T=0 (255 bytes), or T=1 (65 535 bytes) according to the ISO/IEC 7816-3.
The smart card memory chip usually consists of three types of memory: the Electri-
cally Erasable Programmable Read-Only Memory (EEPROM) for applets storage
(tens of KB), the Random Access Memory (RAM) to store temporary (session) data
(units of KB), and the Read-Only Memory (ROM) to store the smart card operating
system (hundreds of KB). RAM memory is usually faster and more secure against

a power analysis attacks.

3.3.1 Application Programming Interface

Smart cards are a closed platform, i.e., it is not usually possible to upgrade crypto-
graphic libraries on the card. Cryptographic support differs according to the smart
card platform: Java Card, MultOS, Basic Card, .NET Card, version of the op-
erating system and the smart card implementation itself. In fact, there is often

an inconsistency between the platform specification and the real implementation
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of smart cards’ Application Programming Interface (API) due to the implementer
company, e.g. NXP, Gemalto, Giesecke & Devrient, Feitan, Oberthur, Ubivelox,
Hitachi, Samsung, MultOS International, ZeitControl GmbH.

Table shows the support of cryptographic functions on different smart card
platforms. These types of security functions are: symmetric cryptography (Symmetric
Crypto), asymmetric cryptography (AsymmetricCrypto), hash functions (Message
Digest), random number generator functions (RandomData), modular arithmetic
operations (ModularArithmetic) and elliptic curve operations (EllipticCurve).
The table presents the basic overview of supported functions, since the platforms
usually offer various operating system versions and smart card implementations.

Advanced cryptographic protocols usually require modular arithmetic operations
such as multiplication and exponentiation with big integers, as well as operations
over elliptic curves, including point addition and scalar multiplication. These oper-
ations are provided by MultOS and Basic Card platforms. Java Card offers many
standard cryptographic schemes, but the underlying mathematical operations, such
as modular arithmetic and elliptic curve operations, are still missing.

Since we are mostly interested in elliptic curve cryptography and related under-
lying mathematics operations, we provide a brief description of the most popular

smart card platforms and their elliptic curve cryptography algorithms support.

Java Card

Java Card (JC) technology developed by Oracle corporation defines a multi-application
smart card platform where each applet (run application) is written in JC lan-
guage, which is a cut-down version of the Java programming language. JC technol-
ogy is currently one of the most widespread smart card technologies that is easy
to implement, since various development environments, e.g. NetBeans, Eclipse
or JCSSuite (Giesecke & Devrient), can be used to write, debug and install JC
applets on the card. Same JC applet can run on different smart cards due to
Java Card Virtual Machine (JCVM) and JC API, which provide hardware ab-
straction layer between applet and smart card implementation. All variables are
stored in the EEPROM memory by default, however, JC also allows developer’s
access to the RAM memory through Java Card API to create transient data, e.g.
JCSystem: :makeTransientByteArray().

JC framework supports a large number of different cryptographic algorithms,
including ECC algorithms. ECC is available from version 2.2. However, only elliptic
curves of the Short Weierstrass form over prime field I, and the Koblitz form over
binary field Fom, both in affine coordinates only, are available. These curves can
be used only within the supported protocols, i.e. ECDH and ECDSA. JC does not
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Tab. 3.2: Cryptographic and mathematical support of smart card platforms.

’ ‘ Java Card ‘ Basic Card ‘ MultOS ‘ .NET Card ‘
Symetric DES, TDES, AES | DES, TDES, | DES, TDES, | DES, TDES,
Crypto (keys up to 256 b), | AES (keys up to | AES (keys up to | AES (keys

SEED,  CBC/ECB | 256 b), CBC/CF- | 256 b), SEED, | up to 256 b),

modes, CMAC, HMAC | B/OFB/EAX CBC/ECB ECB/CBC

modes, OMAC modes modes

Asymetric RSA (up to 4096 b), | RSA (up to| RSA (up to| RSA (up to
Crypto DSA (up to 1024 b), | 4096 b), ECDSA, | 2048 b), ECDH, | 2048 b)

ECDH, ECDSA (up to | ECDH, ECNR | ECDSA, ECIES

512 b) signature (up to | (up to 512 b)

521 b)

Message MD5,  RIPENDI60, | SHA-1, SHA-2 | SHA-1, SHA-2 | MD5, SHA-I,
Digest SHA-1, SHA-2, SHA-3 | (up to 512 b) (up to 256 b) SHA-2 (up to

(JC 3.0.5) 256 b)
Random Pseudo RND, TRNG | 4B RND func- | TRNG Pseudo RNG,
Data (JC 3.0.5) tion, TRNG TRNG
Modular not supported, ex- | supported (up to | supported (up to | not sup-
Arithmetic | ponentiation (RSA | 16 kB) 2048 b) ported, same

encryption), multi- as Java Card

plication (only soft-

ware  solution  with

RSA  tunnel: ab =

[(a+8)° —a®—12)/2)
Elliptic not supported, JC | supported (up to | supported (up to | not sup-
Curve 3.0.5: scalar multiplica- | F521 or Fyi03) Fs12) ported

tion (ECDH_PLAIN_XY),

point addition

(PACE_GM)

support other algorithms over EC and there is no direct access to the underlying

arithmetic operations. Version 3.0.1 allows to use bigger curves E(F,) compared to

the previous versions (up to 384 bits instead of up to 256 bits), and also permits to

obtain the z-coordinate of the curve point P(z,y), which is computed by the key

agreement algorithm in the ECDH scheme. Moreover, the version supports SHA-2

hash algorithm within ECDSA signature scheme.

Version 3.0.4 supports even bigger curves E(F)), i.e. up to 521 bits, and from ver-
sion 3.0.5, the cryptographic algorithms ALG_EC_PACE_GM and ALG_EC_SVDP_DH(C)

_PLAIN XY are available.

These algorithms bring a great advantage since they

can be (ab)used to compute point addition and point scalar multiplication with-

out cards explicit support.

point addition, i.e.
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and B = (zp,yp), it is possible to compute C = (zc,yc) = (xa,y4) + (B,YB)-
ALG_EC_SVDP_DH(C) _PLAIN_XY algorithm can compute scalar multiplication (point
multiplication) C = (z¢,yc) = a- (rp,yp), where a € F,. JCs can also include ex-
tending API from the manufacturer, like in the case of Next eXPerience (NXP) Semi-
conductors cards. These cards, in particular cards with Operating System (OS) NXP
Java Card OpenPlatform (JCOP) v2.4.1 and newer, contain the com.nxp.id.jcopx
package which implements special classes such as KeyAgreementX that allows to use
ALG_EC_SVDP _DH(C) PLAIN XY algorithm for scalar multiplications and ECPoint
that computes the point addition over an elliptic curve. Unfortunately, no JC frame-
work with 3.0.5 version has been created yet and the developers tools for using NXP

API are missing.

MultOS

MultOS is the multi-application smart card operating system developed by MultOS
Consortium. The applets are written in plain C language, however, MULTOS Ex-
ecutable Language (MEL) assembly can be used as well. The main development
tools for writing, debugging and installing applets are MultOS Utility (MUtil) and
MultOS SmartDeck both distributed by MultOS Consortium. In addition to Mul-
tOS International, there are only few more implementers of MultOS smart cards:
DNP with Hitachi, SAMSUNG SDS and Ubivelox. The implementers develop their
own MultOS cards supporting specific cryptographic APIs according to their own
applications. Similarly to Java Card, same MultOS applet can run on different
smart cards due of virtual machine called Application Abstract Machine (AAM).
MultOS applets are divided into three distinct memory types: melpublic serves as
input/output buffer for applications (APDU exchange), melsession stores tempo-
rary data (session data), which are both placed in RAM memory, and melstatic
placed in EEPROM memory, where the application code and static data are resided.
It is important to note that the session data size is fixed and must be declare before
installing any application on the card.

The ECC support is available from MultOS version 4.2. MultOS supports only
elliptic curves over prime field F,, (up to 512 bits). In particular, MultOS supports
only elliptic curves of Short Weierstrass form with points represented in affine and
projective coordinates. From version 4.2 to version 4.5.1 (last implemented), the
following basic operations over EC are available: point addition, inverse, multiplica-
tion, verify point, convert representation (affine, projective) and equality test of two
points. Moreover, MultOS supports also cryptographic algorithms such as ECIES,
ECDH, ECDSA and key pair generation. On the other hand, all the point opera-

tions are optional in MultOS and the implementation is not mandatory, for example
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MultOS International implements cards "MLS3 Generic family" with basic support
of complex ECC protocols such as ECDH, EC key pair generation and ECDSA, but
the implementation of underlying arithmetic operations is completely missing, see
Table 3.3 for more details.

Basic Card

Basic Cards distributed by ZeitControl (ZC) are programmable smart cards with
each applet written in ZC-Basic language. Basic Card Development Environment
distributed by ZeitControl is used as a development tool. Currently, the ZC5, ZC6,
7.C7, 7Z.C8-series of Basic smart cards are available. Similarly to previous smart card
platforms, developers may choose the memory type: Public, Static data which
are both placed in volatile RAM memory, and Eeprom data which are placed in
permanent EEPROM memory.

The ECC support is available from the ZCb5-series, where only complex ECDH
and ECDSA algorithms over the binary fields Fyi67 and Fy211 are supported. From
the ZCT-series, the support of elliptic curves over prime field F, is available, to-
gether with related underlayer mathematical operations, such as point addition
ECpAddPoints and scalar multiplication ECpMultiplyPoint on E(F,). Both ZCT7-
series (Professional cards) and ZC8-series (Multi Applications cards) support E(IF))
for p up to 544 bits. These cards implement all the (fourteen) curves recommended
by Brainpool Standard [36] (short Weierstrass form and twisted curves) and all the
(five) prime curves recommended by NIST (FIPS [22]). Moreover, these cards hold
precomputed curve points related to the curve based point that allows to accelerate
operations with the based point (in particular scalar point multiplication). Other
curves are not supported by default, however it is possible to pay an additional fee

to ZeitControl and get a support of required elliptic curves.

.NET Card

NET Cards are multi-application smart cards with applications written in C#
language. These cards use the Gemalto .NET Smart Card Framework, which is
cut-down version of .NET Framework. The .NET applets are executed within
NET virtual machine, which ensures the portability of applications between dif-
ferent smart cards. For developing and installing applets on .NET Cards, the
Microsoft Visual Studio (2008-2010) with pre-installed special smart card plug-in
can be used, i.e. Gemalto NET SDK v2.2 (Card Explorer Tool). The main im-
plementer of the cards is the Gemalto company. These cards contain name-space

System.Security.Cryptography which includes different cryptographic classes such
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as RSA algorithm up to 2048 bits, DES, 3DES and AES ciphers and hash algorithms,
e.g. MD5, SHA-1 and SHA-2. However, the support of ECC is completely missing.

In conclusion, JCs and Basic Cards support short Weierstrass and Koblitz forms.
Additionally, MultOS supports also short Weierstrass form on affine A or projec-
tive representation P of the EC point. An overview of elliptic curve cryptography

support based on smart card platform is depicted in Table [3.3]

Tab. 3.3: Elliptic curve cryptography support on smart card platforms.

| | Version [ecAdd ecMul ecInv | ECIES ECDH ECDSA | |F,|/|[Fon| Space

o JC 2.2.2 X X X X v v 192/193 A
| JC3.01 X X X X v v 384/193 A
Ci JC 3.04 X X X X v v 521/193 A
Z:s JC 3.0.5 X X v v 521/193 A
JCOP2.4.1 X X 4 v 320/- A

8 4.2 v v v v v v 384/ AP
T 431-451] v v v v 4 v 512/~ AP
=
f
OU ZC5, ZC6 X X X X v v /211 AT
'g 72C7, ZC8 v v X X v v 544/211 AT
[an)
5| Gemalto X X X X X X /- -
4| .NET 2.0

Note: v— algorithm is fully supported, - algorithm is supported, but there is not direct access,

X— algorithm is not supported, I, — prime finite field, Fom — binary finite field, .4 — afline space,

P — projective space, T — twisted curve.

3.3.2 Performance Results

This section details the experimental results performance assessment of basic cryp-
tographic functions on main smart card platforms, namely, Java Card, MultOS,
Basic Card and .NET Card. An emphasis will be placed on elliptic curve cryp-
tography benchmarks carried out on the different types of smart cards, since our
privacy-enhancing schemes, proposed in Sections are based on it. The techni-
cal specification of tested smart cards is shown in Table [3.4 Selected smart cards
represent currently most used cards in practise. Unfortunately, .NET Cards have
no support of elliptic curve cryptography, therefore, we have omitted them from our

elliptic curve benchmark tests.
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Tab. 3.4: Technical specification of tested smart cards.

’ ‘ J3A081 ‘ J3D081 ‘ Sm@rtCafe6 ‘ Sm@rtCafeb ‘ 7ZC7.6 ‘ ML4 ‘ ML3 Gemalto
8 P5CD P5CD P5CD P5CDs - SC23 SLET78 -
S 081 081 081 080 7018 CLXPM
o | JavaCard | JavaCard JavaCard JavaCard Basic | MultOS | MultOS NET
o 2.2.2 3.0.1 3.0.1 2.2.2 7C7 4.3.1 4.3.1 2.2
2
A | 264KB 264KB 264KB 200KB — 252KB 280KB 80KB
=
@)
=
EJJ 80KB 80KB 80KB 80KB 72KB 18KB 96KB 400KB
z
o 6KB 6KB 6KB 6KB 4.3KB | 1.75KB 2KB 16KB

For testing purposes, we took the elliptic curves defined by FIPS [22], SECG [35],
the American National Standards Institute (ANSI) [99], NUMS [37], Brainpool [36],
the Wireless Transport Layer Security (WTLS) [100] standards. We also considered
Barreto-Naehrig pairing friendly curves [42]. All the considered elliptic curves are
tested over prime field F,, since there is only few smart card implementations that
support ECs over binary field Fom. These cards allow small curve sizes (up to 193
bits) for JCs and particular EC sizes for Basic cards. Moreover, there is not support
of basic operations over binary field for the smart card platforms. Unfortunately,
some smart card implementations do not provide the ECC support as described in
their framework specification. The real support depends on the manufacturer itself.
The real ECC support is shown in Table [3.5]

Each operation was averaged over 100 executions on all the aforementioned smart
cards. Then, the result was sent to the PC for evaluation. Using this methodol-
ogy, we minimize the impact of communication overhead between PC and a smart
card. The overhead depends on the data length, communication interface and other
parameters (e.g. conductance or radio frequency field strength, modulation, signal
gain, threshold level). If the operation is quite fast, then the delay is more significant
in total time [I01I]. The smart card does not allow us to make the measurements in

the Central Processing Unit (CPU) cycles, hence, the results are in ms.

Benchmarks of Elliptic Curve Operations

The basic arithmetic operations on elliptic curves are point addition (ecAdd), scalar
multiplication (ecMul) and point inverse (ecInv). We provide the speed of all these
operations for Java Card, MultOS and Basic Card.
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Tab. 3.5: Elliptic curve support on tested smart cards.

| | J3A081 | J3D081 | Sm@rtCafe6 | Sm@rtCafes | ZC7.6 | ML4 | ML3 |

ECCTF, [bit] 320 320 256 256 544 512 512
ECC Fam [bit] - - - - 211 - —
ECDSA [bit] 320 320 256 256 544 X 512
ECDH [bit] 320 320 256 256 544 X 512
ECIES [bit] X X X X X X X
ecKpGen [bit] 192 X X X 544 X 512
ecAdd X X v v X
ecMul X X v v X
ecInv X X X X X v X

Note: v'— algorithm is fully supported, |- algorithm is supported only through NXP JCOP
API, X— algorithm is not supported.

Since Java Card does not support basic EC operations, such as ecAdd, ecMul or
ecInv, and ALG_EC_PACE_GM and ALG_EC_SVDP_DH(C) PLAIN_XY algorithms are not
available in any card present on the market, we had to get in a compromise and use
some workaround to perform ecMul. The key agreement protocol ALG_EC_SVDP_DH
up to JC2.2.2 can be used to compute the hash function of an ecMul (note that it
is not possible to compute ecMul in plain). Thus, we had to subtract the time of
SHA-1 from our computation. Another possibility is to use ALG_EC_SVDP_DH_PLAIN
algorithm for JC3.0.1, which, given P € E(F,) and b€ Fy, Q = (z4,y,) = bP, returns
x4 (note that also in this case it is not possible to receive @)). However, currently it
is not possible to perform ecAdd and ecInv on Java Card and receive actual results
in plaintext.

In addition to the short Weierstrass form (Equation, Basic Card allows to use
twisted curves, which are defined on projective coordinates (z,y,z). In particular,
given a generic curve y2 = 23+ ax + b mod p, its twisted curve is given by y? = 2 +
z*ax + 250 mod p, where F(z,y) = (vZ%,y23) is the isomorphism between them (see
[36] more details). MultOS cards allow to use projective coordinates (x,vy, z) instead
of affine coordinates (z,y). Figure depicts the ecMul cost for Brainpool curves
on Java Card, MultOS and Basic Card. MultOS card are 75% faster than Basic
cards (ZC7.6) and 35% faster than the fastest Java cards (J3A081). JC Sm@rtCafe
implementations show worse results than JCOP implementations.

A comparison of different ECs is depicted on Figure [3.14 Regarding MultOS
implementation, the ecMul computation is around 25% faster in the affine space
compared with the projective space. There is no significant difference between Ran-

dom curves and Twisted curves defined by Brainpool standard on ZC7.6 Basic cards.
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Fig. 3.13: Efficiency of ecMul operation on different smart card platforms.
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Fig. 3.14: Efficiency of ecMul operation based on EC form.

Figure shows ecAdd and ecInv costs on MultOS and Basic Card. For
MultOS, ecAdd and point doubling require the same time. The ecAdd operation is
20% faster on MultOS cards than on Basic cards.

Table [3.6] shows the speed of ecMul on Java Card, MultOS and Basic Card.
The greater the EC bitlength is, the more time is needed for the computation, as
expected. On the contrary, different EC forms with equal EC bitlength present same
speed. Only a small difference is visible for JCOP cards, where FIPS and SECG
curves show better results.

Benchmarks of Elliptic Curve Protocols

Only some of the ECC protocols are supported on smart cards, namely EC key pair
generation (ecKpGen), ECDSA signature scheme and ECDH key agreement protocol.
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Fig. 3.15: Efficiency of ecAdd and ecInv operations on different smart card plat-

forms.

The ECC encryption algorithms are not provided by any smart card platform. In
this section, we provide a comparison of ECC schemes implementation using FIPS
[22] elliptic curves.

The key pair generation function ecKpGen is important especially for signature
and encryption schemes, where public and private keys need to be generated on
the card. This function is supported only for some EC sizes, as it is shown in
Figure 3.16, ML3-80K-R1 MultOS smart card supports the ecKpGen function but
lacks basic arithmetic. On the contrary, ML4 smart card supports basic arithmetic
but has no support of ECC protocols. ecKpGen works only with 192 bits on Java
Card and is supported for different sizes on MultOS and Basics Card. ecKpGen is
significantly faster on Basics Card compared to MultOS.

ECDH protocol for key agreement purposes is implemented on all the platforms:
Java Card, MultOS and Basic Card. Java Card platform achieves the best speed,
particularly on the J3A081 smart card, as depicted on Figure[3.16] For large EC-bit
length, the results of MultOS ML3 card are rather slow.

Finally, we show the performance of ECDSA on Java Card, MultOS and Basic
Card platforms. The speed of the signing and verifying algorithms are depicted on
Figure [3.17 As in the ECDH case, the best implementation of ECDSA is provided
by Java Card platform and the worst results are provided by the MultOS ML3
card. With J3D081 card, we are able to generate 256-bit signatures in 107 ms and
verify them in 113 ms. That is 40% faster for signature generation and 50% faster
for signature verification than the MultOS. Moreover, Figure [3.17 shows that in
signing ZC.7.6 cards are significantly faster comparing with other platforms, as for
computing ecKpGen. It is due to the pre-computation of the EC points in EEPROM,
which allows to speed up EC operations over the pre-defined curves (FIPS [22] and

Brainpool [36]). Others curves are not supported.
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Tab. 3.6: Time complexity of operation ecMul in ms based on different standard,

security level and smart card platform.

Java Card Basic Card | MultOS

Elliptic Curve | Sm@rtCafe6 Sm@rtCafe5 J3D081 J3AO081 7C7.6 ML4
FIPS, SECG, ANSI, WTLS (Random curves)
P-192 114 256 74 61 193 50/69*
P-224 143 264 87 74 218 55/75*
P-256 178 310 120 109 256 61/81*
P-384 - - - - 367 109/135*
P-521 - - - - 510 -
SECG (Koblitz curves)
secpl192k1 114 225 73 61 - 50/69*
secp224k1 144 265 87 75 - 55/75*
secp256k1 179 310 101 90 - 61/81*
Brainpool (Random curves)
bpP160r1 89 192 72 60 160 44/63*
bpP192r1 113 223 85 73 192 50/69*
bpP224r1 143 265 101 90 225 55/75*
bpP256r1 178 307 120 109 244 61/81*
bpP384r1 - - - - 377 109/135*
bpP512r1 - - - - 494 179/215*
Brainpool (Twisted curves)
bpP160t1 - - - - 162 -
bpP192t1 - - - - 185 -
bpP224t1 - - - - 216 -
bpP256t1 - - - - 250 -
bpP384t1 - - - - 367 -
bpP512t1 - - - - 479 -
NUMS (Random curves)
numsp256d1 184 309 109 99 - 61/81%
numsp384d1 - - - - - 108/135*
numspH12d1 — - - - - 180/215*
BN (Barreto—Naehrig) Pairing-friendly curves

BN-160 89 192 72 59 - 44/63*
BN-192 113 226 85 73 - 50/69*
BN-224 143 264 101 90 - 55/75*
BN-256 178 307 120 109 - 61/81*
BN-384 - - - - - 109/135*
BN-512 - - - - - 180/215*

Note: * — Time for computing operation with EC point defined with projective coordinates P

(z,y,2).

Benchmarks of Modular Arithmetic and Hash Functions

In order to have a complex overview of the complexity of the protocol that runs

on a real smart card, it is necessary to consider also other relevant operations that
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are frequently used. For example, most of the privacy-preserving protocols are
based on zero-knowledge proofs, where additional operations such as random number
generation and multiplication and addition of large numbers are used. Moreover,
non-iterative protocol versions are based on Fiat-Shamir heuristic [64], which uses
hash functions.

Basic arithmetic operations are directly supported only by Basic Cards and Mul-
tOS Cards and take only few tens of ms, see Figure [3.18 These operations on Java
Card and .NET Card are not directly supported, therefore a software implementa-
tion must be used. We provide results of our multiplication operation implementa-
tion using the RSA tunnel method [102].

Multiplication Addition
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Fig. 3.18: Modular multiplication and addition cost on smart card.

Figure [3.19 shows efficiency of random number generation for different sizes of
numbers. The time consuming takes only few tens of ms (for small bitlengths up
to 512-bit). The best results are achieved with Sm@rtCafé6 smart card. In order
to see the advantages of elliptic curves cryptography, we provide time consuming of
modular exponentiation for n = 2048 bits, which is comparable to security strength
of 224-bit elliptic curve, see Figure [3.19) The operation ecMul is pretty faster
than Modular Exp., however, the value of the difference depends on the smart card
implementation. Whereas in case of Sma@QrtCafé6 there is a negligible difference,
in case of J3A081 ecMul is ca. 6x faster than Modular Exp. The difference became

bigger with the growth of the security strength.
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Fig. 3.19: Modular exponentiation (|n| = 2048 bit) and random number generation.

The choice of the hash function has significant impact on a protocol speed as well.
The algorithm SHA-1 shows ca. 2x better results than SHA-256, see Figure for
more details.

SHA-1 SHA-256
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Fig. 3.20: Message digest based on hash function SHA-1 and SHA-256.
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4 Multi-Device Authentication with Strong
Privacy Protection

The content of this chapter have been published in impact factor journal paper [13].

4.1 Introduction

Privacy-enhancing technologies constitute a significant part of contemporary cryp-
tography. Modern cryptographic protocols allow privacy-enhanced storing of sen-
sitive data and its processing by cloud services, private information retrieval, or,
for example, authentication based on personal attributes, instead of user identifiers.
The increasing intensity of research into privacy is supported by national programs
and strategies, in particular in US [7] and EU [10]. While most of the novel schemes
are aimed at electronic services, the domain of physical access control is rather ne-
glected. We still use traditional locks, tourniquets and classical card-based access
control mechanisms to manage physical access to our premises. But with the in-
creasing computational power of the programmable smart cards, massive expansion
of various personal electronic devices and the capabilities in RFID communication
of our smart phones, we can expect penetration of privacy-enhancing technologies
also to the area of physical access control. In particular, in mass applications like
public transportation, e-ticketing, e-passports and elDs, the benefits of controlling
physical access using electronic devices with advanced cryptographic protocols are
very appealing.

In this chapter, we propose and experimentally evaluate a novel cryptographic
scheme that particularly addresses two phenomenons of contemporary cyberspace:
lack of user privacy and ubiquitous presence of many personal devices (phones, smart
cards, RFID tags, bluetooth dongles, smart watch, etc.) that can be leveraged for
stronger authentication and more reliable access control.

In particular, we focus on safety applications in which the users wear multiple
safety equipment, such as helmets, harnesses, boots, protective suits, etc., each
with attached programmable RFID tag capable of wireless communication. A user
is granted access to (potentially dangerous) premises only if all his equipment is
present. In existing systems, the presence of the protective equipment is checked
simply by scanning the identifiers using RFID readers. Such an approach is neither
secure (identifiers can be counterfeited), nor privacy friendly (identifiers can be
traced, behavioral profiles can be created, etc.).

We propose a novel cryptographic scheme for multi-device authentication that

is tailored to physical access control systems where the user must prove not only his
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own identifier, but also many other auziliary identifiers stored on separate devices.
In addition, the authentication sessions must support all the key privacy-enhancing
features, i.e., the access control process must be anonymous (i.e., a user must prove
that he belongs to a group of authorized users, but without releasing his concrete
identity), unlinkable (all the sessions of a single user cannot be linkable to a profile)
and untraceable (system administrators must be unable to trace honest users in the
system). On the other side, the scheme must provide efficient means for revocation
and identification of malicious users. In our cryptographic system, we provide all
the required features that are often contradictory and completely unavailable in
existing schemes (in particular, the presence of many identifiers vs. anonymity; the
untraceability and strong cryptographic security vs. efficiency on RFID tags and
stickers).

In our scheme, users can be granted an access to premises upon proving the
presence of particular devices in their proximity (e.g., the safety equipment) or
personal attributes (age, membership, citizenship, etc.). The access control process
mayE] proceed in a fully private manner, without disclosing user identity or being

traceable in the system.

4.2 Related Work

Most of the existing practical physical access control systems are based on the follow-
ing technologies [103]: NXP’s Mifare and DESfire; HID’s Prox and iClass; and Legic
Prime and Advant. NXP’s Mifare Classic, introduced in 1994, is a very popular tech-
nology used in physical access control systems. Although very old and insecure, the
technology is still used in many applications, even those security sensitive. The au-
thentication protocol is based on a unique 4B card identifier User IDentifier (UID).
In some implementations, the card just reveals UID to the terminal without any
authentication protocol. In that case, UID can be easily eavesdropped and used by
an attacker for impersonation. In other implementations, a simple authentication
protocol is used but is considered insecure due to many existing practical attacks
[104], 105, [106] on the encryption algorithm CRYPTO1. The insufficient security of
the CRYPTO1 algorithm used in the Mifare Classic made NXP improve the crypto-
graphic protection and release Mifare DESFire. The old encryption algorithm was
replaced by Data Encryption Standard (DES) and 3DES algorithm. The authen-
tication protocol was further improved in Mifare DESFire EV1 which supports the
AES encryption algorithm [I07]. The protocol itself remained without any major

IThe extent of privacy-enhancing features can be initially set by the administrator. If required,

identification or user tracing may be enforced by the access control system.
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changes. However, even Mifare DESFire was successfully attacked, although the at-
tacks [108, 109] were aimed on the implementation, not cryptographic weaknesses.
The HID Prox technology contains no cryptographic protection. HID iClass em-
ploys an authentication protocol based on the 3DES algorithm, but attacks on this
protocol are available [I10]. Legic Prime has weak proprietary cryptographic pro-
tection [IT1]. Legic Advant is protected by symmetric block algorithms (DES [112],
3DES, AES). None of the major commercial technologies provide any protection of
privacy.

With the introduction of the first attribute-based credential schemes, such as the
Idemix [I13], U-Prove [87] and HM12 [8§], the variants for physical access control
systems also started to appear. The U-Prove scheme was implemented on MultOS
smart cards [9I]. The user is able to prove his attribute in less than 1 s using
this implementation. However, the unlinkability property cannot be provided by
the cryptographic design of the protocol. The Idemix was also implemented on
the MultOS smart card platform [1], with ca. 1 s needed to generate the attribute
proof. The pilot implementation of the HM12 scheme using MultOS ML3 smart
cards [96] required around 2.4 s in total to generate and verify the proof, including
the communication overhead. No testing was done on multiple devices because the
distributed proof is not supported by these schemes.

Many types of personal and wearable devices forming the so-called Internet of
Things have appeared recently. Authentication issues have been solved by different
techniques on these devices. Xu and Weitao [114] propose biometric authentication
using wearables with face recognition using smart-glass and gait recognition using
smart-watch.

Riva et al [I15] combine multiple sources of authentication data, which is close
to our approach. However, all these schemes are using mainly biometric authenti-
cation factors. Cha et al [116] present a simple model for two device authentication
for micro-payment systems using mobile and wearable devices. Nevertheless, their
proposal lacks details and concrete cryptographic functions. Butun et al [117] ad-
dress multilevel authentication issue in cloud computing. Gonzalez-Manzano et al
[T18] present an access control mechanism for cloud-based storage service access by
using a set of devices. However, their scheme is based on symmetric cryptography,
thus does not provide non-repudiation. Hajny et al [I19] use many wearable and
[oT devices to do the authentication process. However, the scheme misses privacy-
enhancing properties, because each user is uniquely represented by his/her public
key.

In summary, there are several authentication solutions that involve IoT de-
vices. However, there are only very few papers focusing on multi-device authen-

tication. Currently, none of the proposals is provably secure and supports the
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privacy-enhancing features. Furthermore, most of the schemes remain only theo-

retic.

Our Contribution

The cryptographic scheme presented in this chapter takes a novel approach for the
access control based on rather the presence of multiple devices in user’s proxim-
ity than the direct verification of user identifiers. The novel approach has two key
benefits: it significantly improves the privacy protection of users and allows the au-
thentication based on the presence of many low-performance devices. Our scheme
is the first practical proposal with implementation results that combines strong se-

curity, all standard privacy-enhancing features and efficiency:

e Provable security: all algorithms are provably secure, based on primitives
with rigorous formal proofs.

e Multi-device authentication: the scheme allows user authentication based
on the presence of many personal devices.

e Anonymity: the scheme allows authentication based on anonymous proofs
of knowledge of private user and/or device identifiers.

e Unlinkability: the scheme prevents creating user behavior profiles based on
the authentication sessions linking.

e Untraceability: the scheme prevents any entity from tracing users (or their
devices).

e Efficiency: the authentication protocol is fast on constrained user devices
(i.e., smart cards) and embedded verification terminals.

e Revocation and identification: the proposed scheme is compatible with
major revocation and identification schemes [120)], 121}, [66] for attribute-based

credentials.

We provide not only the cryptographic description and security proofs of our
scheme, but also provide practical implementation results based on benchmarks on
RFID devices and an embedded hardware terminal. These results prove that the

scheme can be practically implemented on existing off-the-shelf devices.

4.3 Cryptographic Design

At first, we define the formal requirements on the authentication scheme. Then, we
define the algorithms and entities in the scheme. At last, we present the concrete
instantiation of the privacy-enhanced multi-device authentication scheme based on
the wBB signatures described in the Chapter 2]

75



4.3.1 Requirements

We require the scheme be secure, private and efficient. Below, the requirements are
described in details.

Security Requirements

e Completeness: registered users must be accepted by the Authenticate proto-
col.

e Soundness: unregistered users must be rejected by the Authenticate protocol.

e Zero-Knowledge: the Authenticate protocol transcript must be simulatable
without the knowledge of identifiers, so that provably releases no sensitive

information.

Privacy Requirements

e Anonymity: users must be able to prove the knowledge of their identifiers
anonymously, i.e. without disclosing them.

e Untraceability: user authentication sessions must be untraceable by all system
entities, including registrars.

o Unlinkability: all single user’s authentication sessions must be mutually un-
linkable.

Efficiency Requirements

e Readiness for RFID devices: the scheme must be fast on constrained devices,
such that smart cards. No operations, that are unavailable on RFID devices

(such as bilinear pairings), can be performed by user’s algorithms.

4.3.2 General Architecture

In this section, we define the algorithms of our scheme. The communication pattern
is depicted in Figure 4.1]and employs the registrar (i.e., a central server that manages
users and their equipment), users (i.e., user devices such as smart cards or smart
phones), terminals (i.e., embedded devices with RFID readers typically attached
next to doors) and tags (i.e., devices that need to be present during authentication
and access control, typically safety equipment with programmable RFID sticks, such
as the helmet, respirator or harness).

(par) «—Setup(1”,n): the algorithm is run by the registrar. It inputs the security

parameter x and the maximum number of tag classes n (i.e., helmets, harnesses,

boots, etc.). The algorithm outputs the public system parameters par.
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Fig. 4.1: Architecture of multi-device authentication with privacy protection.

(sky,pky) <Keygen(par): the algorithm is run by the registrar. On the input of
public system parameters par, it generates its private key sk, and public key pk,.

The registrar distributes the public key to all other entities.

((IDj,04)_1,1Dy,0,) <Register(par, sk,,pk,): the algorithm is run by the regis-
trar. On the input of system parameters and its keypair, the registrar generates the
tags’ identifiers I D; with corresponding signatures o; and user’s identifier I D,, with a
corresponding signature o,,. The tag identifiers and signatures are securely delivered

to tags and the user identifier and signature are delivered securely to the user device.

(0/1) <—Authenticate(par, (ID;,0;)i1,1Dy, 04, pky): the cryptographic protocol is
run jointly by the user device, tags and the terminal. It inputs system parameters,
registrar’s public key, private identifiers and corresponding signatures, and returns

1 iff signatures and IDs are valid, or 0 otherwise.

4.3.3 Cryptography Specification

In this section, we present the concrete instantiations of cryptographic algorithms
defined in Section [4.3.2 We use the wBB signature scheme to certify the identifiers
of tags and users in the Register algorithm and interactive proofs of knowledge to
prove the knowledge of respective signatures and identifiers in the Authenticate
protocol. We use the Camenisch-Stadler notation [17] to describe the proof of knowl-

edge protocols.
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Setup

(par) <—Setup(1%,n): the algorithm inputs the security parameter £ and the max-
imum number of tag classes n. It generates the bilinear group with parameters

par = (¢,G1,G2,Gr, €,91,...,9n,9u € G1, g2 € G2) satisfying |q| = k.

Keygen

(sky,pky) <Keygen(par): the algorithm inputs the public parameters par, selects
random registrar’s private keys sk, = (sko,sk1,.. ., skn,sky) <~ Zy and computes the
public keys pk, = (pko < giko,pkl — gékl, oo, phy — ggk”,pku — ggk“) It outputs
the private keys as registrar’s private output and the public key as the public output.

Registrar R User U
Sko
seed <& Zg
1
ShotID;
(0i ¢ g;° Y
Tag 1
o1,1D1,seed
ctr <+ seed
Tag 2
09,1Ds, seed
ctr <+ seed
Tag n
On,I Dy, seed
ctr < seed
- 1
sko+ A sk;ID;+skyIDy
Uu — gu 0 Zz:l
(Uui «— O-Zki>zn:1
Oy a;jk"

—ID, —IDj\n
OuyOuy s Ot 5 (O 0, U1 ) i1, I Dy, seed

ctr < seed

Fig. 4.2: Register protocol.
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Register

((IDj,04)7_1,1Dy,0,) <Register(par, sky,pk,): the algorithm inputs the regis-
trar’s keys and public parameters, randomly selects tag and user identifiers (I Dy,

..., IDp,ID,) <+ Zy and computes the wBB signatures (o1,...,0,) on tag iden-

tifiers (IDq,...,1D;,) and the aggregated user signature o, and auxiliary values
<aui,a;i[ Diyn_ auu,a;f Du that allow the construction of efficient proofs of knowl-

edge in the Authenticate protocol. The algorithm outputs the tag identifiers and
corresponding signatures as a private output to tags. The user identifier, the aggre-
gated signature and auxiliary values are outputted to the user as a private output.
Both tags and the user receive the initial seed required for the synchronization of the

zero-knowledge proofs as a private input. The algorithm is depicted in Figure [4.2]

Authenticate

(0/1) <—Authenticate(par, (I D;,04)i1, 1Dy, 04, pk;): the algorithm is distributed
among the user, terminal and tags that inputs the identifiers and respective signa-
tures and outputs 1 iff 1) all signatures are valid and created by the registrar, and 2)
all identifiers of the user are present and signed. Otherwise it outputs 0. The proto-
col is a distributed proof of knowledge of wBB signatures where the tags prove that
they know their identifiers and corresponding signatures (without actually revealing
them) and, at the same time, the user proves that he has an aggregated signature
on all his tag identifiers, plus his own identifier. As the user does not know the tag
identifiers, all tags must be present and participate on the proof construction. As a
result, the user is able to anonymously, untraceably and unlinkably prove his valid
registration by the registrar and the presence of all his tags, i.e., the safety equip-
ment. The protocol is depicted in abstract CS notation in Figure below. We also
provide the full description in Figure in Section focused on implementation.

4.4 Security Analysis

In this section, the security of the aforementioned scheme is analysed. Since the
registrar issues the wBB signatures to tags and users in the Register algorithm.
Then, the user and tags prove the knowledge of such signatures to the terminal using

the distributed zero-knowledge proofs in the Authenticate protocol.

Lemma 1. The weak Boneh-Boyen signatures are unforgeable against a weak chosen

message attack under the q-Static Diffie-Hellman assumption [63)].

The Lemma |1]is proven in [65].
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Fig. 4.3: Authenticate protocol in CS notation.
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Fig. 4.4: Authenticate protocol in full notation for i*" tag.

Lemma 2. The protocol presented in Figure is complete, sound and zero-

knowledge.

We construct the proof for a tag ¢ using the standard proving technique for

zero-knowledge protocols. For other devices and the user, the proof is constructed

analogically.

Proof. Completeness: honest users pass the terminal’s check.
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Error probability: if implemented correctly, the user will be always accepted.

Proof. Soundness: only registered users pass terminal’s check.

Assume a user who is not registered (i.e., does not know the identifier 1D;) and

passes the terminal’s check for two different challenges ¢ and ¢ with two different

responses s and s’

Sr;, Is s
ti :gz zo.i IDzo.i C
/ /
Sr. I8 L
t’L:gz zo.i IDZO.Z, c
and we get:
- c—c Sri_S;’i 1S1Di—STDi

and therefore:

c—cC

0 = ¢; o; ¢
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Thus the user can efficiently compute both the randomizers r; = Srci__j,”

and the

/
identifier I D; = ~[2—1Pi and we reached the contradiction to our original assump-

tion.

O

Error probability: the attacker will pass the verification check if he can predict
the challenge ¢. The probability of soundness error is thus P = 271¢ = 277 = 2—224
which is negligible. With an expected rate of 100 ms per challenge, the expected

058

time of breach is 4 x 10°° years.

Proof. Zero-Knowledge: the protocol releases no private information, i.e., there ex-
ists a zero-knowledge simulator My;. Using the public parameters and the public
key (g,g“f)ﬂ, the simulator chooses randomly and uniformly (s,,,srp,,r,c) < Zq,
computes o, = g", a; = (§*)", t; = gf” oI5, ~¢ and outputs the proof © = (7,0,
ti,H(r),c, (Sr;;51D;)). The simulated transcript is computationally indistinguishable

from the real run of the protocol. O

Error probability: the attacker can try to guess the randomizers r;,pp,, 7y, pr,
and break the discrete logarithm assumption. The probability is P =279 = 27224
for each device, which is negligible. With an expected rate of 10 ms per computing

the guess (the exponentiation), the expected time of breach is 4 x 10°7 years.

As a result of the zero-knowledge property and randomization of all signatures,

the protocol is also anonymous, untraceable and unlinkable.

4.5 Implementation and Performance Analysis

The Authenticate protocol has been implemented as a standard 3-way interactive
zero-knowledge proof of knowledge protocol described in Section 2.4 We use a
parallel composition with one challenge and one response for all tags of a user
to construct an AND proof for both tag and user signatures. The Authenticate
protocol for it tag is fully specified in Figure .

To keep user devices synchronized, we use a counter that is initialized by a seed
generated by the registrar. In the beginning of each session, the counter increments.
To avoid loosing synchronisation, the hashed counter is broadcasted by the terminal
so that the devices can compare it with their actual counter value (and with, e.g.,

10 next pre-computed values) and sync in case their counter is behind. The hashed

2We follow the proof presented in [66] that allows the simulator to input an auxiliary public

key (g,g") : g <+ Zq from the registrar.
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counter also serves as the session identifier, thus is present in all three steps of the
protocol.

In the first step of the protocol, the tag generates randomizers 74, p,, prp,, com-
putes randomized signatures o/, d; and computes the commitment to randomizers ;.
The randomized signatures, commitment to randomizers and hashed randomizers
are sent to the terminal. In the second step, the terminal randomly selects its chal-
lenge ¢ and sends it to all tags and devices, together with the obtained hash. In the
third step, the tag computes their answers s, s;p, of the zero-knowledge protocol.

After receiving the answers, the terminal is able to verify that the tag knows a
valid signature and a corresponding tag identifier with respect to registrar’s public
key pk, without actually learning any user- or tag-identifying values. The proof
construction for the user is the same with the exception that the answers containing
tag IDs are omitted, because the terminal makes use of the values received by the

devices. Instead of proving tag IDs, the user proves the knowledge of his own user
ID.

4.5.1 Performance Analysis

The scheme was designed to be practical and fast on constrained RFID devices,
such as smart cards and programmable RFID tags. Therefore, the bilinear pair-
ings, which are the most computationally complex operations in our algorithm, are
only computed in the terminal which normally has more resources than user device.
The second most complex operation is the exponentiation (implemented as scalar
multiplication of an elliptic-curve point) and it is reduced to a minimum. The user
device needs (54 2d) exponentiations to construct a "user proof' with d personal
tags. Each tag must compute 5 exponentiations to generate a "tag proof'. How-
ever, our implementation uses only 4 exponentiations, since the value (o; 7 /Pig;) is
precomputed within a Register protocol and is used for the randomized signature

- —ID; r;
;= 0; g;"

= (0;71Pig;)"i construction. The complexity of the other operations
(random number generation, addition and multiplication) are only minor, compared
to pairings and exponentiations. In order to verify the proof, the terminal must com-
pute (4+4d) bilinear pairings and (4 + 3d) exponentiations.

We provide performance measurement of crucial operations on common devices,
which are widely used in the access control applications, i.e. a smart card, smart
phone, smart watch (as user devices), a custom-built RFID terminal with ARM or
Intel CPU and programmable RFID tags (as RFID tags attached to safety equip-
ment). The hardware and software specification of all the devices is presented in

Table A1
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Tab. 4.1: Specification of tested devices.

Type CPU/MCU (OR RAM
Tag Smart Card SC237018 MultOS 4.3.1 | 1.75 KB
User Smart Card SC237018 MultOS 4.3.1 | 1.75 KB
User Phone Kirin 655 Android 7.0 3 GB
User Watch ARM Cortex-A7 | Android 7.0 | 768 MB
Terminal Pi 3 ARM Cortex-Ab3 | Raspbian 9.3 1 GB
Terminal PC Intel i7-7700 Debian 8.6 16 GB

Note: Tag — programmable RFID stick, User — user device, Terminal — terminal, Smart
Card — ML4, Phone - HUAWEI P9 Lite 2017, Pi 3 — Raspberry Pi 3 Model B, Watch —
HUAWEI Watch 2

The testing scenario is depicted in Figure [4.5] The user needs to hold a wearable
device, such as a smart phone (HUAWEI P9 Lite 2017), a smart card (MultOS Card)
or smart watch (HUAWEI Watch 2) and some safety equipment, such as helmets,
harnesses, boots, protective suits, each of them with a programmable RFID tag
attached. The tag is equipped with a programmable chip SC23Z018 with MultOS
4.3.1 operation system. The proofs are collected and verified by a terminal. We use
Raspberry Pi 3 to represent the terminal. In another scenario, PC (Intel i7-7700
CPU, 16 GB RAM) acts as a central authentication server representing the case of
a centralized access control system. The system uses RFID communication between
tags and a terminal, and NFC or Bluetooth Low Energy (BLE) communication
between a terminal and a user device.

The performance of critical operations and the estimation of the running time
of the Authenticate protocol with one RFID tag and one user device are presented
in Table In addition, we provide measurement of the selected devices where we
consider different elliptic curves types, in particular type A and D. Both curves sat-
isfy the NIST key recommendation for 80-bit security strength [2]. The performance
is measured in millisecondﬂ and the values are an average of 10 measurements, ex-
cluding communication overhead. For the implementation of EC operations, the
PBC library [56] was used on the terminal and jPBC [84] library on Android de-
vices. Native assembler code was used to perform operations on the MultOS smart
card.

The proposed authentication scheme can by used in many types of access control

3The measurement of clock cycles is unavailable on the smart card platform.
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Fig. 4.5: Tested scenario.

Tab. 4.2: Benchmark results based on elliptic curve type.

Terminal | User Device | Tag

[ms] [ms] [ms]

Elliptic Curve Type A

Exponentiation 10 67 81
Pairing 15 125 -
Verification 192 - -
Tag Proof Generation - - 444
User Proof Generation - 448 -
Elliptic Curve Type D
Exponentiation 4 38 40
Pairing 31 1050 -
Verification 271 - -
Tag Proof Generation - - 277

User Proof Generation - 273 -

scenarios and for different types of devices. Therefore, we provide the results of each
protocol using one RFID tag. Furthermore, we present the crucial EC operations’
benchmarks on a wide range of devices in Table [£.3] The time is measured in

milliseconds and the values are an average of 10 measurements, as in the previous
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Tab. 4.3: Benchmark results of all tested devices.

Smart Card | Phone | Watch | Raspberry Pi 3 | PC

[ms] [ms] [ms] [ms] [ms]

Exponentiation 40 38 207 3.3 0.4
Pairing - 1050 6571 31 24
Tag Proof Generation 277 154 900 18 4
User Proof Generation 441 273 1502 24 )
Verification - - - 271 21

case. All measurements were performed by using the elliptic curve d159 from the

PBC library. We did not consider Android devices as a terminal device, since the

pairing operation requires too much time and therefore it is not usable in practice.

Figure depicts the time required for a proof construction on different devices

(MultOS smart card, Android smart phone and smart watch for various number of

tags). These devices act as a user device.

3.5

Time [s]

—o—  Phone
—a— Smart Card
——  Watch

# of tags [-]

Fig. 4.6: Time dependence of the proof generation on the number of user device.
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4.5.2 Revocation and ldentification

Besides strong privacy-enhancing features, there must be also mechanisms to revoke
and/or identify malicious users. All users are theoretically identifiable and trace-
able by their user IDs. However, these IDs are "hidden" in the signatures as the
exponents. Due to the discrete logarithm problem assumption, one cannot easily
get the identifiers and do the revocation and identification. However, our scheme is
compatible with the major revocation schemes that are already available for crypto-
graphic anonymous credential schemes [121], 120} 66]. In these revocation schemes,
the hidden exponent (the user ID) is used as a revocation handle and can be dis-
closed only by designated authorities. Additionally, valid users remain anonymous
while malicious users are identifiable and traceable by a designated authority, such
as a court. Such schemes are provably secure, efficient and compatible without any
modification, thus we refer to their specification (e.g., the scheme designed directly

for smart cards [66]) in case revocation is needed.

4.6 Conclusion

We presented a cryptographic scheme that allows a novel approach for controlling
physical access. Instead of the verification of fixed user or device identifiers, the
terminals can check only the knowledge of such identifiers in a private manner,
without explicitly exposing any personal information or the identifiers themselves.
Furthermore, the presence of other RFID devices, possibly the safety equipment,
can be enforced. Our protocols are based on proven cryptographic algorithms and
are very practical - the proofs can be generated in under 500 ms on constrained
devices, such as smart cards. We provided the full cryptographic description of
all algorithms, the security and efficiency analysis and the implementation results
on constrained devices. We find the scheme especially useful in applications where
the physical access to dangerous environment is granted upon proving the presence
of required safety equipment and where the strong privacy-protection regulation is
enforced by law.

As for the future work, we will focus on the optimization of the verification
algorithm, since the current verification time grows linearly with the number of
tags involved in the authentication protocol. In particular, we would like to reduce
the number of bilinear pairings which is the most time-consuming operation in the

protocol.
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5 Anonymous Data Collection Scheme from
Short Group Signatures

The content of this chapter have been published in conference paper [14].

5.1 Introduction

Currently, there are proven cryptographic mechanisms that are able to guarantee the
basic security properties in classical computer networks containing mostly PCs and
servers. However, the structure of communication networks is changing in recent
years and the infrastructures are becoming more and more heterogeneous, compris-
ing industrial devices, small personal wearable devices, sensors, microcontrolers, etc.
These devices are often very computationally constrained, which prevents the usage
of standard cryptographic techniques for securing the communication. Lightweight
cryptography mechanisms are being sought for the deployment on such devices. On
the other side, the number of such personal devices is huge and quickly rising with
the expansion of IoT networks, smart grids, cyber physical systems, etc. In some
scenarios, millions of constrained devices communicate with one another and with
central nodes. That is the case of sensor networks, in particular smart metering sys-
tems. In such applications, millions of relatively simple devices produce data that
are collected by central nodes. Providing security in such environment is difficult,
as the constrained devices are very limited in computational power and memory on
one side and the central nodes must securely collect a very high number of messages
from various sources on the other side.

In addition to the traditional requirements on confidentiality and authenticity,
new demands on privacy protection are being imposed, mostly by EU regulations,
but also by some US strategic plans [7]. That leads to the design of technologies
that limit any disclosure of private information that is not necessary for the system
functionality. However, such privacy-enhancing features are often extremely costly
regarding computational resources.

In this chapter, we propose a cryptographic scheme based on group signatures
that is designed to address the challenges identified above. Our anonymous data
collection scheme allows constrained devices to efficiently generate group signatures
on their data. Therefore, the collectors can be assured that data are collected from
trusted sources and were not modified during a transfer. The signatures are fully
anonymous, untraceable and unlinkable, thus supporting the full set of privacy-
enhancing features. The collector learns that the signature was created by a trusted

group member, but the concrete identity stays undisclosed. As an additional key
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feature, our scheme also provides efficient revocation, i.e., a practical mechanism to
identify and invalidate malicious users.

We present the full cryptographic description of all protocols of the scheme,
show the efficiency analysis and the results of our implementation on devices with
diverse computational power, from smart cards, microcontrollers to standard PCs.
By showing also practical results, we prove the readiness of the scheme for a real-
world use. Besides the straightforward use in data collection systems, we also note

other applications, such as e-ticketing, transportation and e-IDs.

5.2 Related Work

The work on anonymous data collection schemes became intensive only very re-
cently, with the deployment of smart metering technologies into practical instal-
lations. However, the cryptographic primitives, that are the main building blocks
of these schemes, are known for more than a decade. The core building blocks are
the group signatures, allowing users to create signatures using their private keys and
verifiers to verify the signatures using a common public key. The research into group
signatures was started by the seminal work of Chaum and van Heyst in [70]. A large
number of group signatures has been proposed, e.g., in [92, 52} [78), [79, [122], 123, 124].
In particular, the scheme called BBS [52] serves as a fundamental building block for
many security solutions (e.g., [I125] and [126]). Recently, short randomizable sig-
natures were proposed [127] that allow efficient proofs of signature knowledge and
creating group signatures by signing the individual users’ private keys by the man-
ager’s private key. For the verification, only the manager’s public key is necessary.
We take the same approach in our scheme.

Furthermore, some privacy preserving solutions based on pseudonyms have been
proposed, e.g., in [128], 129, 130, 129, [130]. However, the solutions based on pseudonyms
are usually inefficient as they require users to switch between many (pseudo)identities,
thus need extensive cryptographic material and multiple keys.

Both the group signature schemes and the pseudonymous schemes mostly lack
efficient revocation mechanisms that are scalable enough for large applications with
millions of constrained user devices. Either the revocation function needs very ex-
pensive computations (such as bilinear pairings) or is rather tailored for authenti-
cation and access control schemes (such as [60, [88]).

As a result, we lack a practical data collection scheme that is provably secure,
with short and fast signatures, with efficient revocation mechanisms and providing

all privacy-enhancing features.
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Our Contribution

We propose a novel cryptographic scheme that we call an anonymous data collection
scheme that is instantiated using the wBB signature [25] and the efficient proofs of
their knowledge [66]. On a general level, we take the approach of [127], i.e., we let
the manager sign all users’ private keys. The users then prove the knowledge of
such a signature and verifier checks the proof using the manager’s public key. Our
scheme is unique in the following properties:
e provides all privacy-enhancing features: anonymity, unlinkability, untraceabil-
ity,
e the signatures are small and constant: the size is below 169 B using a strong
224 b curve,
e the signature generation is fast: requires no bilinear pairing and only 5 expo-
nentiations,
e the signature verification including revocation check is efficient: requires only
2 pairings and O(|RL[[) exponentiations,
e the scheme is built using primitives with formal security proofs.
Besides the cryptographic design, we also provide the complete implementation
results and benchmarks on a wide spectrum of devices, i.e. smart cards, micro-
controllers and PCs. The practical results certify the usability in practice using

contemporary cryptographic parameters recommended by NIST [2].

5.3 Cryptographic Design

Group signatures [70] allow users to sign messages using their private keys without
being identifiable or traceable, as the signatures are verified using a single, general
public key. There are many proposals for group signatures, focusing on size, speed
of construction, security or advanced features. For our data collection scheme, we
adopt the approach used in [127], i.e., we let the manager to sign the private keys of
users (sk;) using a signature scheme o (wBB in our case) that allows efficient ran-
domizable proofs of the signature knowledge, resulting in signature o(sk;). Proving
the manager’s signature knowledge using signature proof of knowledge then allows
the construction of user’s group signatures on messages (SPK{sk;: o(ski)}(m)).
Using such a construction, each user has his own private key but the signatures are
verified using a common manager’s key. Furthermore, all signatures are anonymous,

untraceable and unlinkable.

1Revocation List
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5.3.1 Requirements

The scheme algorithms must fulfil the following security and privacy properties of
the group signatures defined by Bellare et al. [I31]. The manager is trusted not to

impersonate signers.
Security Requirements

e (Clorrectness: signatures are verified correctly if and only if they are generated
by valid and honest users.
e Soundness: invalid signatures generated outside the group must be rejected

by the Verify protocol.

Privacy Requirements

o Anonymity: all signatures are anonymous, untraceable and unlinkable to all
entities except the manager.

e Traceability: the manager can de-anonymize, link and trace signatures.

5.3.2 General Architecture

Three types of entities interact in our data collection scheme: a manager, a user and
a collector.

e Manager: the manager generates cryptographic parameters and keys. It also
enrols new users (devices) and revokes invalid ones.

e User: the user is represented by its device, such as a smart meter, sensor or
some wearable device. It is the source of data that are signed and transferred
to the central device (collector).

e Collector: the collector represents the central node that collects all data from
users and verifies the group signatures.

The privacy-enhanced data collection scheme is presented in Figure The entities

interact in the following cryptographic algorithms and protocols.

(pk, skm,par) < Setup(1): on the input of security parameter k, the algorithm
generates the public systems parameters par (implicit input of all other algorithms),
the public key shared by all users pk and the private key of the manager sk,,. The

Setup algorithm is run by the manager.

(ski,rd) < Register(id;, sky,): on the input of the manager’s private key sk, and
the user identifier id;, the register protocol outputs the user’s private key sk; and
updates the manager’s revocation database rd. The Register algorithm is run as

an interactive protocol between the manager and the user.
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Fig. 5.1: Architecture of the scheme proposed.

sig(sk;,m) < Sign(m,id;,sk;): on the input of the message m, user’s identifier
1d; and its private key sk;, the algorithm outputs the signature on the message

sig(ski,m). The algorithm is run by the user.

(0/1) «— Verify(sig(sk;,m),m,pk): on the input of the message m, signature sig(sk;,m)
and the public key pk, the algorithm returns 1 iff the signature is valid and 0 oth-

erwise. The algorithm is run by the collector.

id; < Revoke(rd,sig(sk;,m)): on the input of the manager’s revocation database

rd and a signature sig(sk;,m), the algorithm outputs the identifier id; of the signer.

5.3.3 Cryptography Specification

We instantiate the algorithms of the data collection scheme presented in the previous
section using the wBB signature [25] and its efficient proof of knowledge [66]. On a
high level, we let the user to obtain a wBB signature on his private identifier from the
manager. Then, the user proves the knowledge of such a signature anonymously and
efficiently using the Schnorr-like zero-knowledge protocol for proving the knowledge
of a discrete logarithm [I7]. For the conversion from the proof of knowledge to the
signature, we use the Fiat-Shamir heuristics [64]. We present the concrete algorithm

and protocol instantiations below.
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Setup

(pk, skm,par) < Setup(1¥): the algorithm inputs the security parameter x and
generates the bilinear group with parameters par = (¢,G1,G2,Gr,e,9 € Gy,92 €
G2) satisfying |¢| = k. It also generates the manager’s private key sk, <- Z, and
computes the public key pk = ggkm. It outputs the (pk,par) as a public output and
the sk, as the manager’s private output.

Register

(ski,rd) «+ Register(id;,sky,): the protocol is distributed between the user and the
manager. The manager inputs his private key sk, and the user inPuts his private
identifier id;. The protocol outputs the wBB signature sk; = gs*m+# to the user

and updates the manager’s revocation database rd by storing d;.

Sign

sig(ski,m) < Sign(m,id;,sk;): the algorithm inputs the user’s private identifier id;,
his private key sk; and the message to be signed. It outputs the signature sig(sk;,m)

that consists of the following elements (¢/, ski, sk;, ):

e ¢’ =g": the generator raised to a randomly chosen randomizer r <*Z,.

e ski = sk!: the users’s private key raised to the randomizer.

o ski = sk! "": the randomized private key raised to the user identifier.

o 7=SPK{(id;,r): sk; = skg_idi ANg = g"}(m): proof of knowledge of r and id;

signing the message m.

Verify

(0/1) « Verify(sig(ski,m),m,pk,bl): the algorithm inputs the massage m, its sig-
nature (sig(sk;,m), a blacklist bl and the public key pk. It checks the proof of
knowledge signature m and checks that the signature is valid with respect to the
manager’s public key using the equation e(sk;g’, g2) L e(sk},pk). The collector also

/—id

. for all id; values stored on the black-

performs the revocation check sk; L sk
list bl. If the revocation check equation holds for any value on the blacklist, the

signature is rejected. Otherwise, the signature is accepted if all other checks pass.

Revoke

bl < Revoke(rd,sig(sk;,m)): the algorithm inputs a signature sig(sk;,m) and a
revocation database rd. It checks sk; . sk;_idi for all id;s in rd. The id; that holds
in the equation is put on a public blacklist bl.
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The Register, Sign and Verify algorithms are presented in CS notation in

Figure [5.2,
Manager M User U Collector C
sk
id; & Z,
id;
1
ski <= g*Fm i sk;
T Zyg
g/ %g'f
skj < skl

sk; + sk:g_Zd"

m = SPK{(id;,r) : sk; = skl”"% Ag' = g"}(m)

/ !/ .1
g',sk;,sk;,m

Check 7

”

e(skig, g2) = e(sk}, pk)

Revocation Check:

7. 7 1—id;
sk = sk, €

Fig. 5.2: Register, Sign and Verify algorithms.

5.4 Security Analysis

We imply the security of our scheme from the security of the building blocks. The
wBB signature scheme used for signing the private keys is unforgeable against a
non-adaptive chosen message attack under the ¢-SDH assumption [25]. The group
signature is an efficient proof of knowledge based on the standard zero-knowledge

proofs [17] that are complete, sound and zero-knowledge in the random oracle model.
Proof. Completeness: honest users pass the collector’s check.

The proof 7 is always accepted for valid signatures, due to the completeness
of the proof of knowledge protocol. The proof 7 is always reject for the invalid

signatures, due to the soundness property of the proof of knowledge protocol. The

pairings are always accepted if a valid manager’s key is used in the signature:
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)

)
e(gFmtidig" go) = e

)

)

skmr+tid;r—id;r

e(g skm+id; 792 —e Sk:[’g;km, 54
e(skFm” go) = e(skl, g5hm) 5.5
e(ski,gg)Skmr = e(sk;, gg)Skmr 5.6

Proof. Soundness: only registered users pass collector’s check.

Assume a user who is not registered (i.e., does not know the identifier id;) and
passes the collector’s check for two different challenges e and ¢’ with two different

responses s and s’

b= (skig) sk g™ (5.7)
£ = (shig)® sk} g* (5.8)

and we get:
(S%ig/)e/_e _ Sk;Sidi_sidi gsr—S{p (59)

and therefore:

/
S;. —8 ’
idi " %id;  sp—s).

(skig') = ski &= g (5.10)

Thus the user can efficiently compute both the randomizers r = % and the
)

identifier id; = Sng,_zLdi and we reached the contradiction to our original assumption.

]

Proof. Anonymity: The proof 7 is always anonymous, untraceabe and unlinkable

due to the zero-knowledge property of the proof of knowledge protocol.

Distribution of ¢', sk/, sk; is random and uniform in Zq as r is selected randomly
and uniformly from Z,. Thus, the values disclosed are indistinguishable from random
elements. O
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Proof. Traceability: Provided the user’s private identifier id;, the signatures are
linkable by sk; = sk "% O

5.5 Implementation and Performance Analysis

We present the computational and communication complexity analysis in this Sec-
tion. Furthermore, we present the results of our practical implementation on several
types of devices, including constrained devices and wearables.

The user has to compute only 5 exponentiations to construct the proof. On
the other side, the verifier has to perform 2 bilinear pairings and 3 exponentiations
to verify the proof. The revocation check time is linear to the number of revoked
users and, therefore, requires O(|RL|) exponentiations, where |RL| is the number
of revoked users. The computational and communication costs of our scheme is
considerably reduced due to the use of EC cryptography which requires smaller keys
compared to traditional protocols on a similar security level. Our signatures contain
only 3 elements of G1, and 3 elements of Z,,. Therefore, using a strong 224 b elliptic
curve, only 255 B need to be sent as a signature. In case that EC point compression is
used, we can reduce the signature size to less than 169 B (1347 b). Hence, the size of
Zy, remains 224 b and the size of each element of Gy is 225 b rather than 448 b. This
is especially significant in smart card communication scenarios, where the payload
size of APDU message is restricted to 255 B if T=0 transmission protocol is used.

We implemented the Sign and Verify protocols, the full description of our
algorithms is in Figure [5.3

5.5.1 Performance Analysis

Our proposal is particularly suitable for data collections systems, such as smart me-
tering. In these systems, the data are anonymously collected by a central collector
from the remote nodes. Furthermore, due to the fast signature generation speed and
size efficiency, our scheme can by used in a wide range of other applications, such
as e-ticketing and transportation elDs. For this reason, we performed the measure-
ments on different kinds of devices, both constrained (wearables, embedded devices)

and powerful (PC, server) ones. We considered the following test scenarios:

Smart metering: smart houses are equipped with different types of sensors, e.g.,
for gas, water, or electricity consumption detection. The collected data are sent to an
energy supplier (collector) who performs statistical evaluations on the consumption
in a given area. The consumption profile of a concrete user must remain anony-

mous, thus the application cannot be used directly for billing purposes. However, if
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Fig. 5.3: Implementation of Sign and Verify algorithms.

a non-standard household consumption is detected, the energy supplier can request
the identity of the "malicious" user from a trusted third party. In this scenario, the
smart house sensors can be represented Raspberry Pi devices, while PC and server

can act as a collector.

E-ticketing: wearable devices, such as smart cards, smart phones and smart watch,
can be used for storing tickets. Validity of a ticket can be checked by a terminal, e.g.
installed in a vehicle. In this scenario, Raspberry Pi device represents a terminal
and a wearable acts as a user’s device. The verification can be performed locally on

the terminal or remotely on the powerful central server.

We performed the measurement on all devices mentioned above. The detailed

hardware and software specifications are described in Table [5.1]
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Tab. 5.1: Specification of tested devices.

Device CPU/MCU OS RAM
Smart Card SC237018 MultOS 4.3.1 | 1.75 KB
Phone 1 Kirin 655 Android 7.0 3 GB
Phone 2 Krait 400 Android 5.1 2 GB
Watch 1 ARM Cortex-A7 | Android 6.0 | 512 MB
Watch 2 ARM Cortex-A7 | Android 7.0 | 768 MB
Raspberry Pi 3 ARM Cortex-Ab3 | Raspbian 9.3 1 GB
Raspberry Pi 2 ARM Cortex-A7 | Raspbian 9.3 1 GB
Raspberry Pi ARM1176JZF-S | Raspbian 9.3 | 512 MB
PC Intel i7-7700 Debian 8.6 16 GB
Server Intel Xeon 2.27 Debian 8.6 32 GB

Note: Smart Card — ML4, Phone 1 —- HUAWEI P9 Lite 2017, Phone 2 — SONY Experia Z1
Compact, Raspberry Pi 3 — Raspberry Pi 3 Model B, Raspberry Pi 2 — Raspberry Pi 2 Model B,
Raspberry Pi — Raspberry Pi Model B4, Watch 1 - Sony SmartWatch 3 SWR50, Watch 2 —
HUAWEI Watch 2

The performance tests required the implementation of the proposed scheme on
different platforms and operation systems. In case of the smart card application,
only standard MultOS API and free public development environment (Eclipse IDE
for C/C++ Developers, SmartDeck 3.0.1, MUtil 2.8) were used. The application
is written in MULTOS assembly code and C language. Smart phones and smart
watches run an Android application written in Java language. In particular, we
used Android Studio 3.0.1 as the official IDE for Android app development along
with Android SDK depending on the specific device, and jPBC-2.0.0 [84] library
which allows performing operations over elliptic curves (point addition, scalar mul-
tiplication and bilinear pairing). The rest of the devices run OS Linux and, therefore,
the scheme was implemented in C, where PBC-0.5.14 [56] library was used for the
elliptic curve operations. The scheme was developed in NetBeans IDE 8.2 devel-
opment environment. The code was remotely build and executed on the targeted
device, i.e., Raspberry Pi/2/3, PC and server.

The Sign and Verify algorithms were implemented using pairing-friendly elliptic
curves. Since our scheme requires asymmetric bilinear pairing, we considered the
elliptic curves of D types from the PBC library, namely d159, d201, and d224. The
performance tests were run 10 times on each device, and the arithmetic mean of
the measured values was calculated. The computation time of Sign and Verify
algorithms is provided in Table [5.2] At the first sight, the effectiveness of Sign
protocol is obvious. Using the 224 b elliptic curve, which is of 112 b security strength,
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the Sign protocol takes only 442 ms on a smart card. On the other hand, the
Android devices are slow in EC operations, in particular in bilinear pairing. In
fact, Table[5.3] which provides the benchmarks of the crucial elliptic curve primitive
operations on the tested devices, shows that Watch 1 and Watch 2 are slower than
smart cards although they are much more powerful. This is due to the use of the
jPBC library, which is a library written in Java rather than in C. Furthermore,

hardware acceleration of EC operations is employed on smart cards.

Tab. 5.2: Performance of Sign and Verify protocols for different elliptic curves on

various user devices.

Signing time [ms] Verification time [s]
Device/Curve d159 | d201 | d224 | d159 | d201 | d224
Smart Card 362 415 442 - - -
Phone 1 180 253 336 2.1 2.5 3.1
Phone 2 665 705 943 10.9 11.6 12.7
Watch 1 1252 | 2215 | 2889 26.2 | 31.0 38.0
Watch 2 1019 | 1139 | 1637 13.6 15.8 19.2
Raspberry Pi 3 18 24 30 0.082 | 0.115 0.138
Raspberry Pi 2 32 42 53 0.144 | 0.197 0.236
Raspberry Pi 67 89 110 0.266 | 0.372 0.434
PC 3 4 ) 0.007 | 0.009 0.011

The Figure |5.4] and Figure [5.5| show the time needed to complete the malicious
user identification and revocation check procedure. The user identification procedure
requires to perform scalar multiplications on the considered device (the cost of this
operation is depicted in Table . In case of the de-anonymisation procedure, the
number of scalar multiplications is equal to the number of users. We stress, that the
de-anonymisation procedure is expected to be performed on powerful devices and
can be parallelized on their processors and cores (CPU/Cores). For instance, our
PC (1/4), and server (2/8) are able go through the list of thousands of users and
find the identity of a user in less than 4 min, see Figure

In the revocation check procedure, the PC (1/4) and server (2/8) are able to
search the blacklist in less than 0.5 s, see Figure [5.5]

5.5.2 Complexity Analysis

In this section, we provide the comparison of our scheme with the state of the art
group signature schemes. We considered the efficient group signature schemes iden-
tified in [77]. Table shows the comparison of our scheme with these pairing and
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Tab. 5.3: Benchmarks of primitive operations.

Curve d159 d201 d224
EC operation Eg, | e | Eg, e Eg, e
(ms] | [s] | [ms] | [s] |[ms]| [s]
Smart Card 40 - 44 - 50 -
Phone 1 38 1.0 48 1.2 65 1.4
Phone 2 153 | 5.4 | 161 5.7 187 6.7
Watch 1 350 | 12.4 | 457 | 14.7 | 548 | 18.5
Watch 2 196 | 6.5 | 246 | 7.5 | 325 | 9.1
EC operation Eg, e | Eg, e FEg, e
(ms] | [ms] | [ms] | [ms] | [ms] | [ms]
Raspberry Pi 3 3.3 | 316 | 4.7 | 453 | 5.8 | 55.2
Raspberry Pi 2 6.0 | 54.8 | 7.9 | 774 |10.2 | 94.5
Raspberry Pi 12.8 1 97.9 | 17.2 | 140.1 | 21.1 | 167.6
pPC 04 | 2.1 | 0.5 2.9 0.7 3.6
Server 02 | 1.9 - - 0.3 | 3.3

Note: Eg, — EC scalar multiplication in G, e — bilinear paring, e: G1 x Ga — Gr.

Fig. 5.4: Time needed to identify a malicious user.
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non-pairing based group signature schemes. Bilinear pairing and group exponen-
tiation operations are denoted as e and Eg, respectively. The execution time of

each operation depends on the bitlength of the elements in respective groups and
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Fig. 5.5: Time needed to check the black list.

fields. In the pairing-based schemes, G1, G2, Gr, Z; denote different groups with
the following bitlengths: |G| = 175 b, |G2| = 175 b and |Gp| = 1050 b computed
as k-|Gql|, where k is the embedding degree (e.g. k = 6). |Zpy| = 170 b denotes the

field size of an elliptic curve. In the non-pairing schemes, |G} | = 1024 b denotes the

multiplicative RSA group with exponents from |Z,| = 160 b. The total length of

signatures depends on the security level chosen.

Tab. 5.4: Comparison with current short group signature schemes.

Scheme Sign Cost Verify Cost Signature Size
BBS [52] 9EG,+3kg, | le+8Eg,+2EG,+3EG,, 3G1+6Zy, (1545 b)
DP [7§] 8FEG,+3Eg, | le+7Eg,+2Eg,+3Eg, | 4G1+5Z, (1559 b)
HLCCN [79] "Eg,+5FEg, | le+bEg,+2Eg,+4Eg, | 3G1+5Z, (1375D)
ACJT [14] 12Eg; 10Eg TG} +1Z. (7328 b)
CG [R0] 10Eg 10Eg 8G;+17Z, (8352 b)
IMSTY [81] TEGx TEGx 5G,, +5Zp+1Z,
(6155 b)

HM GS [82] 9EGx 10Eg; Gy +1Z, (7328 b)
Our Scheme | 5Eg, 2e+3Eg, 3G1+3Z, (1035 b)

Note: Eg, — EC scalar multiplication in G1, similarly Eg, and Eg,,, e — bilinear pairing.

102




5.6 Conclusion

We presented a novel data collection scheme which is more efficient than comparable
state of the art schemes as shown in the comparative complexity analysis. The
proposed scheme is built using primitives with formal security proofs and the security
of the proposed scheme itself was proven.

Our proposal is particularly suitable for data collections systems, such as smart
metering. However, our scheme can be also used in other areas of [oT, such as smart
grids, Industry 4.0, e-ticketing, transportation elDs, due to the signature generation
speed and short size.

Moreover, we provided the full implementation results from a wide range of
devices, including IoT devices, to show the efficiency of our solution. A signature
on the 112 b security level can be generated in 442 ms on a standard smart card, in
336 ms on a current smart phone and in 18 ms on the Raspberry Pi 3. Furthermore,
our scheme provides fast revocation checks, the blacklisted user can be identified in

less than 2 s.
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6 Anonymous Credentials with Practical Re-
vocation

The content of this chapter have been published in conference paper [15].

6.1 Introduction

Current authentication schemes use identity-based authentication approach, i.e., a
user reveals his identity to a verifier and then proves the identity ownership. In other
words, a verifier asks a user the question "Who are you?" at first. This question has
a big impact on user’s privacy. Nevertheless, user’s identity does not need to be
always disclosed. For instance, a hospital wants to give an access to the Human
Immunodeficiency Virus (HIV) discussion group to a user who presents this disease,
but a patient could be reluctant to participate in the group if he has to reveal his
identity. In many cases, it is enough to know only some particular user’s attributes.

Attribute-Based Credential schemes are modern cryptographic schemes which
provide higher protection of users’ privacy during a verification phase. Users can
anonymously prove the possession of some personal attributes without disclosing
their identity or any other sensitive information. ABC schemes change the question
from "Who are you?" to "What can you do?", which is more privacy-preserving
for a user and sufficient for a verifier. A user holds some personal attributes, and
during the verification phase, he proves the possession of the attributes required by
a verifier. The examples of attributes include age, citizenship, gender or nationality
for elDs, validity of ticket for public transportation, etc.

Elliptic curves cryptography provides security level comparable to classic sys-
tems while using fewer bits and less computing power. For this reason, elliptic
curve cryptography is very suitable for ultra-low-power devices, such as smart cards.
Nowadays, there are only few well-known ABC schemes such as U-Prove [87], Idemix
[21], and HM12 [88], for more details see Chapter Most of these schemes can

be easily constructed over elliptic curves, however, except the HM12 scheme.

6.2 Related Work

Current anonymous credential schemes allow users to prove the possession of their
attributes without disclosing user’s (attribute holder’s) identity. Furthermore, these
schemes also provide untraceability, which means that an issuer, who issued at-
tributes to a user, is not able to track the user during the verification phase. U-

prove is a cryptographic technology maintained by Microsoft Corporation. The main
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drawback of the scheme is the session linkability, i.e., all anonymous credentials of
a single user are mutually linkable. Moreover, U-prove does not provide features for
malicious user identification. Idemix technology (Identity Mixer) is an anonymous
credential system developed at IBM Research in Zurich. Idemix provides session un-
linkability. On the other hand, there is no universal efficient revocation mechanism,
therefore it is not possible to directly revoke users’ credentials and identify malicious
users. At last, HM12 scheme solves all drawbacks of the previous schemes by pro-
viding anonymity, untraceability, unlinkability, selective disclosure of attributes and
non-transferability. Revocation of anonymous credentials, their unlinkability and
identification of malicious users are made possible by using Okamoto-Uchiyama trap-
door [67]. The main drawback of the scheme is lower computation efficiency. The
Prove_Att phase is significantly slower compared to U-Prove and Idemix schemes
if same security strength held. Moreover, the Prove Att phase complexity grows
linearly on number of blacklisted users. On the other hand, the needed time for
Prove_Att phase does not depend on number of hidden attributes but only on
disclosed ones.

The most efficient implementation of the U-prove protocol was done on a MultOS
card and was described in [91], and it is depicted in Figure[3.4l The proof of attribute
ownership is faster than 1 s if 5 attributes are issued. Idemix was also implemented
on MultOS card and its proof of attribute ownership needs less than 1.5 s if 5
attributes are issued, see Figure[3.71 The HM12 proof-of-concept implementation on
MultOS ML2-80K-65 was provided in the original paper [88]. The authors assumed
needed Prove_Att time around 2 s. The final optimized implementation on MultOS
ML3 was provided [96] with total Prove_Att time ca. 2.9 s. Our implementation on
the newest MultOS ML4 smart card that was developed within this thesis requires
only ca. 1.6 s for one attribute disclosing, see Figure [3.10]

Our Contribution

In this Chapter, we present a novel elliptic curve variant of the HM12 attribute-based
credential scheme [88]. The elliptic curve variant (we call it ecHM12) meets all re-
quirements for an ABC scheme as well as the original scheme HM12. In particular,
we preserved anonymity, untraceability, unlinkability, non-transferability, selective
disclosure of attributes, computationally efficient revocation and malicious user iden-
tification. Furthermore, by involving elliptic curves to the scheme, we achieve higher
computational efficiency compared with the standard HM12 scheme, especially dur-
ing the Prove_Att phase. The ecHM12 scheme also requires smaller bandwidth,
since data communication transfer is 85% smaller compared to the original scheme
HM12.
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6.3 Cryptographic Design

At first, the definition of requirements on our novel elliptic curve ABC scheme is
listed. Then, we define the algorithms and entities in the scheme. At last, we present

the concrete instantiation of the ABC scheme based on elliptic curve cryptography.

6.3.1 Requirements

We require the scheme to be secure and to preserve all privacy-enhancing properties
from the original scheme HM12. Moreover, we require the scheme to be computa-
tionally more efficient and more bandwidth friendly compared to the original scheme.
It is equally important to maintain revocation properties of the original scheme, i.e.
the scheme provides immediate revocation, issuer and verifier driven revocation, the
Verifier Local Revocation (VLR) and computationally efficient revocation. We can

divide the requirements mentioned above as follows:

Security Requirements

e Completeness: if a User holds required attributes, he always pass the Prove_Att
protocol.

e Soundness: a User cannot pass the Prove_Att protocol without possession of
the attributes which are required by the Verifier.

e Zero-Knowledge: the Prove Att protocol transcript must be simulatable with-
out the knowledge of the attributes secret keys, thus provably release no sen-
sitive information.

e Non-transferability: a User is equipped with a unique private key, which is

stored on a secure element, e.g. a smart card.

Privacy Requirements

o Anonymity: each User anonymously proves possession of attributes. There-
fore, his identity and his behaviour remains hidden in the system.

o Untraceability: all credentials are randomized, i.e., the Issuer is not able to
track User’s movements and behaviour.

e Unlinkability: all single user’s sessions are mutually unlinkable. Therefore, the
Verifier or an eavesdropper are not able to link individual sessions together and
profile the User.

o Selective disclosure of attributes: a User can choose the attributes which have

to be disclosed, other attributes remain hidden.
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Efficiency Requirements

Speed: the scheme must be practically usable in current card-based access
control systems, therefore, the verification time should be around 1 s or less.
Readiness for smart card: the scheme must be fast even on constrained devices,
such as smart cards. No operations, that are unavailable on smart cards (such
as bilinear pairings), can be used in User’s algorithms.

Revocation: the Manager is able to revoke a User or credentials or unlink-
ability property or even to disclose User’s identity. All these properties are
immediately feasible and invoked by the User, the Manager, the Issuer, or the
Verifier.

6.3.2 General Architecture

Three types of entities interact in our ABC scheme:

User: gets issued attributes from the Issuer and anonymously proves their
possession to the Verifier.

Issuer: is responsible for issuing user attributes.

Manager: validates user credentials (collection of attributes issued by the
Issuer), can revoke a (dishonest) User, and in collaboration with the Issuer,
can identify the (dishonest) Users.

Verifier: verifies possession of required attributes provided by Users.

Each entity communicates in the system through specific cryptographic proto-

cols. All the protocols and involved entities are depicted in the Figure 6.1}

Setup

A A
Yy Y

Revok

Credential

Revocation Authority

G «a\,/ 1

Revoke

Issuer

Attribute 1 =— Issue Attl

Attribute 2 = Issue Att2 l
Attribute 3 = / -

Prove_Att——» ‘

Smart  User Verifier
Card

Fig. 6.1: Architecture of proposed ecHM12 scheme.
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For a better understanding, the used protocols are shortly described below. The

full specification is provided in the next section.

(par, Ky, K1) < Setup(17): the protocol is run between the Issuer and the Man-
ager. The input parameter is the secure parameter x and the output are public
system parameters par that are constant in the system. Further, the Issuer and the

Manager generate their K7 and K key pairs.

(Ky) < Issue_Att(par, Ky, Kz): the Issuer, the Manager and the User are in-
volved in this protocol. The main purpose of this protocol is to compute User’s key
Ky, which permits user to prove the attributes possession within the Prove Att

protocol.

(0/1) + Prove_Att(par, Ky): the protocol is run between the User and the Verifier.
The User proves the ownership of the attributes to the Verifier (the PK protocols
are used for this purpose). The User’s public output is the generated proof while

the Verifier’s public output is a decision on the proof acceptance (0/1).

(BL) < Revoke(par,proof, Kq): the protocol is run between the Verifier, the Man-
ager and eventually the Issuer (in case of anonymity revocation). It is launched in
case that the User must be removed from the system due to various reasons (smart
card lost, dishonest user or other justifiable reasons). The Verifier sends the proof
generated by the User to the Manager. Then, the Manager is able to remove the
User from the system by using the proof and the database of currently validated

credentials.

6.3.3 Cryptography Specification

In this section we provide a detailed description of each protocol which runs within

the proposed scheme.

Setup

(par, Ky, K7) < Setup(17): the Setup protocol mostly matches the original HM12
scheme, only in the final step the scheme is switched to the elliptic curve variant.
The main purpose of this protocol is to establish system parameters par and to
generate K7 and K4 keys. The input parameter s defines the security strength of
the cryptographic scheme, similarly to the scheme HM12. Additionally, x includes
elliptic curve domain parameters bitlengths. The Issuer defines a group H modulo

big prime number p and generators hj, hy of order ¢, with ¢|p— 1. H is the subgroup
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of the group Z; as in the DSA signature scheme. In addition, the Issuer generates
the key pair skz = K7 and pkz for signing purpose using a defined signature scheme,
e.g. RSA. The Manager needs to:
e define the Okamoto-Uchiyama group QU,, by specifying the modulus n = s,
where r and s are secure primes (i.e. r =2r'+1, s =2s"+1, where ' and '

are primes),

e find a generator g1 <* Z} of ord(g1 mod r?) =r(r—1) in Z*; and ord(g1) =rr's’

: *
in Zy,

e choose an elliptic curve over finite field F(IF,) with the domain parameters
(a,b,p,q,G,h), where p is big prime number specifying the field Fp, a,b € F,
are static coefficients of the E, G is curve point generator G = (x¢, yq) of order
¢, and h is the cofactor defined as h = #E(F,)/q,

e randomly choose Master’s secrets (sqi)ijc 4 <= Zq for available attributes, and
2,83 ¢~ Zq, such that (GC'D(s1,i,q) = 1)ic a4, GCD(s2,q) =1, GCD(s3,q) = 1.

e compute second generator gy < g;2 mod n in the QU,,,

e set first curve generator Gy <— G, generate all attributes (eca; <— s1;® G1)ic 4,
and finally, get second and third curve generators Go < so @G, G3 < s3e (G
in E(F,).

The system parameters par = (g1,92,0U,, h1,ho,H,G1,G2,G3, E(F))) together
with the set of attributes (eca;);e4 are made public, while the values r,s and
(s1,i)icA,52,53 represent the Manager’s secret key K¢ and are securely stored by
the Manager, and the secret key K7 is securely stored by the Issuer.

Issue_Att

(Ky) < Issue_Att(par, Ky, K1): the protocol follows the HM12 idea. The issue
phase is split into two parts Issuer Attl and Issuer_Att2 protocols, see Figure|6.2
The goal is to compute the User’s key Ky = {w1, w2, (w3)ica}-

Issuer_Attl is run between the User and the Issuer. The User generates a
cryptographic commitment H = h{""hy? mod p in H, where the User’s keys w1, ws
are committed values. Then, the User signs the commitment with his private key
sky and sends it and the signature with the proof of construction PKyq to the
Issuer. The Issuer checks the signature and the proof and signs User’s commitments
by his private key K7. Commitments are stored by the Issuer for identification and

revocation purposes. Any secure signature scheme, e.g. RSA, DSA, can be used.
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Issuer Att2 is run between the User and the Manager. The User computes

another commitment A = g} g5 2 mod n in QU,, and sends A, H, the signature of

H (generated by the Issuer) and the proof of discrete logarithm equivalence PKro to
the Manager. Now, the Manager is able to compute the User’s partial keys (w3 ;)ic 4
for all attributes (eca;);ec 4 using the Equation such that the following equalities

hold:

eca; = w1 oG +wyeGa+ws3;eG3
:w10G1+w2~320G1+w37¢-53oG1 (61)
:(w1+w2-32+w3,i-33)0G1 .

=51, 0G1 = eca;
The values A, H and (w34)icA are stored in the Manager’s database and sent to

the User. The User securely stores his key Ky = {w1, w2, (w3,i)ica}, €.g. on a smart

card.

Manager M User U Issuer 7
K./Vl Sk‘u K7

91,92,€ QU,,, hi,he € H,G1,G2,G3 € E(Fp), (ecas)ica

w1, W @Zq
H + h{*hY? mod p
PKUlsz{wl,wgihqlvlhg}z}
PKU17SigU<3kU7‘H)

ChCCkPKUl
Store(H,SigU(Sk?u>g))
Sigr(skz, .F_I)

wy W2

A g gy? mod n
PKUQZPK{wl,wg:ﬁ%hﬁ”lhéw/\[l%gi”lg;”}

A H,Sigr(skr,H),PKo
CheckPKyo
(Wg i (sgi— dlogglﬁ) -sgl mod Qq)ic4

(ws3)icA

Store: Ky = {wi, w2, (w3;)ica}

Fig. 6.2: Issue_Att protocol of the ecHM12 scheme.
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Prove_Att

(0/1) + Prove_Att(par, Kyr): this protocol is run fully over E(FF,). The protocol
is depicted in Figure [6.3] The User proves the ownership of attributes (eca;)iep to
the Verifier using PK protocols. The unlinkability is provided by using the random
number Kg, which is re-generated in every session. Moreover, the protocol provides
revocation features by committing the value Kg in the commitment C and the com-
mitted values (w3 ;);ep (revocable key parts of the User’s key) in the commitments
(C14)iep- The commitments (C ;);ep and Co permit to check if the User is in the
blacklist or not, and to remove him from the system by involving the Manager in
the revocation process. The verification time depends on the number of disclosed

attributes by the User and on the number of all revoked Users.

User U Verifier V
Ky G1,G2,G3 € E(Fy), (ecai)iep

nonce nonce <~ Zg

KS,T17T2aT3aTS <iZq

a4+ Yiepeca;, a<+rieGi+roeGo+1r30Gs
A<—K50a, fl%rgoa

(C1 + (Ks-w3;)®G3)iep, Co KsoG3
C1<—7’30G3, CQFTSOG;;

e < H(nonce,a, C1,a,A,A,Cs, (C1,i)ieDs C_'Q)
21 « (r1 —eKg|D|w;) mod ¢

z9 < (r9 — eKg|D|ws) mod ¢

23 < (r3 —eKg¥icp w3,;) mod g

zg < (rs —eKg) mod ¢

A) <Cl,i>i6'D7 027 €,21,22,%3,%8 .
N

Check BL: (C5 w3 piacklisted Z C1i)ieD

a<coA+z10G +200Go+ 230G

a 4+ X;ep eca;, A+ ceA+zgea

Ci+eeYicp Cii+230Gs3, Cy+coeCy+250Gs
e = H(nonce,a,Cy,a, A, A,Ca,(C1 :)iep,Ca)

Fig. 6.3: Prove_Att protocol of the ecHM12 scheme.
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Revoke

(BL) < Revoke(par,proof, Kaq): the original HM12 scheme uses the OU trapdoor
to solve the discrete logarithm problem. In ecHM12 scheme, this trapdoor cannot
be used. However, revocation of a dishonest user is still possible. The protocol in-
put parameters are system parameters par and proof generated by the User within
the Prove Att protocol. The revocation part of the proof consists of commit-
ments (C1)iep and Cp. The Manager computes Equation for all user keys
w3 DATABASE in Manager’s database until a match is found.

?
(w3, paTABASE ® Co = C1)icr (6.2)

If a match is found, the commitment that belongs to this particular User is
revoked by publishing (w3 ;);er (where R donates a subset of revoked attributes)
on a Black List (BL). The revocation complexity is linear in the number of Users
instead of constant as in the HM12 scheme. Yet revocation remains practical, see
Section for implementation details. On the other hand, the protocol Prove Att
is faster than in the HM12 scheme.

6.4 Security Analysis

The ProveAtt protocol is a standard proof of knowledge protocol that can be de-
noted as PK{(Kswi, Kswo, Kg¥iepw3;,Kg): A= KgeXcpeca; NA = Kgw e
G1+KgwreGo+ KgXijepws; ® Gs}.

Completeness: (i.e., honest Users are always accepted by the protocol) is given by

the design of the protocol and can be proven by expanding the Verifier’s equations.

Soundness: (i.e., dishonest Users are always rejected by the protocol) is proven
by employing the standard PK knowledge extractor that can extract (Kgwy, Kgwa,
Ks¥iep w3, Kg) and thus obtain valid user keys (wi,ws,(w3s;)iep). Thus, the

Prove_Att protocol never accepts a User that does not know correct keys.

Zero-Knowledge: (i.e., the protocol does not release any information about the
user’s keys) is proven by creating the zero-knowledge simulator that can simulate
the ProveAtt protocol. The simulator is constructed in the standard way, that is
by choosing the answers 2’ in random and reconstructing the remaining values using

the Verifier’s equations:
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(A,C1,C5) <~ E(Fp), (21,29, 25,2g,€) < Zy (6.3)

C;/ZGOA/—l—Zi.Gl—l—ZéOGQ—i—ZéOGg

A=ceA +:50a

, o (6.4)
Cll = e.Eie’DCLi‘i‘Z?).Gg

Cly=ceCh+ 250G

The simulator’s output (A’, (C ;)iep, C5, €', 21, 25, 23, ) is indistinguishable from
the real transcript of the Prove_Att protocol (A, (C1 ;)iep,Ca,€, 21, 22,23, 23).

6.5 Implementation and Performance Analysis

ABC schemes are usually implemented using Java Card and MultOS smart card
platforms. The Java Card platform lacks modular operations support as well as
elliptic curve primitives support. Basic operations over elliptic curves are available
on JC-3.0.5, but there is still no smart card with this operation system awvailable.
Therefore, we cannot consider Java Card in our tests. On the other hand, MultOS
cards support elliptic curve points addition and scalar multiplication over elliptic
curves. We use MultOS ML4 smart card to compare the HM12 standard scheme
with the proposed ecHM12 scheme. We measured both schemes with comparable
security level defined by NIST [2], i.e., 1392-bit version of HM12 and 160-bit version
of ecHM12, and we also provided a comparison with 224-bit version of ecHM12
(higher level of security with respect to the previous values). On the smart card
side, the comparison of the Prove_Att protocol is shown in Table The ecHM12
scheme is faster than the HM12 scheme in the verification phase, even if a much
higher security level of the ecHM12 scheme is used. Note that the efficiency of
the verification phase is crucial for the scheme’s speed, thus user friendliness. The
elliptic curve scalar multiplication (ecMul) over E(Fjg0) takes only 43 ms and 52 ms
over E(Fgg4) instead of 94 ms, that is the time required by modular exponentiation
with 1392-bit base length and 560-bit exponent length in Zjy. Data transmission
is also improved: we need to transfer only 220 B in case of E(Fi69) or 308 B in
case of E(IFy24) instead of 1558 B in the original scheme (1392-bit version) in the
Prove_Att protocol. On the Verifier side, the time needed for checking blacklist is
also more efficient in the ecHM12 scheme than in the HM12 scheme because of the
involved operations: ecHM12 uses scalar multiplication and HM12 uses the slower

modular exponentiation.
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Tab. 6.1: Comparison of results in milliseconds for 1392-bit version of the HM12
scheme and equivalent 160-bit and 224-bit version of the proposed ecHM12 scheme.

HM12 ecHM12 ecHM12
1392 bit 160 bit 224 bit
Operation | Time [ms] | Ne | Time [ms| | Ne ‘ Time [ms] | Ne ‘ Time [ms]

modExp(160) 46 3 138 0 - 0 -
modExp(400) 72 2 150 0 . 0 .
modExp(560) 94 1 94 0 - 0 -
modExp(720) | 112 2 224 0 _ 0 ;
modExp(880) 131 2 262 0 - 0 -
modMul 100 9 900 6 600 6 600
Sub 50 3 150 3 150 3 150
RNG 49 ) 245 5} 245 5} 245
ecMul 52/48 0 - 10 480 10 520
ecAdd 25/23 0 - 2 46 2 50

Total - - 2163 - 1521 - 1565

Note: The key sizes are represented as bitlength and denote the minimal sizes for the

given security strengths.

For the ecHM12 scheme, the revocation mechanism complexity is linear instead
of constant as in the HM12 scheme. However, we expect Manager to be computa-
tionally strong and, consequently, the slow-down does not really affect the protocol
complexity. We use oldish mid-range server, namely the 2009 IBM x3550 M2 with
two Intel Xeon 2.27 GHz processors with 8 cores each and 32 GB RAM, to represent
the Manager. The elliptic curve scalar multiplication over E(Fag4) took negligible
0.0189 ms, i.e. with 100,000 users in the system, the revocation time will be ca.
1.9 s at maximum.

In addition to the theoretical estimates presented above, we also provide full
protocol implementation (proof of concept implementation). The protocol was im-
plemented on MultOS ML4 smart card in 192-bit version (i.e. NIST curve P-192 was
used). The implementation supports up to 5 attributes issued. The performance test
results for increasing number of disclosed attributes are depicted in Figure[6.4] The
time for one attribute possession proving takes around 1 s (including communication
overhead) and ca. 2 s to prove possession of all 5 attributes.

Moreover, we provide comparison of our scheme implementation with implemen-
tation of the origin scheme HM12 (1024-bit version), see Chapter [3.2] The results
show a significant time reduction (by 20% within on-card computation time and
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almost by 40% in total, i.e. including communication between the card and the
reader), since we use more efficient elliptic curve operations and transmit a smaller
amount of data. Important to note, that our implementation holds significantly
higher security level (1776-bit group equivalent according to [I32] instead of 1024-
bit group of the Idemix implementation). With increasing security strength of the
protocols we can expect much bigger difference in attribute proving time and band-
width usage.

5 stored attributes

4,000 ‘ i j \ \ I
— Computation time (ecHM12-)
3.500 | — Computation time (HM12)
— Overhead (ecHM12)
— Overhead (HM12)
3,000 .
2,720
{1
k)
<}
= 1,973
= 3
1,343
",115
1]

1 1.5 2 2.5 3 3.5 4 4.5 5
# Disclosed attributes

Fig. 6.4: Scheme ecHM12 attributes proving time for different scenarios.

6.6 Conclusion

We presented a new ABC scheme based on elliptic curves and the HM12 scheme.
This variant meets all standard requirements on attribute-based credential schemes,
i.e. anonymity, untraceability, unlinkability, selective disclosure of attributes, non-
transferability, revocation and malicious user identification. By involving elliptic
curves, the ecHM12 is faster in the Prove_att protocol, which makes the scheme
more applicable in current access control systems. Prove_att protocol (on-card)
is about 20% faster than in the HM12 scheme, and almost 40% faster considering

also communication overhead. The efficiency advantage of our scheme grows with
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higher security strength of the schemes. Our solution has also good impact on
bandwidth, in fact, smaller amount of data is transferred. Data communication is
85% smaller compared to the HM12 protocol and considering a comparable security
level (1392-bit in DL vs 160-bit EC security level).

The revocation process requires linear time in the number of Users instead of
constant time of the HM12 scheme, but, considering that the current servers have
high computing power, the slow-down does not really affect the protocol usability.
Our next steps are the MultOS smart card optimization and the blacklist check
optimization on the Verifier’s side. Further, we would like to improve the complexity

of the Revoke protocol.
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7 Fast Keyed-Verification Anonymous Cre-
dentials

The content of this chapter have been published in conference paper [16].

7.1 Introduction

Anonymous credentials constitute a substantial part of privacy-enhancing cryptog-
raphy. Using such credentials, users can anonymously prove the ownership of their
personal attributes, such as age, nationality, sex or ticket validity. In the recent two
decades, many proposals for anonymous credential schemes have been published.
Starting with the fundamental works of Chaum [I33], Brands [134], Camenish and
Lysyanskaya [135], until recent schemes [68|, 136} 137, 138, [139], researchers try to
find a scheme that fulfills all requirements on privacy, is provably secure and is so ef-
ficient that it can be implemented on constrained devices. While there are schemes
that fulfill all the requirements and can be implemented on PC and smartphone
platforms, existing schemes deployed on smart cards are still not sufficiently fast
for many applications, such as e-ticketing and elDs. Yet, smart cards are the most
appropriate platform for storing and proving personal attributes in everyday life,
due to their size, security and reliability.

There are two major reasons why we lack practical implementations of anony-
mous credentials on smart cards. First, the complexity of asymmetric cryptographic
algorithms used in anonymous credentials is quite high even for modern smart
cards. Second, modern cryptographic schemes, including anonymous credentials,
are mostly based on operations over an elliptic curve, while most available smart
cards do not provide API for these operations. Particularly, the very popular oper-
ation of bilinear maps is still unsupported on this platform and simple operations,
such as EC point scalar multiplication and addition, are significantly restricted.

In this chapter, we address both these concerns: First, we propose a novel keyed-
verification anonymous credential scheme that is designed to allow for smart card
implementations. Our scheme has the most efficient proving algorithm to date and
requires only operations that are available on existing off-the-shelf smart cards. We
present the implementation of our anonymous credential scheme that is 44 % - 72 %
faster than the current state of the art implementations, while even providing a
higher security level.

Second, we show that the practical implementation of EC-based schemes is not
straightforward, due to the insufficient support of basic operations on most smart

cards. We present the analysis of all major programmable smart card platforms
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and show the availability and performance of EC operations. By showing which
operations are available to developers on standard smart cards and how expensive
those operations are, we hope to reduce the gap between protocol designers and
developers. Using the analysis and benchmarks presented in this Chapter (and
generally in this thesis), readers can decide whether their ECC-based scheme is

implementable, choose the right platform and estimate its performance.

7.2 Related Work

Cryptographic anonymous credential schemes were first defined by the seminal works
of Chaum [I33], Brands [134] and Camenisch and Lysyanskaya [135]. The schemes
were gradually improved by adding revocation protocols [140, 141], using more ef-
ficient algebraic structures [137, 142] and developing security models and formal
proofs [143]. Idemix [I13] and U-Prove [87] are the examples of the most evolved
schemes aiming for a practical use. Recently, a new approach to obtain more effi-
cient anonymous credentials schemes was proposed. Chase et al. [68] argue that in
many scenarios where anonymous credentials could be deployed, the issuer of the
credential will also serve as the verifier. This means that the verifier possesses the
issuer key, which can be leveraged to obtain more efficient anonymous credential
schemes tailored to setting. They formally define the so-called Keyed- Verification
Anonymous Credentials (KVAC) and propose two instantiations. Barki et al. [144]
propose a new KVAC scheme which is currently the most efficient: Proving posses-
sion of a credential with u hidden attributes costs u + 12 exponentiations.

Some of the new constructions were already implemented on the PC platform
with promising results [145], [137]. Yet, the implementations on the smart card plat-
form are available only for the former schemes that are based on traditional, rather
inefficient modular structures [91] 1, 146, 121]. Furthermore, most implementations
use only 1024-bit RSA groups that are considered insufficient by today’s standards
[132]. Implementations with higher security parameters [139] 136, 144, 147] either
need distribution of computation to another device (usually a mobile phone) or use
a non-standard proprietary API for EC operations and rely on pre-computations
(which is impossible in crucial applications like e-ticketing and eID where the card
is inactive and starts only for the attribute presentation). Regarding speed, the best-
performing implementation of Idemix by the IRMA project [1] is able to compute
the unlinkable attribute proof in at least 0.9 seconds, which is not convenient for
time-critical applications where the proof should be presented in less than 500 ms.
Currently, there is no cryptographic proposal and its implementation that would re-
alize unlinkable anonymous credentials on the smart card platform with performance

and security parameters necessary for a practical deployment.
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Our Contribution

We propose a novel cryptographic scheme for anonymous attribute-based creden-
tials that is designed primarily for smart cards. The scheme is based on our original
algebraic MAC that makes its proving protocol very efficient. The computational
complexity of our proving protocol is the lowest from related schemes (only u+ 2
scalar multiplications to present an attribute ownership proof) and we need only ba-
sic arithmetic operations that are already provided by existing smart cards’ APIs.
By analyzing the support of elliptic curve operations and their performance on cur-
rent smart cards, we show that the implementation of even lightweight schemes is
not easy on modern cards. We present the results of the full implementation of our
proving protocol that is faster by at least 44 % than the state of the art implemen-
tation. By reaching the time of 366 ms including overhead, which is required for
proving personal attributes on a 192-bit EC security level, we argue that the anony-
mous credentials are finally secure and practical even for time-critical and large-scale

applications like elDs, e-ticketing and mass transportation.

7.3 Cryptographic Design

We construct our keyed-verification anonymous credential scheme using the algebraic
MAC scheme as presented in Section [7.3.1] In contrast to traditional anonymous
attribute-based credential schemes, the verifier needs to know the secret keys to be
able to verify user’s attributes in keyed-verification anonymous credential schemes.
This feature is particularly convenient for scenarios where attribute issuers and
attribute verifiers are the same entities. The mass transportation settings is an
example of such a scenario because the transportation authority both issues and
checks the tickets and passes. The KVAC scheme supports all the standard privacy-
enhancing features of ABC schemes, such as anonymity, unlinkability, untraceabil-
ity, and selective disclosure of attributes, and is compatible with major credential
schemes [IT3], [87] and standard revocation schemes [135, 66]. Although we primarily
aim at keyed-verification credentials, our scheme can be easily enhanced to work also
in the settings where the issuers are different from verifiers. Necessary modifications

of cryptographic algorithms are described later in Section [7.3.6]

7.3.1 Our Algebraic MAC

This section describes our novel algebraic MAC scheme MAC,,gg, which is based
on the weak Boneh-Boyen signature. It works in a group G = (g) of prime or-

der ¢ with |¢q| = k, as generated by Setup(1¥). It can MAC vectors of n messages
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m = (mi,...,my), with m; € Z,. The scheme is composed of the following algo-
rithms.
KeyGen(par): chooses z; <*Z for i = (0,...,n) and outputs secret key sk = (o, ..., 7y)
and issuer parameters ipar < (Xo,...,X,) with X; = g”i.

MAC(sk,m): let sk = (zg,...,x,) and m = (mq,...,my). The algorithm computes
1

o = g0 2im1™i% and auxiliary information 0z, <+ o%i for i = (1,...,n)}!| Out-
put the authentication code (0,04,,...,04,).

Verify(sk,m,o): let sk = (xo,...,2,) and m = (my,...,my). Then, the algorithm
outputs 1 iff g = g0+ it

Theorem 1. Our MAC scheme is complete and unforgeable, as defined in Defini-
tion and Deﬁnition@ under the Strong DDH inversion assumption [148] and the
delayed one-more DH problem [179].

The proof was provided by IBM Research — Zurich and it is presented in the
published paper [16].

7.3.2 Requirements

We require the scheme be provable secure and privacy-friendly (i.e. to provide
anonymity, unlinkability and untraceability properties). Furthermore, we require
that the scheme allows the user selectively disclose a set of his attributes, and the
implementation should be efficient, thus it can be implemented on constrained de-
vices such as smart cards. The detail description of the scheme requirements is

provided below:

Security Requirements

e Completeness: if a User holds required attributes, he is always able to convince
a Verifier about the claim truth and pass the Prove Att protocol.

e Soundness: a User cannot pass the Prove Att protocol without attribute
possession that are required by the Verifier.

e Provable security: the scheme security is based on a computat ional hardness
assumptions, see Chapter [2| for more details. Breaking the scheme is equivalent
to solving hard mathematical problem that is assumed to be computationally

impossible.

I'Note that the the auxiliary information 0g; can be ommitted as they are not required for
verification. However, in our keyed verification credentials that we introduce in the next section, it
will turn out that adding these values will make credential presentation more efficient. For other

uses of this MAC scheme, they can be freely ommitted for a more efficient MAC.
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e Zero-Knowledge: the Prove Att protocol transcript must be simulatable with-
out the knowledge of the attributes, thus provably release no sensitive infor-

mation.

Privacy Requirements

o Anonymity: each User anonymously proves possession of attributes. There-
fore, his identity and his behaviour remains hidden in the system.

e Untraceability: all credentials are randomized, i.e., the issuer is not able to
track user’s movements and behaviour.

e Unlinkability: all single user’s sessions are mutually unlinkable. Therefore, the
verifier or an eavesdropper are not able to link individual sessions together and
profile a user.

e Seclective disclosure of attributes: a user can choose the attributes which have

to be disclosed, other attributes remain hidden.

Efficiency Requirements

e Readiness for smart card: the scheme must be fast (efficient) on constrained
devices, in particular smart cards. No operations, that are unavailable on

smart cards (such as bilinear pairings), can be used in User’s algorithms.

7.3.3 General Architecture

The communication pattern is presented in Figure and employs:

e User: gets issued attributes from an Issuer and anonymously proves their
possession to the Verifier.

e Issuer: is responsible for issuing attributes to a user. A issuer signs the user
attributes with it (issuer) secret key.

e Verifier: verifies a possession of required attributes by the user. The verifier
requires to have a issuer secret key, however, this necessity do not create any
security risk, since we assume that the issuer and the verifier are the same

entity.

Each entity communicates in the system through the specific cryptographic algo-
rithms. Namelly, our KVAC scheme consists of algorithms (Setup, CredKeygen, Issue,
Obtain, Show, ShowVerify)ﬂthat are executed by users and an issuer who also serves

as a verifier.

2 Note that Chase et al. [68] define Blindlssue and BlindObtain, but as we do not show efficient
algorithms for blind issuance, we omit them from the definition here. Instead, we define Obtain,

which lets a user check that a credential is indeed valid using only the public issuer parameters.
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Issuer

Obtain Issue
-

User

Show
<=>
ShowVerify

Verifier

Fig. 7.1: Architecture of keyed-verification anonymous credentials.

(par) <— Setup(1%): takes as input the security parameter £ and outputs the system
parameters par. We will assume that par is given as implicit input to all other al-

gorithms.

(sk,ipar) + CredKeygen(par): outputs a fresh issuer secret key sk and public issuer

parameters ipar.

(cred) <— Issue(sk,(mi,...,my)): takes as input the issuer secret key and attribute

values (my,...,my) € Zy and outputs a credential cred.

(0/1) < Obtain(ipar, cred,(m1,...,my)): lets a user verify a credential by giving as

input the public issuer parameters, the credential and the attribute values.

(0/1) < [Show(ipar, cred,(my,...,my),d) <> ShowVerify(sk,¢)]: is an interactive al-
gorithm. The user runs Show on input the public issuer parameters, the credential,
the attribute values and attribute predicate, and the verifier runs ShowVerify on
input the issuer secret key and the attribute predicate, which will output 1 iff it

accepts the credential presentation.

7.3.4 Cryptography Specification

In this section, we present our novel KVAC scheme that uses MAC,,gg as introduced
in Section Our scheme is parametrized by n, the amount of attributes in a
credential. We describe our scheme using selective disclosure as attribute predicates,
i.e., a predicate ¢ can be seen as a set D C {1,...,n} containing the indices of the
disclosed attributes and the attribute values of the disclosed attributes (m;);ep. On
a high level, we follow the approach from Chase et al [68] and build our KVAC scheme
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User u Verifier v
<mi>7,n:17o-a <O-xi>?:07D Gagaq <l‘i>?:0,D,<mi>ie'D

T Prs Prmigp & Zyg

G40, {6z, < 0,)

t < Tligp 6" g

¢ H(t,6,(64,)1, par, ipar)
Sy < prtcr

(Sm; < Pm; — Cmmgp

Q>

b <6—1‘1>?:1 1) Ca 37’7 <Smi >1€D

Check 6,4, Z 4% for i =0,...,n
~Sm; - N ~ i\ —

< Hz‘gpff:ci g° (G HiGDUxT )¢
Check ¢ = H(t,6,(04,;)1 1, par, ipar)

Fig. 7.2: Less efficient instantiation of Show and ShowVerify using a standard SPK

proof, without optimizing for the fact that the issuer knows x;.

from our algebraic MAC presented in Section [7.3.1 and zero knowledge proofs. One
novel trick allows us to strongly improve the efficiency of our scheme. Instead of
computing a standard noninteractive Schnorr-type proof of knowledge, we use the
fact that the verifier knows the secret key. This allows us to omit elements that the
verifier can compute by itself and saves the prover a lot of work.

We note that our Issue algorithm does not support the efficient issuance of
committed attributes. This feature is useful in applications where a user needs
to transfer his attributes among credentials or needs to get issued attributes that
are only private to him. However, we consider these scenarios rare in targeted
applications such as e-ticketing, mass transportation and loyalty cards. In those
cases, the personal attributes (i.e., ticket type, pass validity period, registration
number) are known to issuer or might even be chosen by the issuer. However, if the
issuance of undisclosed attributes is necessary, it can be done by employing Paillier

encryption [I50], as is shown in [I51].

Setup

(par) < Setup(1¥): protocol outputs par= (G,g,q) < GroupSetup(1”¥).

(sk,ipar) < CredKeygen(par): this protocol runs (sk,ipar) <— MAC,gg.KeyGen(par)

and outputs sk and ipar.
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User u Verifier v
<mi>7,n:17o-a <O-xi>?:07D Gagaq <l‘i>?:0,D,<mi>ie'D
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G,¢,Sr, (Sm,)igD

t g% .6_C'mO+Z¢§ZD(x"'s’”i)_zz'ep(xi'mi'c)

Check ¢ = H(t, 6, par, ipar)

Fig. 7.3: Definition of the Show and ShowVerify algorithms of our KVAC scheme.

Issue_Att

(cred) < Issue(sk,(mq,...,my)): runs (o, (o4,;)ig) < MAC,gg.MAC(sk, (m1,...,my)).
Next, provides a proof that allows a user to verify the validity of the credential:
7 SPK{(x0,...,2n) : Njeg0z; = 0" AX; = g"i}. The algorithm outputs credential
cred < (0,(0z,) 10, T)-

(0/1) < Obtain(ipar, cred, (my,...,my)): parses ipar as (Xo,...,X,) and parses cred
as (0,(0z;)i=0,m). The algorithm checks that oy, -[];; 07" = g and verifies 7 with

respect to ipar and o.

Prove_Att

(proof) < Show(ipar, cred,(mq,...,my),(D,(m;)iep)): in credential presentation, we
want to let the user prove posession of a valid credential with the desired attributes.
On a high level, we want to prove knowledge of a weak Boneh-Boyen signature, so
we can apply the efficient proof due to Arfaoui et al. [136] and Camenisch et al. [66],

by extending it to support a vector of messages: Take a random r <*Z, and let

6 < o" and 6y, <o, for i =0,...,n, and prove
proof = SPK{({mi)igp,r) : 62, [[ 6.7 =9¢" [ 6.7}
i€D igD

The verifier simply checks that the &, values are correctly formed and verifies the
proof. This approach is depicted in Fig[7.2]
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While this approach is secure and conceptually simple, it is not very efficient. We
now present how we can construct a similar proof in a much more efficient manner.
The key observation is that the user does not have to compute anything that the
verifier, who is in possession of the issuer secret key sk, can compute. This means we
can omit the computation of the &, values and define Show as follows. Randomize
the credential by taking a random r <= Z; and setting ¢ < o". Take pr, pp, D <7y

and compute

t - H Ug;niqqur7c - H<t7 6-7par7 Z'pa’r)7 Sp = Pr + cr, <5mi - pmi - CmZ>Z€D
i¢D

Send (G,¢, 5y, (Sm,)igp) to the verifier.

(0/1) < ShowVerify(sk, (D, (m;)icp),proof): the verifier running ShowVerify will

receive proof = (6,¢,sr, (Sm;)igp) from the user. It computes

t gt _6_C'w0+zigp(xi'5mi)_Ziep(xi'mi'c)

and checks that ¢ = H(t,5, par,ipar). Output 1 if valid and 0 otherwise. The Show
and ShowVerify algorithms are depicted in Figure [7.3]

Theorem 2. OQur keyed-verification credential scheme is secure following the defi-
nition by Chase et al. [68] (ommitting the blind issuance), under the Strong DDH
Inversion assumption [148] and the Static DH problem [152], in the random oracle

model.

The proof was provided by IBM Research — Zurich and it is presented in the
published paper [16].

7.3.5 Efficiency

Our Show and ShowVerify algorithms were designed to be efficient enough to run
on smart cards. We avoided computing bilinear pairings due to their computational
cost and the lack of support on existing smart cards. The use of the second most
expensive operation, the exponentiation (or scalar multiplication of EC points re-
spectively), is reduced to a minimum. Our proving algorithm, the part of the proto-
col we envision being executed on a smart card, only requires v+ 2 exponentiations,
where u is the number of undisclosed attributes.

Table[7.1{compares the efficiency of our Show protocol to existing KVAC schemes [68,
139], well-known anonymous credential schemes U-Prove [87] and Identity Mixer
[113], and a recent scheme by Ringers et al. [I37]. Idemix takes place in the RSA
group, meaning that the exponentiations are much more expensive than exponenti-

ations in a prime order group. U-Prove lacks the unlinkability property. Compared
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to MACgg, our scheme requires only 2 exponentiations without hidden attributes,
whereas MACgg requires 12, showing that especially for a small number of undis-

closed attributes, our scheme is significantly faster than MACgg.

Tab. 7.1: Comparison of presentation protocols of credential schemes.

Exp. Exp. | Unlinkability | MAC Security

prime | RSA
U-Prove [87] u+1 0 X X -
Idemix [113] 0 u+3 v X sRSA [20]
Ringers et al. [137] | n+u+9 0 v X whLRSW [I53]
MACppy [68] 6u+ 12 0 v v DDH [154]
MACgcm [68] Su+4 0 v v GGM [155]
MACgg [139] u+12 0 v v ¢-sDH [65]
Our work u+2 0 v v sDDHI, SDH

[148, 157]

7.3.6 Modifying our Scheme for Public Verification

Certain applications require public verification rather than keyed-verification, i.e.,
anybody with public parameters can verify attribute proofs instead of only the issuer.
Our scheme can also be transformed to this setting. In that case, our scheme needs
pairing friendly curves and place the X; values in Go rather than G;. Note that the
zero knowledge proof in Issue can now be omitted, as the validity of 6, can be
checked using the bilinear pairing. To create proofs, we can use the non-optimized
Show and ShowVerify algorithms as shown in Figure[7.2] but changing the checks on
0, to use the pairing operation with the public issuer parameters instead of using
the issuer secret key.

7.4 Security Analysis

The security analysis of the proposed scheme was provided by IBM Research —
Zurich and it is fully presented in the published paper [16].

7.5 Implementation and Performance Analysis

This section contains the performance analysis of our scheme and the discussion

regarding implementation aspects. In particular, we focus on problems with the
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implementation of basic arithmetic operations on an elliptic curve on programmable
smart cards. We show that even though a scheme is extremely efficient and using
only standard operations, it is difficult to find a smart card that can be used for its
practical implementation due to the lack of basic EC operations support and their

insufficient performance.

7.5.1 Smart Card Selection

There are many cryptographic schemes for anonymous attribute-based credentials
available. We analysed the most efficient ones in the Section [3.2] Nevertheless, the
smart card implementations are only very few [91], [T, 88] and not practically usable
as they use only small insecure security parameters to be able to achieve reasonable
speed. Particularly, only 1024-bit RSA or DSA groups are used. That is considered
insecure for any practical deployment today. In theory, replacing standard modular
groups with elliptic curves would help with reducing security parameters size and
improving speed. In practice, there are two major problems with the implementa-
tion of EC-based schemes on most modern cards: the basic arithmetic operations,
particularly the EC point addition and scalar multiplication, are either not available
on most cards (see Table or they are very slow (see Figure [7.4)).

We evaluated all major programmable smart card platforms, namely JavaCard,
MultOS and BasicCards specified in Table [7.2]

For the implementation of most EC-based schemes, including ours, developers
need EC point addition (ecAdd) and scalar multiplication (ecMul). Therefore, we
analysed the support of these operations on selected smart cards. The results are
provided in Table [7.3]

Tab. 7.2: Tested smart cards.

| | J3A081 | J3D081 | Sm@rtCafe6 | Sm@rtCafe5 | ZC7.6 | ML4 ML3
8 P5CD P5CD P5CD P5CDs - SC23 SLE78
= 081 081 081 080 7018 CLXPM
” JavaCard | JavaCard JavaCard JavaCard Basic | MultOS | MultOS
o 2.2.2 3.0.1 3.0.1 2.2.2 7ZC7 4.3.1 4.3.1
2
/o 264KB 264KB 264KB 200KB - 252KB 280KB
=
o
5
E 80KB 80KB 80KB 80KB 72KB 18KB 96KB
Z
~ 6KB 6KB 6KB 6KB 4.3KB | 1.75KB 2KB
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Tab. 7.3: ECC support on tested smart cards.

| | J3A081 | J3D081 | Sm@rtCafe6 | Sm@rtCafe5 | ZC7.6 | ML4 | ML3 |

ECDSA [b] 320
ECDH [b] 320
ecAdd
ecMul
ecInv X

320
320

X

256
256
X
X
X

256
256
X
X
X

512
512
v
v
X

X
X
4
4
4

012
512
X
X
X

Note: v— algorithm is fully supported,

algorithm is not supported.

— algorithm is supported only through non-public JCOP API, X-

Unfortunately, only 2 cards support the ecAdd and ecMul operations natively:
MultOS ML4 and BasicCard ZC7.6. Other cards either do not support EC opera-
tions at all (NET cards), support only part of them (some MultOS and JavaCard
cards), or provide EC schemes like ECDH or ECDSA without any access to underly-

ing arithmetic operations (typically JavaCards). This insufficient access to API is a

crucial aspect for the implementation and should be considered by the designers and

implementers of EC-based schemes. Therefore, due to their speed and support of

all required operations, we selected the MultOS cards for our implementation. For

detailed speed analysis of the most complex (but also the most common) operation,

the scalar multiplication of EC points, see Figure [7.4

ML4
J3A081
J3D081

Sm@rtCaféb

Smart card

Sm@rtCaféb

72C7.6

I I I

I

'160-bit
'192-bit
'994-bit
'956-bit
'384-bit
'512-bit

0

20

100 150 200 250 300 350 400 450 500

Time [ms]

Fig. 7.4: Speed of EC point scalar multiplication operation on tested smart cards.
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7.5.2 Implementation Results

The Show and ShowVerify algorithms of our scheme were implemented using a stan-
dard NIST P-192 curve [22]. We stress that this selection of parameters reflects con-
temporary recommendations regarding security levels, unlike other implementations
of anonymous credentials that use mostly small modular groups. Only standard
MultOS API and free public development environment (Eclipse IDE for C/C++
Developers, SmartDeck 3.0.1, MUtil 2.8) were used. For terminal application, Java
Biglnteger class and BouncyCastle API were used. We compare our results (blue
and red) with the state of the art results of Vullers and Alpar (VA) [I] (black and
white) for different numbers of attributes stored and disclosed in Figure [7.5] We
note that our implementation uses significantly higher security parameters (1024-bit
vs. 1776-bit DSA group equivalent according to [132]).

The algorithm time (blue) tells the time necessary to compute all algorithms on
the card. The overhead time (red) adds time necessary to do all the supporting
actions, mainly establishing the communication with a reader connected to PC and
transferring APDUs. All results are arithmetic means of 10 measurements in mil-
lisecondsﬂ Compared to VA’s implementation of Idemix, our implementation of all
proving protocol algorithms on the card is at least 44% faster in all cases, see Fig-
ure for details. In the case of only 2 attributes stored on the card, our scheme is
by 72 % faster than VA’s implementation. The card needs only 211 ms to compute
the ownership proof for disclosed attributes. The total time of around 360 ms neces-
sary for the whole proof generation on the card including communication with and
computations on a terminal (standard PC, Core i7 2.4 GHz, 8 GB RAM) makes the
implementation suitable also for time-critical applications like public transportation
and ticketing. We also evaluated our scheme using an embedded device (Raspberry
Pi 3) instead of the PC as a terminal. Even in that case the total time including
overhead was below 450 ms. Based on our benchmarks, we expect that increasing
security parameters to the 256-bit EC level would cost acceptable 15 % - 20 % in
performance.

Our implementation is artificially limited to 10 attributes per a user, but the
smart card’s available memory resources (approx. 1.75 KB RAM and 7.5 KB usable
EEPROM) would allow storing upto 50 attributes on a single card.

3Unlike microcontrollers and CPUs, smart card SDKs do not provide public tools for the mea-
surement of clock cycles. Furthermore, the conversion between the number of cycles per an op-
eration and it’s execution time is difficult due to cards’ variable clock speed. Therefore, the

performance is usually measured in milliseconds [156} 9T}, [T}, [146].
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7.6 Conclusion

Practical anonymous credential schemes are only very few, with implementations on
smart cards either too slow or providing insufficient security levels. Our approach
to address this problem was twofold: 1) to propose a novel cryptographic scheme
that is more efficient than all comparable schemes and formally prove its security;
and 2) to develop a software implementation that is significantly faster than existing
implementations, although they use lower security parameters. By achieving these
results, we hope that we get privacy-enhanced authentication closer to practical
applications.

Our future steps, besides further optimization, are the integration with a suit-
able revocation scheme (e.g., [66]) and implementation and benchmarks on higher
security levels, hopefully on a wider range of smart cards, if they become available

on the market.
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8 Conclusion

The main goal of this doctoral thesis was to find novel privacy-preserving crypto-
graphic solutions for current ICT application scenarios, especially for access con-
trol and data collection systems. The main emphasis was put on the support of
new privacy-preserving features, such as anonymity, untraceability and unlinkabil-
ity. Furthermore, the revocation and identification must remain possible and the
developed schemes must be practical in wide applications, i.e. the implementation
mus be efficient even on constrained devices, such as smart cards. Following these
requirements, the thesis presents four novel lightweight privacy-preserving cryp-
tographic proposals, that are provable secure and practical in many current ICT
application scenarios.

The first proposed scheme, presented in Chapter 4] is provably secure and pro-
vides the full set of privacy-enhancing features, that is anonymity, untraceability and
unlinkability of users. Furthermore, our scheme supports distributed multi-device
authentication with multiple RFID user devices. This feature is particularly impor-
tant in applications for controlling an access to dangerous areas where the presence
of protective equipment is checked during each access control session. Besides the
full cryptographic specification, we also show the results of our implementation on
devices commonly used in access control applications, i.e. smart cards and embed-
ded verification terminals. By avoiding costly operations on user devices, such as
bilinear pairings, we were able to achieve times comparable with existing systems
(around 500 ms), while providing significantly higher security, privacy protection
and features for RFID multi-device authentication.

In Chapter 5], we provide the full cryptographic specification of our novel scheme
for secure privacy-friendly data collection that is designed for computationally re-
stricted user devices and supports all the security, privacy-protection and inspection
features. Using the scheme, data can be anonymously collected from almost all types
of devices, including simple sensors and smart meters. On the other side, malicious
users can be efficiently identified and revoked. Furthermore, we provide the practical
results of our implementation of the scheme on embedded devices, smart phones,
smart cards, smart watches, computers and servers so that the efficiency can be
thoroughly evaluated on various platforms.

Chapter [6] presents our novel anonymous attribute-based credential scheme. We
modify the original scheme of Hajny and Malina [88] in a way that the scheme
becomes more efficient due the use of elliptic curve construction. The scheme pro-
vides anonymity, untraceability, unlinkability, selective disclosure of attributes, non-
transferability, revocation and malicious user identification as the original scheme.

However, by involving elliptic curves, we achieved faster verification phase (by 30%)
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and smaller communication cost between the user and the verifier (by 85%) com-
pared to the original scheme, with equivalent or greater security level.

The last proposed scheme is presented in Chapter[7] The chapter introduces our
novel keyed-verification credential system designed for lightweight devices (primarily
smart cards) and provides security and efficiency proofs. By using a novel algebraic
MAC based on Boneh-Boyen signatures, we achieve the most efficient proving pro-
tocol compared to existing schemes. In order to demonstrate the practicality of our
scheme, we present an implementation on a standard, off-the-shelf, MultOS smart
card. While using significantly higher security parameters than most existing imple-
mentations, we achieve performance that is more than 44 % better than the current

state of the art implementations.
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A Appendix: Idemix Security Parameters

Tab. A.1: System parameter sizes (in bits) used in Idemix scheme according to the
security parameter x = 160 that corresponds to Security Strength = 80 defined
by NIST [2].

Parameter Bitlength Note

[ 1024 RSA Modulus Size, n = pg

lp 512 p=2psc+1l, p,pscNP

lq 512 q=2qs¢+1, ¢,qs¢NP

I 120 I, <le—lp—1lg—3

[ 160 User Secret Size, Attributes Size

lg 80 Error Size (source name 1_statzk)
L 160 Hash Size, lg <l., lg >k

Ly 1508 ln+lp4+1g +max{ly, +1,+3,l,+2} +1
le 405 lg+1g +max{ly, +4,1,+2}+1, eNP
Ly 1104 ln+1g

lnyslng 80 lg

Ly, I~ 1344 ln+2lp+1g

Ly 1508 Ly

by, 1104 ln+1g

lz 360 U+1ls+1n

lz 1748 ly+ly+lg

Iy, 5 401 lm+l¢+lH+1
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B Appendix: HM12 Security Parameters

Tab. B.1: System parameter sizes (in bits) used in HM12 scheme according to the
security parameter x = 160 that corresponds to Security Strength = 80 defined
by NIST [2].

Parameter Bitlength Note

Ly 160 Hash Size

la 80 User Secret Size

lg 80 Error Size

lp 1024 pOP

lq 160 qlp—1, 2,

Iy 1024 OU Modulus Size, n = r2s
Ly 360 r=2r'+1, r,7’OP, [.>4.5l,
I 304 s=2s"+1, s,sNP

L, 160 2,

L, 80 la

L, 352 Ly <1y

ls, 200 2.5,

ls, 80 lg

l53—1 80 la

kg 160 24

Ly, 560 lo+1lg+ kg +luw

Ly, 480 lo +1g +1Kg+lw,

lyy 732 lp+1lg+1gg+lusy

lrg 400 lo+1g+1Kkg
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