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Abstract. Using modern methods to control vehicle access is becoming more
common. At present, various approaches and ideas are emerging on how to en-
sure the access in use cases reflecting car rental services, car sharing, and fleet
management, where the process of assigning car access to individual users is dy-
namic and yet must be secure. In this paper, we show that this challenge can be
resolved by a combination of the PKI technology and an access management sys-
tem. We implemented a vehicle key validation process into an embedded plat-
form (ESP32) and measured the real-time parameters of this process to evaluate
the user experience. Utilizing the SHA256-RSA cipher suite with the key length
of 3072 bits, we measured the validation time of 46.6 milliseconds. The results
indicate that the user experience is not worsened by the entry delays arising from
the limited computing power of embedded platforms, even when using key
lengths that meet the 2020 NIST recommendations for systems to be deployed
until 2030 and beyond.
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1 Introduction

Controlled vehicle access is ensured via various technical solutions. In the consumer
domain, wireless technologies based on RF (Radio Frequency) and NFC (Near Field
Communication) have prevailed. Currently, cars allow access (unlocking the door and
starting the engine) only in the presence of the correct code transmitted from the user's
unigue mechanical key with an embedded transponder; thus, the user must have such a
key. Although this widely used approach is considered secure enough, threats such as
replay-attack and relay-attack still need to be addressed. Moreover, the solution exploit-
ing a physical key is not convenient for scenarios like granting access to the company
fleet vehicles or car sharing, i.e., scenarios where the physical key needs to be passed
from one person to another.

These scenarios require a rather quick transfer of the access, ideally without the need
to manipulate with the physical key. In general, solutions based on traditional car keys
with an integrated RF transponder in the car sharing sector tend to cause many prob-
lems. Multiple challenges need to be solved to ensure a reliable and secure operation of
key control management, including that presented [1]:



»  Combating unauthorized vehicle usage;

» resolving lost and misplaced car keys;

«  keeping track of the keys when the user is an outside contractor;
» reducing the risk if a third party is involved.

1.1  Standard car access methods

A rental/car share (RCS) and other management systems can employ barcodes, QR
(Quick Response) codes (or NFC/RFID), GPS, and mobile apps coupled with a wireless
network to enable customers to bypass the reservation desk. The backend servers and
mobile applications communicate with a lock module integrated in the vehicle to main-
tain the valid codes (keys) and control the access. Presently, such an approach is pa-
tented by [2].

Another patent [3] describes the use of Smart card systems in connection with trans-
portation services; the smart card acts as a user ID that not only controls the access to
the vehicle but also manages the driver-specific settings.

The above patents describe a car sharing and fleet management system ensuring sup-
port for symmetric cipher technologies (mostly provided by the AES-CBC cipher algo-
rithm), which is prone to various attacks, namely, the replay attack, cipher algorithm
attack, brute force, password guessing, and cipher key compromising; such situations
occur especially if insufficient key lengths are used (below 128 bits). Current recom-
mendations for future-proof security solutions (2030 and beyond) advise using sym-
metric encryption algorithms with a key size of at least 128 bits [17]; however, to allow
truly long-term protection against mathematical attacks and quantum computing, a key
size of 256 bits is sometimes recommended [18].

1.2 Using PKI in the automotive domain

The intention to use PKI (Public Key Infrastructure) in the automotive domain is not
new. In this context, for example, let us point to reference [4], which already in 2006
outlined the possibilities of incorporating more advanced security methods, including
the application of PKI, in car sharing, fleet management, and various other scenarios.
However, as regards car sharing or fleet management, no detailed solution involving an
architecture diagram and/or a detailed description of the functionality and performance
has been published to date. The PKI-based technology can be advantageously employed
in the car access scenario to facilitate access rights validation including offline valida-
tion through validating the digital certificate. In general, the most typical scenarios for
the use of PKI in the automotive field are:

* V2X communication;

»  car or car component authentication;

»  secured car access.

The current role of the PKI technology in the automotive environment rests mainly
in aiding message security (message authentication) within the V2X communication
scenario, where communication between cars or cars and RSUs (Road-Side Units) must



be digitally signed to prevent misuse of the system by an attacker or another malicious
entity [5].

A generalized scenario for the application of PKI in motoring relies on authenticat-
ing the car to the outside world (third parties), in terms of authentication exploiting a
unique Vehicle ID assigned to each vehicle by the vehicle manufacturer. Such a func-
tionality is beneficial in the following use cases [6]:

» identifying the vehicle throughout its lifecycle (in repair shops, for example);

» upgrading the software or firmware in the control units of the car;

e ensure secure communication in telematic applications, including vehicle
tracking and fleet management;

» securely manage or replace car keys if these are, for example, lost or broken.

Additionally, vehicle authentication is a prerequisite for V2X certificate enrollment.
Another scenario employing PKI in the automotive domain is the security of networked
devices (ECUs - Electronic Control Units) inside the car [7]. The goal is to prevent
potential external and internal attackers from modifying the devices or spoofing the
firmware during the firmware upgrade. These tasks require reliable and trusted key
management at the level of the in-vehicle communication networks.

1.3 PKI problems and limitations in car access management

The implementation of the PKI technology in vehicle access management also intro-
duces some technical challenges and limitations. The major issues include insufficient
computing resources in automotive equipment. Further, we have to consider the chal-
lenging automotive qualification process as regards long-term component reliability,
and, importantly the fact that the PKI concept itself brings some specific challenges.
The distributed authentication can be exploited advantageously in standard situations;
however, problems may occur in non-standard situations, e.g., if the key was issued
correctly but returned unexpectedly before expiring (e.g., late cancelation of a vehicle
reservation). A solution utilizing the standard revocation process is inadequate in some
of the scenarios.

The revocation process can be performed via various methods or instruments: the
CRL - Certificate Revocation List, CRT - Certificate Revocation Tree, OCSP - Online
Certificate Status Protocol, Novomodo, or short-lived certificates. Each of these options
has its advantages and drawbacks, such as computational complexity, connectivity de-
pendence, and available memory [8]. Although the OCSP technique appears to be the
best choice for embedded devices, it needs permanent Internet connection to remain
functional. Regrettably, such connectivity may not be feasible, and offline car access
key validation has to be relied on. This lack of connectivity is typical in the underground
garage environment or during a DoS (Denial of Service) attack. For the scenario (use
case car sharing and fleet management) concerning access to a vehicle, it is, therefore,
most advantageous to use the short-lived certificate method, possibly in combination
with the OCSP.

By evaluating the computational complexity of the security algorithms providing
PKI operations (pairing, request creation, certificate signing, authentication), it has
been found [9] that the longest operation rests in the validation of a certificate against



a CA certificate or even a certificate chain. In [9], the author states that the best verifi-
cation times on the Raspberry PI platform are 2.542 seconds in the RSA algorithm with
the key length of 1024 bits and 8.905 seconds in the ECC algorithm with the key length
of 1024 bits. Verification exceeding 1 second is hardly acceptable for the average user;
it is accepted that 1 second corresponds approximately to the limit of the user’s flow of
thought [19] and thus also the limit of the broadly acceptable time delay while interact-
ing with a vehicle. In bad weather conditions, above all, any noticeable delay is highly
unwelcome.

Even when using computing platforms with limited computing power compared to
standard platforms, we have to reduce the time required for these operations, or, more
concretely, the key validation task.

1.4 Alternative approaches to car access

Importantly, a set of other, more sophisticated, approaches towards key management
security for cars are available to resolve the problems above; these options involve,
above all, principles on a blockchain basis. According to our survey, however, such
approaches are only theoretical or have remained in the prototype phase at best.

The instruments and tools include, for example, the P3KI-based system, or Decen-
tralized Offline Authorization for 10T (Internet of Things) in general. This system is
based on the Web-of-Trust concept, using rescinding instead of explicit centralized cer-
tificate revocation. In this setup, the nodes ”change their minds” about who they trust
and to what degree they do so [20].

Applying Smart Contracts (based on the blockchain theory) to secure car sharing
systems allows these schemes to operate without a trusted intermediary. The use of
smart contracts deployed on the Ethereum blockchain ensures that full-fledged car shar-
ing functionalities along with various countermeasures to tackle malicious behavior are
provided [10]. While this approach is theoretical and has not been employed yet, it
embodies one of the possible ways the car sharing solution in the future.

SePCAR is a privacy-enhancing protocol to facilitate car access provision based on
the public ledger. It delivers generation, update, revocation, and distribution mecha-
nisms for access tokens to shared cars, together with procedures to solve disputes and
to deal with law enforcement requests in, for instance, car accidents. The proof-of-con-
cept implementation shows that SePCAR takes 1.55 seconds to provide car access [11].
We find this concept promising and appreciate the mathematical proof; however, in-
corporation into a real system necessitates a significantly higher amount of work,
mostly in the form of standardization.

Through an extension and continuation of SePCAR, the HERMES tool [12] was
designed and evaluated. HERMES securely outsources vehicle access token generation
operations to a set of untrusted servers by concealing the secret keys of vehicles and
the transaction details from the servers, including the vehicle booking details, access
token information, and user and vehicle identities. The tool is built on the multipart
computation protocols HtMAC-MiMC and CBC-MAC-AES. The authors suggest that
the generation of a token is 42 times faster compared to the previous SePCAR and
access token operations performed on a prototype vehicle on-board unit, which take



approximately 62.1 millisecond. We assume this is a perfectly acceptable value be-
cause, from the user’s perspective, delays close to 100 milliseconds are considered neg-
ligible and perceived as instantaneous.

In access control, standard ICT techniques already exist, including but not limited to
Radius (described in RFC 3579) and Diameter (described in RFC 3588). However,
these are intended for advanced access control in intangible objects (service, software).
The techniques also define a specific approach to securing the communication, i.e.,
physical permission or denial of the communication, the actual way of negotiating with
a participant, and permanent connection to the server. We, therefore, consider such so-
lutions unsuitable for the vehicle access scenarios.

1.5  The security of the PKI system

PKI is based on X.509 certificates, which exploit one of the following asymmetric ci-
pher algorithms:

e RSA (utilizing the factoring of large numbers, and the RSA problem);

e DSA, El Gamal (based on non-effective solving of the discrete logarithm);

e ECC (elliptic curves).
From the perspective of security, without side-channel attacks, PKI exploits the com-
plexity of the applied cipher algorithm.

In source [13], the authors use a testbed evaluating the performance and energy con-
sumption of Transport Layer Security (TLS) 1.2 ECC (Elliptic Curve) Cryptography
and RSA (Rivest-Shamir-Adleman) cipher suites (that comply with the TLS 1.3 stand-
ard requirements, whose introduction is currently at the preparatory stage). The results
show that ECC outperforms RSA in both energy consumption and data throughput for
all of the tested security levels. Moreover, the importance of selecting a proper ECC
curve is highlighted.

Certificates according to X.509 version 3 (RFC 3280 and its descendant, the RFC
5280 [21]) standard, are mostly utilized for the authentication and securing of commu-
nication. The standard defines the structure of the certificate and processes concerning
certificate formation and validation. As the cipher suite, the SHA256-RSA or the
SHA256-ECDSA is most often used followed by Base64 encoding. In addition to im-
plementation and architecture issues, this technology also suffers from security flaws
relating to the encryption mechanism itself; among the most feared attacks on the cipher
algorithm is the creation of a hash collision, where two valid certificates are involved,
one of which is forged and potentially dangerous. In addition, if an attacker has a valid
CA certificate with the CA attribute, he or she can generate additional certificates based
on this spoofed certificate, which will be valid during the authentication process [14].

An analysis of the new standard for secured communication [15] shows that some
encryption algorithms (e.g., AES-CBC or MD-5) are no longer supported. Regrettably,
to date, the TLS 1.3 standard has not yet been fully implemented and deployed in the
embedded world. Therefore, technologies according to the TLS 1.2 standard, which is
already known to contain security issues, are still being employed in new devices. The
TLS1.3 standard also brings support for the embedded world, i.e., devices with less
computing power, and 10T devices, i.e., devices with limited connectivity and higher



security requirements. The authors also claim that some vulnerabilities remain present
despite the state-of-the-art status of the TLS 1.3.

The validation process of a certificate which complies with the X.509 standard is
performed against the ancestor certificate, which itself is validated against its ancestor
certificate. This hierarchic queue of certificates is called a chain of certificates [16].
Such mechanism implies that a leaf (client) certificate must be validated against its
ancestor certificate (a car sharing company or a fleet management service in our case).

2 The proposed concept

The essence of the proposed approach lies in using the PKI (Public Key Infrastructure)
technology based on X.509 certificates to assure the security of the in-vehicle access
control. In the car sharing and fleet management scenario, the access is managed by a
backend server (Figure 1). In our solution, the key empowers the user only for a short
time (short-lived certificates to assure off-line certificate revocation), and the key is
linked to the individual vehicle reservation. Furthermore, the reservation cancelation
function based on OCSP (Online Certificate Status Protocol) is also implemented in
our solution to manage changes in the status of the individual keys (reservations); the
backend server uses the OCSP-based revocation; this function, obviously, requires an
active connection. When the vehicle is off-line, the short-lived certificate technology is
used as a backup to increase the resilience of the solution against a DoS attack at the
connectivity.
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Fig.1. The block diagram of the vehicle access system (car sharing or fleet management).
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2.1  Architecture

By adopting PKI for the purposes of the access control system in physical objects, we,
map services normally provided by the standard components of the PKI system (RA,
VA, CA) to the individual components of the car sharing system. The access device (an
in-vehicle ECU controlling the door lock via a CAN communication network) is inte-
grated into the physical object (a vehicle), thus acting as a validation authority (VA).
As such, it verifies the validity of the certificates that are presented to it when the user
attempts to open the vehicle. Within the certificate, an active reservation with valid
parameters is embedded. A mobile user application (installed in the client’s phone), i.€.,
the reservation service, acts as a registration authority (RA) because it ensures the cre-
ation of new keys (reservations) with certain parameters (the start and end of the reser-
vation; company name; and, optionally, vehicle designation) by forwarding these re-
quests to the certification authority (CA).
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The advantage of this solution is that the protected physical asset (a vehicle) does not
have to be actively connected to the Internet during the key validation process (reser-
vation). This corresponds to situations where, for example, the car is in a garage or a
place without Internet connectivity. On the other hand, the business model of the com-
pany providing the service must be set appropriately to prevent misuse of the possibility
of making reservation just before accessing the object (vehicle) while the object itself
is without active connectivity. These situations are outlined at the end of the paper.

Figure 2 describes a diagram of the proposed solution, where the PKI infrastructure
ensures the dynamic access control to the vehicle. The system is designed as a server
database application in conjunction with a mobile application providing an interface for
the customers. The individual components of this system, therefore, take over the indi-
vidual functions of the PKI technology.

This architecture thus represents a case where the entire PKI-based infrastructure
runs and is provided by the operator company (car sharing or fleet management). The
second, and perhaps the more frequent case will be the architecture, where the PKI
infrastructure, including the root certificates, will be outsourced to a specialized com-
pany providing the PKI services. In such cases, the service providers (car sharing or
fleet management) will only be intermediaries, i.e., they will maintain intermediate cer-
tificates (Figure 3).

Key management Car managament
service service certificate
(Root CA) (intermediate CA)

Client certificate

(Car key)

Fig. 3. A certificate chain reflecting the mode in which the key management service can be au-
tonomous, instead of being a part of the car sharing or fleet management system.

2.2 X.509 adaptation

The virtual reservation key is represented by a valid certificate according to the
X.509v3 standard (described in RFC 3280). As mentioned earlier, this standard defines
not only the process of handling certificates but also their structures. Thus, the certifi-
cate (acting as a key to the vehicle) encapsulates parameters such as the beginning and
end of the reservation, or, optionally, the object designation in the case of using one
root key for multiple devices (vehicles). The user to whom a valid certificate is issued
(e.g., a paid reservation) produces this certificate (sent utilizing the short-range tech-
nology) at the car access device of the given object, whose access is controlled. To
allow usage in the vehicle access control scenario, i.e., in the use case for car sharing
and fleet management, the attributes of the certificate are filled in according to Table 1.

Table 1. The attributes modified against the X.509 standard.

Attribute Description Meaning in our scenario Sample data

Version Certificate ver- Unchanged 1
sion



Serial Number Certificate se-  Certificate serial number of 2

rial number car-sharing company PKI
Signature Al-  Cipher suite de- Unchanged SHA256-RSA
gorithm scription
Validity Certificate va-  The time span which de-

lidity fines the exercisability of

the virtual key
Not Before May 9 13:30:00
2021 GMT
Not After May 10 15:00:00
2021 GMT

Subject Subject of the  Customer (car sharing) or ~ Customer name

certificate employee (fleet manage-

ment)

Subject Public Unchanged
Key Info
Public Key Public key al-  Unchanged RSA 2048 bit
Algorithm gorithm identi-

fication
Public key Unchanged Data
Issuer Unique  (optional) Not used
Identifier
Subject (optional) Not used
Unique Identi-
fier
X509v3 exten- (optional) Not used
sions
2.3 Special situations

When using the PKI technology to represent and manage virtual keys for use cases like
car sharing and/or fleet management, various situations may arise due to the combina-
tion of business models and security technologies that do not meet the limitations of the
applied technologies.
Such situations include late cancellation of the reservation of a vehicle, which itself

is off-line. In such a situation, the canceled reservation will be considered valid when
validated because the car access device has no response from the OCSP server. The
possible solutions are:
« Do not accept the reservation cancelation request when the vehicle is parked in

a location without connectivity. This solution should be reflected in the business

model and service conditions.

« Do not deliver the certificate (create certificate) until the reservation is non-can-

celable.
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Another situation leading to potential trouble is one where, for some reason, two or
more certificates (virtual keys) are valid at the same time. This includes the scenario in
which there is a group of people traveling together and thus needing to access the same
vehicle. Another scenario that might require concurrent access to the vehicle includes
various emergencies, including the need to access the vehicle for unplanned mainte-
nance/service. Therefore, the basic solution described above still has to be enhanced to
accommodate for such non-standard uses, e.qg,. by using additional attributes that would
in more detail define the rights associated with the given certificate (unlock the vehicle,
switch on the vehicle, drive the vehicle, service the vehicle, etc.).

2.4 Evaluating the validation time for a certificate

We measured (Table 2) the validation time of the end certificate (virtual vehicle key)
against the root certificate on an Espressif ESP32 platform, employing an Extensa 32-
bit core @ 240 MHz, 530 KiB SRAM, with a cryptographic HW Accelerator to support
SHA-256, AES, RSA, and RNG). We used Mbed TLS libraries with TLS 1.2 version
as the internal API for the cryptographic operations (TLS 1.3 is not fully implemented
at present). For all measurements, the root and client certificates were already in the
ESP32 memory, and the number of levels of the certification chain equals one, i.e., we
validated the client certificate against one parent certificate (issued by the car sharing
service or fleet management service). During the measurements, all necessary services
had already been initialized (performed in the MCU start-up phase).

The executed measurements show the results of the verification of a certificate based
on RSA (1024 bits, 2048 bits, 3072 bits, and 4096 bits) and ECDSA exploiting the
X9.62 curve (256 bits). Each result was calculated from 1,000 measurements, and there-
fore the average, maximum, and variance values are provided. For each algorithm, we
separately distinguished the length of the encryption key.

Table 2. The measurement of the validation time.

Algorithm  Key length [bits] Average [ms] Max [ms]  Variance [ms]

RSA 1024 6.15 10.62 0.04
RSA 2048 21.63 31.88 0.21
RSA 3072 46.61 64.88 0.67
RSA 4096 81.22 108.43 1.48
ECDSA 256 635.15 636.05 0.05

2.5  Limitations of the study

While the incorporation of the PKI technology into the vehicle access system (car shar-
ing or fleet management) was found successful, several limitations arose simultane-
ously, due in particular to the limitations of PKI technology and associated standards.
For example, to ensure the non-repudiation and traceability of the vehicle “ownership”
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a car key management system (the backend part) cannot be implemented in such a way
that the business operator can freely create and pass car keys. This is surely an ad-
vantage from the security perspective but also a drawback because there is no full priv-
ileged master in the system, capable of solving every special situation that was unac-
counted for during the business process design.

In addition, the system is vulnerable to X.509 attacks, i.e., the following issues:

e The private root could be compromised.

* Revocating the root certificate is a challenge.

»  The car access rights are aggregated in a single file, implying problems with the
car key management (mostly in a mobile app.).

»  The root CA cannot prohibit intermediated CAs (car sharing companies) from
issuing certificates (car keys) for vehicles they do not own.

*  The car key management company (car sharing or fleet management) has to
form a long-term certificate to create the public authority imported into every
car access device. Before the root certificate expires, the new root certificate
must be uploaded in every device. Such a situation can be solved by a secured
OTA update.

3 Conclusion

We proposed and defined a car management system architecture, exploiting the PKI
technology for the car access scenario. Using the X.509, we defined the attributes of a
car access key/certificate and the process of creating, signing, and validating it as in-
corporated into the car access system. On the ESP32 platform, we performed multiple
measurements of the certificate validation process duration. The results show that the
validation of the RSA certificate with the key length of 3,072 bits takes only 46.61
milliseconds on the average and 64.88 milliseconds at the maximum. This key length
meets the protection level recommendations relating to the period after 2030, as pro-
vided by NIST[17] and NSA [18]. Moreover, the results indicate that a solution requir-
ing the validation of multiple certificates to grant access to a vehicle can provide satis-
factory short entry delays.

Thus, low computing power does not constitute a problem if we utilize key lengths that
provide a high level of security for both the present time and the near future.
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