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Systémovad odolnost a socioekonomicka rizika kritické infrastruktury v éfe hybridnich hrozeb

Skolitel: Zaméfeni studia:? Forma studia:? Téma:?

prof. Dr. habil. Ing. Pavel Foltin, Ph.D. BTES K \

Téma studia (nazev Cesky):

Systémovd odolnost a socioekonomickad rizika kritické infrastruktury v ére hybridnich hrozeb

Téma studia (nazev anglicky):

Systemic Resilience and Socio-economic Risks of Critical Infrastructure in the Era of Hybrid Threats

Popis (anotace) Cesky:

Disertacni prdce se zaméri na analyzu socioekonomickych rizik a faktort ovliviiujicich systémovou
odolnost kritické infrastruktury v ére dynamicky se ménicich bezpecnostnich hrozeb. Vyzkum
propoji technické, ekonomické a spolecenské aspekty fungovdni infrastruktury s dirazem na
modelovani domino a kaskddovych efekt, digitdlni zavislosti a nové formy hybridnich naruseni.

Cilem prdce bude navrhnout integrovany rdmec pro hodnoceni a predikci odolnosti (resilience
assessment framework), ktery umozni identifikovat klicové zranitelnosti, socioekonomické dopady
a prioritni opatreni na urovni systémdi verejné spravy a soukromych provozovateld.

Vyzkum vyuZije metody simulaci, analyzy scéndarG a pokrocilych datovych technik (machine
learning, network analytics) pro tvorbu modeli predikce rizik a dopad..

Popis (anotace) anglicky:

The dissertation will focus on analysing socio-economic risks and factors influencing the systemic
resilience of critical infrastructure in the era of dynamically evolving hybrid threats. The research
will integrate technical, economic, and social dimensions of infrastructure performance,
emphasizing modelling of domino and cascading effects, digital dependencies, and new forms of
hybrid disruptions.

The main goal is to develop an integrated Resilience Assessment Framework for identifying
vulnerabilities, socio-economic impacts, and strategic priorities for both public authorities and
private operators.

The study will apply simulation, scenario analysis, and advanced data techniques (machine
learning, network analytics) to predict risk dynamics and cross-sector impacts on critical
infrastructure systems.

Ocekavany prinos (novost) ¢esky:

Prinosem prdce bude vytvoreni metodiky a modelu pro hodnoceni systémové odolnosti kritické
infrastruktury, kterd zohledni socioekonomické interakce, digitdini provdzanost a hybridni hrozby.
Novost spocivd v mezioborovém pristupu kombinujicim principy soudniho inZenyrstvi, datové
analytiky a bezpecnostnich studii. Vysledky mohou podpofit strategické rozhodovdni v oblasti
krizového fizeni, obrany a verejné politiky, a prispét tak k posileni odolnosti spolecnosti jako celku.

Ocekavany ptinos (novost) anglicky:

The contribution of the dissertation will consist in developing a methodology and model for
assessing the systemic resilience of critical infrastructure, taking into account socio-economiq
interactions, digital interdependencies, and hybrid threats. The novelty lies in an interdisciplinary,
approach that combines the principles of forensic engineering, data analytics, and security studies.
The results can support strategic decision-making in crisis management, defence, and public policy,
thereby contributing to strengthening the overall resilience of society.
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Odolnost a bezpecnost distribu¢nich rfetézch: modelovani rizik, dopadd a systémové obnovy

Skolitel: Zaméfeni studia:? Forma studia:? Téma:?

prof. Dr. habil. Ing. Pavel Foltin, Ph.D. BTES K \

Téma studia (nazev Cesky):

Odolnost a bezpecnost distribucnich Fetézcii: modelovani rizik, dopadii a systémové obnovy

Téma studia (nazev anglicky):

Resilience and Security of Supply Chains: Modelling Risks, Impacts, and Systemic Recovery

Popis (anotace) Cesky:

Disertacni prdce se zaméri na vyzkum odolnosti a bezpecnosti distribucnich fetézci s dirazem na
hodnoceni rizik a dopadi naruseni v kontextu méniciho se geopolitického a ekonomického
prostredi. Zvldstni pozornost bude vénovdna kritickym distribu¢nim sitim, napf. v oblasti
zdsobovdni ndhradnimi dily, dopravnich komponent Ci strategickych materidlt, kde zpoZdéni nebo
preruseni doddvek muZe zpusobit retézové efekty.

Cilem prdce je vytvorit metodiku pro hodnoceni odolnosti dodavatelskych a distribucnich retézct
zaloZenou na kombinaci analyzy rizik, modelovdni scéndri, a simulaci pomoci digitdlnich dvojcat
(digital twins). Vyzkum bude integrovat ekonomické a bezpecnostni aspekty (véetné dopadu na
verejny sektor, dopravni infrastrukturu a primyslové podniky) a vyuZije poznatky z aktudinich
projekti zamérenych na resilience, risk modelling a socioekonomické hodnoceni.

Popis (anotace) anglicky:

The dissertation will focus on the resilience and security of supply and distribution chains, with an
emphasis on risk assessment and impact evaluation in the context of changing geopolitical and
economic conditions. Special attention will be given to critical supply networks, such as spare parts
logistics, transport components, or strategic materials, where disruptions may trigger cascading
effects.

The main objective is to develop a methodology for assessing the resilience of supply chains by
combining risk analysis, scenario modelling, and simulation using digital twin technology. The
research will integrate economic and security dimensions, including effects on public infrastructure
and industrial systems, and will build on the findings of current research projects addressing
resilience, risk evaluation, and socio-economic impact modelling.

Ocekavany prinos (novost) Cesky:

Prinosem prdce bude ndvrh integrovaného rdmce pro hodnoceni a predikci rizik v distribucnich
retézcich, ktery umoZni simulovat a kvantifikovat dopady jejich naruseni. Novost spocivd v propojeni
metod soudniho inZenyrstvi, systémové analyzy a datové rizeného modelovdni s vyuZitim princip(
digitdlnich dvojcat a machine learningu. Vysledky mohou byt vyuZitelné pro strategické fizeni rizik v
dopravnich, logistickych a primyslovych systémech, a také jako podklad pro rozhodovaci procesy
verejné spravy a krizového fizeni pfi zajisténi kontinuity doddvek.

Ocekavany prinos (novost) anglicky:

The contribution of the dissertation will consist in designing an integrated framework for risk
assessment and prediction in supply and distribution chains, enabling the simulation and
quantification of disruption impacts. The novelty lies in the integration of forensic engineering
methods, systems analysis, and data-driven modelling, utilizing digital twin principles and machine
learning techniques. The results can support strategic risk management in transport, logistics, and
industrial systems, as well as decision-making processes in public administration and crisis
management aimed at ensuring supply chain continuity and systemic resilience.
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Geoekonomické Soky a odolnost dodavatelskych retézcl v éfe globalni nejistoty

Skolitel: Zaméreni studia:* Forma studia:? Téma:?

prof. Dr. habil. Ing. Pavel Foltin, Ph.D. BTES K Vv

Téma studia (nazev Cesky):

Geoekonomické Soky a odolnost dodavatelskych Fetézcii v ére globdlni nejistoty

Téma studia (nazev anglicky):

Geo-economic Shocks and Supply Chain Resilience in the Age of Global Uncertainty

Popis (anotace) cesky:

Disertacni prdce se zaméri na analyzu dopadli geoekonomickych sokii na odolnost a adaptabilitu
mezindrodnich dodavatelskych rfetézci. Mezi tyto Soky patfi ozbrojené konflikty, obchodni sankce,
surovinové krize, pandemie Ci zmény v globdlnich obchodnich trasdch. Cilem prdce bude identifikovat
klicové faktory, které ovliviiuji schopnost podnik( a stdti reagovat na tyto narusujici uddlosti a udrZet
kontinuitu zdsobovdni.

Vyzkum bude kombinovat analyzu makroekonomickych dat, modelovdni hodnotovych retézcu (value
chain modelling) a simulace odolnosti s vyuZitim indikdtor(i ekonomické sloZitosti, obchodnich toki a
digitdIni zdavislosti. Soucdsti prdce bude také ndvrh metodiky pro hodnoceni geoekonomické resilience
vybranych odvétvi a regiont s dirazem na strategické komodity a infrastrukturu.

Popis (anotace) anglicky:

The dissertation will focus on analysing the impacts of geo-economic shocks on the resilience and
adaptability of global supply chains. Such shocks include armed conflicts, trade sanctions, resource
crises, pandemics, and disruptions to global trade routes. The aim of the research is to identify key
factors influencing the ability of enterprises and states to respond to these disruptions and maintain
supply continuity.

The study will combine macroeconomic data analysis, value chain modelling, and resilience simulations
using indicators of economic complexity, trade interdependence, and digital dependency. The research
will also develop a methodology for assessing geo-economic resilience of selected sectors and regions,
with a focus on strategic commodities and critical infrastructure.

Ocekavany prinos (novost) Cesky:

Prinosem prdce bude vytvoreni metodického a analytického rdmce pro hodnoceni geoekonomické
resilience dodavatelskych retézcl, ktery umozni identifikovat zranitelnosti a predvidat dopady
budoucich soki. Novost spociva v propojeni ekonometrickych analyz, modelovani obchodnich siti a
principt resilience engineeringu do jednoho systému hodnoceni. Vysledky mohou byt vyuZity pro
strategické pldnovdni v oblasti primyslové a obchodni politiky, krizového Fizeni a ekonomické
bezpecnosti na ndrodni i mezindrodni trovni.

Ocekavany ptinos (novost) anglicky:

The dissertation will contribute by developing a methodological and analytical framework for assessing
the geo-economic resilience of supply chains, enabling the identification of vulnerabilities and the
prediction of future shock impacts. The novelty lies in integrating econometric analysis, trade network
modelling, and resilience engineering principles into a unified evaluation system. The results can
support strategic planning in industrial and trade policy, crisis management, and economic security at
both national and international levels.




