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Abstract

This thesis focuses on usable security, which links computer science, human-computer
interaction, and information technology security. The research focuses on understanding
user behavior and its impact on security measures. It shows that even the best security
mechanism can fail if it is not understandable and usable by the user.

The first part of the thesis focuses more generally on usable security and presents the
author’s results in this area. These include user perceptions of security policies, educating
future IT professionals, and the impact of new technologies on user security. In this case,
the authors focus on deepfakes and people’s ability to detect them.

The second part focuses on user authentication. It provides context for its various uses
and then examines voice and facial biometrics and their resilience to deepfake attacks in
detail. It gives examples of different types of attacks utilizing deepfakes and their impact.
Next, we discuss the possible protection mechanisms which can range from deepfake
detection methods to legislative measures.
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Chapter 1

Introduction

IT security is a complex field, which, in practice, is often simplified to mere technical
measures. However, well-managed security encompasses many areas, from process def-
inition, risk analysis, setting the context of the environment, technical measures, the se-
curity documentation, to end users. Unfortunately, we see that the consideration of the
human factor is often neglected despite its crucial importance. Thus, my research focuses
primarily on areas of security that are closely linked to the end users of technologies.

A field that focuses, among other things, on exploring the usability of security tech-
nologies and understanding how users handle these technologies is usable security [1].
Usable security is a subfield of computer science, human-computer interaction, and cy-
bersecurity. One of the fundamental narratives of usable security is that a secure technical
element should ideally not allow a user to make a wrong security decision.

Research in user behavior is essential, as understanding real user behavior is the key
to correctly designing protective measures to have the intended effect in real-world envi-
ronments. It is crucial to avoid the false sense of security that can be created, for example,
by using a high-quality and complicated security measure that the user cannot operate in
reality and so bypasses it. However, usable security is not exclusively aimed at end-users;
it encompasses a wide range of IT expertise, including IT professionals.

I have spent a significant part of my career outside of academia working on develop-
ing and operating IT technologies and leading various IT teams with varying expertise.
On one hand, this has caused a visible publication gap, on the other hand, I have gained
valuable practical experience. Often, I had the opportunity to observe first-hand the im-
pact on security when the human component is not adequately addressed. As an example,
I will share the findings from one of the projects I participated in.

The aim of the project was to update the university security policy. During its update,
one of the goals was to ensure that users understood it better. This activity was also
combined with research, where we measured the impact of user education in this area
alongside the policy development.

It turned out that we could not properly evaluate the approach used and its impact
because ordinary users, in the end, did not access and read the policy at all after it was
published and promoted. The work put into making the policy more understandable to
users has gone to waste, as the element of informing users that a new guideline exists has
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failed. The fact that the directive was binding on users played no role.

This example only confirms that a more comprehensive approach is needed to ensure
user security. In addition to deploying appropriate technical tools, this includes under-
standing how the user works with these tools and ensuring ongoing user education. The
next crucial step is transferring the identified weaknesses and vulnerabilities to the sys-
tem designers, which enables them to improve their solutions and better target the training
content and various supporting methodologies for working with the tools.

My research has dealt with, among other things, the areas mentioned above, and this
thesis presents my research contributions. This thesis is designed as a collection of works
accompanied by an explanatory commentary. The aim is not to present new scientific
results but to explain the context of the author’s scientific activity in detail, highlight the
relationship of the individual results, and relate them to the existing literature.

In my Ph.D. thesis, 1 addressed selected issues of behavioral patterns in computer
security, where I was primarily engaged in developing a novel concept of biometric au-
thentication based on visually evoked potentials [A1, A2]. Secondly, I investigated the
effects of email user behavior on the effectiveness of anonymization systems [A3, A4,
AS].

This habilitation thesis loosely builds on my previous work with other related topics -
user behavior when using selected security tools, future I'T professionals’ education, and
deepfakes’ impact on voice and face biometrics.

Some of my works [A6, A7, A8, A9] also cover areas of legislation topics, as the
law is also part of the broader context in which IT security needs to be addressed. 1 have
chosen not to include these works in this thesis because they are mostly focused on Czech
law and thus have a limited impact.

The work presented in this thesis is based on research conducted with co-authors from
our laboratory and research collaborations with co-authors from several different faculties
of Masaryk University. I acknowledge the use of DeepL as a support tool for writing in
English and the use of Grammarly for grammar correction.

The rest of the thesis is organized as follows.

Chapter 2 introduces usable security, focuses on user behavior, and investigates how
users handle the selected security mechanisms. Specifically, we cover three areas: how
ordinary users perceive security policy as the primary security management tool, how to
educate future IT professionals in secure coding effectively, and finally, we focus on the
properties of user authentication security mechanisms.

In the last mentioned area, we explore the phenomenon of deepfakes, which introduces
many additional security risks. To better understand how serious the problem is, we
conducted a series of experiments to test people’s ability to recognize deepfakes. The
results revealed major weaknesses that need to be addressed.

In the next part in Chapter 3, we focus on user-related security measures. We take
a closer look at the resilience of authentication mechanisms. To thoroughly map this
issue, we have researched possible attacks based on deepfakes, evaluated the resilience
of current authentication against these attacks, evaluated existing detection mechanisms,
and proposed new approaches.

Chapter 4 concludes the thesis and outlines our future research directions.
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At the end of each chapter is the list of the author’s publications contributing to the
topic, with several representative papers attached in Part II. In Part II, we also describe
the author’s contributions to the papers contained in this thesis.



Chapter 2

Usable Security

Usable security focuses on integrating security in an end-user-friendly way [2]. Usable se-
curity research has been ongoing for more than twenty years. The community has already
understood that users are part of the solution how to increase security and that the prob-
lem is not them but the lack of usability of security mechanisms [3]. Also, psychological
effects such as fatigue from security decisions need to be taken into account [4].

Major areas and challenges in usable security include authentication, encryption, so-
cial engineering, security dialogs and warnings, and privacy [4, 5]. However, to show
that the whole eld is much more diverse, we will give a few more examples to illustrate
the diversity of the topic: Green et al. [6] show the importance of usable API design,
Fischer et al. [7] pointed to the issue of stack over ow code reuse, which without deeper
understanding results in security issues, and Chiasson et al. [8] focused on the process
part, namely guidelines for security management interfaces. To add to the variety, we can
also mention our research focused on antivirus software users [A10]. We have proven that
a simple text change can provide a clearer presentation of the security bene ts to the user
and lead to greater use of more advanced security solutions.

Despite the fact that usable security research is growing and yielding many results, it
typically focuses on end users and lacks research results focused on IT professionals [5].
In our research, we therefore also focused on user groups other than ordinary users.

2.1 Security Policy

In this section, we take a closer look at security policies and their application as their us-
ability is considered crucial to in uence users to behave securely [9]. Many observations
and experiments [10, 11, 12] show that while policies have been with us for years, there
is still a big gap between their mere existence and their actual use. This could be the
reason why most security professionals still consider users as the top data breach risk and
deem that users are negligent or just simply break the security poliry the contrary,
overloading users with security requirements can lead to a negative effect [13].

Ihttps://www.darkreading.com/cyber-risk/despite-rise-of-third-party-concerns-end-users-still-the-
biggest-security-risk
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Figure 2.1: The graph reports the share of users who never read the directive and the share of users
reporting not knowing the content. These trends contrast with the decreasing share of users who
shared their university passwords. Figure taken from [A11].

Authors contribution

In our research [All], we were interested in how users at the university work with the
security policy. We had the great opportunity to participate in modernizing the security
directive at Masaryk University, so we decided that besides implementing modern trends
into the directive, we would also design surveys to measure the impact of these changes
on the user-reported security behavior.

We designed a long-term study to nd out if users are complying with the security
policy. Three times in ve years we surveyed a sample of students (from 600 in the rst
year to 1300 in the last year of the survey) to nd out whether they read the directive and
knew its content. We were also interested in their security behavior in different situations
such as sharing a password or if they regularly apply security updates. | was responsible
for setting up the data collection environment and implementing the survey.

We measured three phases, awareness before the publication of the new directive,
awareness after the publication of the new directive and the noti cation through standard
channels, and awareness after the implementation of the additional information campaign.

The additional campaign focused on several security issues, such as password shar-
ing or the scope of malware, and was launched two months after the policy was issued
through standard institutional channels; we also highlighted the existence of the new se-
curity directive. We ran the campaign in the university magazine as well as on several
university Facebook groups.

The nal results were inconclusive. Despite all the campaigning, users were read-
ing the directive less and less. The number of people who have never seen it at all has
increased by 10% over the years — to an alarming 73%.

In contrast, the reported user security behavior was surprisingly quite reasonable —
and often improving. Over time, students began to behave more safely on their own. For
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example, password sharing between students has decreased from nearly 50% to just 36%
(see Figure 2.1). We can say that in areas of endpoint protection or handling passwords
users behave reasonably. Whether this was due to exposure to external sources of rele-
vant information or a more naturally increased adoption of technologies, remains to be
investigated in future work.

Our results showed that education has completely missed the mark in this area of secu-
rity. The additional objectives were then irrelevant - it is impossible to evaluate efforts to
improve the readability of the directive if nearly nobody reads it. This only demonstrates
the need to adequately inform users when deploying security measures.

2.2 Education of future IT professionals

In this section, we will look at another area where security education has been very ef-
fective for change and has had additional positive impacts. Education is one of the few
security mechanisms that affects people directly. Continuous security awareness is a fun-
damental pillar of security. However, it needs to re ect the current situation and threats
to be effective. Education must also consider the target audience, where educating the
general population against common cybercrime will be designed differently than, for ex-
ample, educating future IT professionals.

The topic of education and its effectiveness is very relevant to me because, in addition
to research activities, | am also responsible for teaching the cybersecurity specialization
courses at our faculty. | believe that to provide quality education and increase its effective-
ness, it is necessary to bring new concepts of teaching, to integrate teaching and practice
more closely, and, where appropriate, to investigate the impact of new technologies on
teaching and learning [A12].

Education in computer science degrees puts a strong emphasis on practicality and
due to a broad curriculum it is often dif cult to cover more than fundamentals of each
subject [14, 15, 16]. When it comes to IT students who are not security-focused, they
usually obtain only a brief introduction to cybersecurity. The problem remains even if the
student's focus is purely on cybersecurity, where we must also consider another factor -
the curriculum time allocation structure, which is often limited. Thus, more general topics
such as encryption, authentication, or IT security management usually have priority over
narrow areas such as ethical hacking [A13].

However, even this narrow area can bring many bene ts - e.g. it allows the student to
better understand how an attacker thinks, and what tools are available to him, which in
practice makes it easier to create secure products.

Given that the educational system, especially in regions such as the Czech Republic,
is insuf cient in addressing the ethical aspects of hacking [14], we have further focused
on this area since it is considered an important piece of cybersecurity professional skillset
by a substantial portion of the community [17, 18, 19]. At the same time, we wanted to
emphasize the involvement of practical tasks, which provide students with valuable ex-
perience, allow them to test their technical knowledge, and further develop non-technical
skills [20].
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Figure 2.2: Orientation of participants on the topic of ethical hacking before and after the project.
Participants were ordered by skill level before the project. Figure taken from [A13].

Authors contribution

Our research focused on integrating real-world Bug Bounty Programs (BBPS) into an
academic curriculum as this allows students to work with real systems during their studies.
Bug Bounty challenge is a security measure used to increase product security [21]. It is
based on the principle of using external entities (ethical hackers) to nd vulnerabilities
in your system [22]. It usually includes a suitable incentive system involving nancial
rewards to encourage participation in the program [23].

| was part of a broader project team developing a methodology for a responsible cyber
security vulnerability reporting program primarily aimed at SMEs. The knowledge we
gained from this projeétwas also used during the preparations of articles in this area.

The main contribution of our work that focused on using bug bounties in educa-
tion [A13] is the design of the concept of incorporating real-world bug bounties into teach-
ing and practical veri cation of its effectiveness and pedagogical implications (e.g., pro-
viding motivation or how to evaluate students without penalizing them for failing a hunt
or how to provide a safe environment for the student from a legislative perspective).

We implemented the proposed solution in a secure coding course at our faculty to
evaluate our idea. Students could voluntarily choose a new type of project to solve dur-
ing the semester, where they participated in a real-world bug bounty. The goal was not
a successful solution (that was a bonus) but learning appropriate techniques and describ-
ing their implementation during the bug bounty. The students were provided with ed-
ucational materials and instructed on the requirements to participate in the BBPs. The
project evaluation was followed by a questionnaire survey to nd out further details. We
supplemented the results with information from the project reports.

| was responsible for the entire execution of the experiment. | designed the way to inte-

2https://www.muni.cz/vyzkum/projekty/43686
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Table 2.1: Personal likings of the project as reported by students. The responses ranged from
1 -5, where 1 means the worst (negative) and 5 means the best (positive). Sydwuites the
standard deviation. Table taken from [A13].

Question Mean

How much would you like to see this type of project incorporated indo 0.85
regular teaching?

Is the project content bene cial even if the participant has a career pa@l 0.79
outside of cybersecurity?

How do you feel about working in a real environment on real products?  3.92 0.99

How important is the project's social impact to you (helping to improve42  1.08
real safety)

grate BB into the subject and project assignment, de ned learning areas, created a survey,
evaluated the project solutions, and conducted data collection and evaluation.

Primarily, we were interested in the answer to whether students can successfully solve
BBPs and what impact this type of project involving a practical scenario has on the stu-
dent's knowledge.

The main result is that all students were able to successfully solve the assignment
and their understanding of ethical hacking increased (see Figure 2.2). In evaluating the
projects, we did not observe a signi cant deviation from other types of projects. Some
students even succeeded in nding and reporting a real vulnerability. Upon completion of
the project, students reported a good understanding of the topic, a practical understanding
of the different phases of penetration testing, an understanding of the attacker's perspec-
tive and capabilities, and a working knowledge of ethical hacking tools. Other interesting
results include the fact that students found the knowledge they gained bene cial even if
they plan to pursue a career outside of cybersecurity, as well as the interest of some to
pursue BBPs in their spare time. We also investigated participants' views on questions
regarding their personal likings of the project as shown in Table 2.1.

The conducted research is only the rst phase of an ongoing longitudinal study aimed
at further continuous validation and re nement of the concept.

In our other work [A14], we have elaborated on how the inclusion of other collabo-
rating organizations in our concept can bring further positive effects. This is one of the
ways to partially solve the problem of the lack of specialists, which, for example, the state
institutions suffer from. They can use students to test their infrastructures and possibly
discover existing vulnerabilities, leading to remediation and increased security without
the need for further investment. Bene cially, this opportunity gives students the chance
to test their knowledge and skills on real infrastructure.

However, using BBP brings with it certain risks, from breaking the law by hackers to
data leakage by BBP providers, that must be mitigated. Therefore, we have focused more
on the operators of BBPs in our work, and we have shared the lessons learned.

My role in this research was to provide additional information regarding the imple-
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mentation of the experiment. My task was also to review proposed legal concepts in the
context of operational IT to re ect the actual eld situation encountered by IT profession-
als.

To further support this activity, we have conducted an analysis of the legal aspects
of cybersecurity vulnerability disclosure [A15], which puts this issue in the context of
the European directives such as NIS 2 [24] and provides the legal framework needed to
effectively and safely implement a bug bounty program. My task was again to review
proposed legal concepts in the context of operational IT to re ect the actual eld situation
encountered by IT professionals.

2.3 Human recognition of deepfakes

In this section, we focus on the challenges brought by the rapid development of generative
Al as managing information security is a continuous process that must consider the devel-
opment of new technologies. These, in addition to their bene ts, also bring new threats.
Signi cant increases in the quality and availability of generative Al models and tools in
recent years have enabled the creation of quality synthetic media (voice, images, video),
even for people lacking a technological background. Over the last few years, this has led
to a signi cant increase in attacks that use deepfakes - voice, image, or a combination of
the two [A16].

Deepfakes are a subset of synthetic media that depict events that never happened and
can be used for malicious purposes [A17]. The term itself is a combination of wesgs
learning andfake Deepfakes are created using deep neural networks, depicting events
that never happened to entertain, defame individuals, spread fake news, and others [25].

Typical directions of attack are theft and scams, the spread of fake news and hate
propaganda, spoo ng attacks on biometrics, defamation, and identity thefts. Although
the range of attacks can vary widely - from defamation of a single person to fake news
spread with high impact potentially in uencing geopolitical situatiribe typical target
remains the human being. Recognizing the synthetic medium from the real one is crucial
to ensure resistance to these attacks. Another form of defense may be to deploy additional
technical means to help detect a deepfake, but this is discussed in greater detail in the next
chapter.

Research on humans' ability to recognize deepfakes mostly focuses on video and pho-
tos; however, there is also work in the area of audio that covers this area. In image/video
domain, studies on human deepfake detection reveal varying success rates based on image
or video quality, with images achieving 58-70% accuracy and videos as low as 20% for
high-quality deepfakes, increasing to over 80% for lower quality ones [26, 27, 28, 29, 30,
31].

In the voice area, Mai et al. [32] revealed a 73% accuracy rate in identifying deepfake
audio. Miller et al. [33] used a game-based approach and the ASVspoof 2019 dataset [34]
and reported 80% success rate in human detection. Watson et al. [35] investigated audio

Shttps://theconversation.com/deepfakes-in-warfare-new-concerns-emerge-from-their-use-around-the-
russian-invasion-of-ukraine-216393
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deepfake perception among college students. Results showed success rate with a varying
accuracy of 42% to 90% based on the task.

Authors contribution

In our work [A18, A19], we focus on deepfake recognition by humans in the context
of IT security. To better understand how serious the problem is, and to better evaluate
its impact, we conducted a series of experiments to test the ability of humans to detect
deepfakes without any technological support. We also tackled the problem of lacking
a multilingual component; most of the existing research concentrated on English and
other major languages, while we were interested in the impact on languages that are less
represented in the research such as Czech.

Although most of the related published research has demonstrated a relatively high
ability of humans to detect deepfakes, from a security perspective, they had a common
drawback in the design of the experiments. Subjects typically worked in a detector-only
mode, where they had to distinguish between a bona de sample and a deepfake. They
were thus informed about the nature of the experiment. In real attacks, however, the
victim does not have this information. Insuf cient emphasis has also been given to the
effect of varying the quality of deepfakes (which improves over time).

We explored two principal options for the investigation of the human ability to recog-
nize deepfakes:

1. Uninformed recognition - where the intent of the experiment is hidden from the
subject so we can better simulate a real attack.

2. Informed recognition - where subjects are fully informed about the issue of deep-
fakes

My role in this area of research was different from previous ones. | was already
the principal investigator who de ned the direction of our research group in this area.
| identi ed the bottlenecks of the previous experiments and proposed the whole concept
of measuring uninformed recognition using a cover story. | also de ned the methodol-
ogy used. Together with colleagues, we later signi cantly extended the set of analyzed
properties.

For both options, we used a similar methodology: using publicly available state-of-
the-art SW for speech synthesis, we created deepfake samples of the required quality,
which we then used in experiments on a selected demographic group. In addition to the
results obtained by the direct measuring of responses, we also used a questionnaire survey
to obtain additional information.

The initial publication [A18] focused on investigating people's ability to detect deep-
fakes in casual conversation. A major difference from research papers with a similar focus
was the use of a cover story to conceal the nature of the experiment. This allowed us to
investigate situations that are comparable to real attack conditions.

According to the cover story, participants evaluated the usability of voice messages
via the WhatsApp application by playing a gafeo Truths One Liavith a gurant.



12 CHAPTER 2. USABLE SECURITY

Table 2.2: Human ability to identify deepfake recording during casual conversation. Table taken
from [A19].

Reaction during conversation

Reacted 0%
Described unnatural things from the conversation

Poorer audio quality 41.90%
Deepfake sign 3.20%

During the experiment, the gurant was replaced by his deepfake. The experiment aimed
to see if participants would notice the change in some form and thus detect the attack.
However, the results showed almost zero success rate in this scenario.

None of the participants reacted to the deepfake during the conversation. In follow-up
guestions before revealing the main idea of the experiment, only one respondent speci -
cally addressed deepfakes. The participants stated that the reason behind the low success
rate is their focus on content. The possibility of a fraudulent recording did not occur to
them during the interview, which supports our opinion about the need to simulate scenar-
ios close to real attacks. Results are summarized in Table 2.2.

Our experiment showed an extremely high vulnerability of the general population
that was not detected by the design of previous experiments. We believe that we have
addressed a critical gap in existing research.

In the second area [A19], we used a common experimental setup where participants
knew they would be exposed to deepfakes and just decided whether the sample was bona
de or deepfake. In this case, we focused on the effect of deepfake quality on how people
recognize them and other attributes that might play a role, such as primary language,
gender, or prior experience with deepfakes.

The main output of the second part of the experiment was the development of the
quality metric for deepfake speech. Quality can be expected to play a signi cant role in
the success rate of an attack, but it is usually not quanti ed in relevant research beyond
the description of the dataset used. Determining quality value is thus important to make
it easier to compare the results of multiple independent experiments. Moreover, it is also
relevant from the attacker's point of view, which will focus on three key parameters dur-
ing design - Speaker Similarity, Perceptual Evaluation of Speech Quality, and Technical
Evaluation of Speech Quality. Our quality metric covers all mentioned areas. We used
a voice biometric system to measure speaker similarity, Perceptual Evaluation of Speech
Quality (PESQ) to measure the people's subjective opinions of synthetic audio samples,
and Mel Cepstral Distortion to assess speech quality as it is often used in speech synthesis
systems. The measured values were appropriately combined to calculate the nal quality.

This metric was then used to evaluate the dataset used in the experiment. We tested
85 patrticipants (48 men, 37 women) over two months using an online survey.

The results revealed that although none of the deepfakes used so far represented
a threshold quality beyond which they could no longer be detected, the higher quality
made it more challenging to detect deepfakes. Given the rapid advances in technology,
it is likely that the results of a more powerful and modern synthesizer will already be
different.
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Figure 2.3: Plots depicting the accuracy of deepfake detection by gender. Men's accuracy is
shown on the left, and women's on the right. The X-axis indicates the percentage of correctly
identi ed deepfakes, while dual Y-axes show the volume of accurately labeled recordings. The
graphs employ orange (m) and blue (f) to distinguish between recordings voiced by male and
female speakers, respectively, sharing a common X axis but with separate Y axes for each gender's
count of correctly identi ed recordings. Figure taken from [A19].

Next, we considered what effect the output device, gender, or native language, might
have on recognition. As an example of the results, we present here the difference in
recognition of deepfakes between men and women (see Figure 2.3). Our ndings reveal
that men recognized 93.90% of all deepfakes, while women identi ed 77.20%. Speci -
cally, men detected 94.10% of deepfakes spoken by women and 93.70% spoken by men.
Women had a 78.90% accuracy rate for deepfakes voiced by men and 75.50% for those
voiced by women, as shown in Figure 2.3.

This part of the experiments con rmed the results of previous studies but further
showed a strong dependence of recognition on the quality of the deepfakes used, dif-
ferences in perception in the population, and also a strong in uence of the used output
device.

The information gathered is important for further preparation of campaigns to raise
user awareness in this area. The fundamental conclusion is that, with the current trend
of increasing the quality of synthesizers, people will soon completely lose the ability to
recognize a deepfake from a bona de sample. Thus, educational campaigns should also
focus on other areas - explaining attacks and the possibilities of exploiting deepfakes,
explaining the need to change internal processes vulnerable to these attacks, or focusing
on familiarizing users with the use of detection and other protection tools.

We have further incorporated our ndings into the educational campaigns we created
for a diverse community to raise awareness about this issue. As most of the available ma-
terials are in English, we focused on the Czech Republic. We have co-authored a Czech
book for the general population [A20], where we wrote a chapter dedicated to this issue,
we have worked with the banking association and the police to create a national educa-
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tion campaign KYBERTES?, and we have also delivered over 30 training sessions for
business representatives, police, prosecutors, judges, military, and the general population
or students.

Contributed papers

This chapter is based on our 8 research articles, parts of which are included in this thesis.

Articles in collection

[A1l1l] Vashek Matyas, Kamil Malinka, Lydia Kraus, Lenka Knapova, and Agata Kruziko-

va. “Even if users do not read security directives, their behavior is not so catas-
trophic”. In: Commun. ACMb65.1 (December 2021), pp. 37-40. ISSN:0001-0782.
https://doi.org/10.1145/3471928

| helped with the design of experiments and contributed to text writing. | prepared
technical parts necessary for the realization of the experiment such as setting up
the data collection environment and implementing the survey. Contribution 25%.

[A13] Kamil Malinka, Anton Firc, Pavel Loutogk Jakub Vostoupal, Andrej Kstofk,

and Frantisek Kasl. “Using Real-world Bug Bounty Programs in Secure Coding
Course: Experience Reporth: Proceedings of the 2024 on Innovation and Tech-
nology in Computer Science Educativhl. ITICSE 2024. Milan, ltaly: Asso-
ciation for Computing Machinery, 2024, pp. 227-233. ISBN: 9798400706004.
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Chapter 3

Impacts of Deepfakes on Biometric
Authentication

In the previous chapter, we discussed the increase in attacks utilizing deepfakes on peo-
ple. Recently, we have also seen increasing reports of attacks using deepfakes that target
technical resources. An example is using morphed images to fool automated gates at air-
ports [36]. There are also multiple real-world reported attacks involving synthetic speech
in multiple thefts [25, 37, 38, 39, 40]. The scammers posed as the CEO of an energy
company and managed to extort a payment of 250k USD [41]. China has also reported
an incident involving a successful deepfake spoo ng attack on facial recognition. In early
2021, tax fraudsters used deepfake videos to trick the tax invoicing system into accepting
premade deepfake identities to defraud $76.2 million [42].

As shown in the previous chapter, we can't rely on humans' abilities, so we decided to
focus on the technical means they use. Since we want to continue focusing on user-related
security measures, we decided to investigate the area of user authentication and test their
resistance to deepfakes.

Authentication is taken into account while discussing persons or data. The practice of
verifying the original data source is known as data authentication. User authentication is
binding an identity to a subject [43]. The subject must provide some proof of his identity.

In this thesis, we focus on user authentication.
There are usually four ways an entity can provide needed information:

1. What the entity knows (such as passwords or secret information)
2. What the entity has (such as a badge or card)

3. What the entity is (such as ngerprints or retinal characteristics)
4. Where the entity is (such as in front of a particular terminal)

Like any security mechanism, authentication is also vulnerable to various attacks.
Therefore, a combination of single-factor approaches is often used to increase its re-
silience - so-called multi-factor authentication (MFA) [44]. It is also one of the solutions

16
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to partially mitigate the human factor, as users very well accept MFA [45]. In the bank-
ing sector, MFA is even required for some types of sensitive transactions by legislative
standards such as PSD2 [46].

A successful attack on the MFA means a concerted attack on each factor where each
part of the attack must succeed. Since only one of the factors is vulnerable to deepfake-
based attacks, we, therefore, focused primarily on biometric authentication.

3.1 Deepfake-based attacks on biometric authentication

The concept of attacks utilizing deepfakes was de ned more than 10 years ago, and
many studies con rmed the vulnerability of veri cation systems technology to spoof at-
tacks [47]. Also, proof-of-concept on spoo ng voice veri cation was presented at the
2018 Black Hat conference by J. Seymour and A. Aqil [48].

Although the principles of spoo ng attacks and possible defenses were de ned, these
were more general concepts for testing detection methods, which were dif cult to apply
in practice. Previous works examining the feasibility of deepfake-based spoo ng attacks
were focused on testing of detection methods, not the whole deployed systems [49, 50].
How individual attacks could be implemented in practice was not suf ciently investigated,
nor was their impact clear. We have tried to cover this gap with our research. In our
work, we have primarily focused on voice authentication; however, we have research that
overlaps with facial authentication because some of the new attacks integrate multiple
types of deepfakes.

Authors contribution

First, we take advantage of one of our previous works to set the context for the security
of a general authentication method. In our work focusing on e-banking security [A21],
we covered authentication mechanisms with a strong focus on the e-banking speci cs
in greater detail. As the main contributions, we provided a comprehensive overview of
authentication schemes and their security evaluation. We also proposed the taxonomy for
attacks on e-banking compatible with the general authentication taxonomy by NIST [51],
and we discuss security features of authentication schemes in the context of the European
directive - Payment Services Directive version 2 (PSD2) [52], which requires satisfaction
of various features such as strong authentication. In this research, | de ned a taxonomy of
attacks, analyzed legislation, and created an overview of current authentication methods
and their properties in the context of international standards.

However, the most relevant conclusions of this work for the next part of the thesis are
related to biometric authentication. Due to the massive expansion of the use of smart-
phones, the spread of biometrics has increased signi cantly. The main reason is the
excellent usability and integration directly into the smartphone. Biometrics are used to
strengthen the "Know Your Customer” process (KYC, the process for client identi cation
when opening an account, to be done periodically over time) or for device authorization
when using a hardware token, a dynamic password generator, or a secure enclave. One
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Figure 3.1: Visualization of used united taxonomy of deepfakes. Categories are divided according
to the domain and media type. For the facial domain, most of the categories fall under both media
types. Figure taken from [A16].

of our conclusions is that biometrics are still vulnerable to, e.g., replay attacks or man-in-
the-middle attacks. In addition, another new and much more serious threat has emerged,
namely spoo ng through deepfakes.

Impacts of deepfakes

In further research, we focused on deepfakes and investigated their impacts on the types
of biometric authentication that are vulnerable to them - speci cally, voice and face au-
thentication.

In this part, | was again the principal investigator, setting the direction of our research
group in this area and working on the topic with my PhD students. | de ned the need for
detailed research on attacks with a security overlay, determined the appropriate research
methodology, and performed the security analysis. The selected attacks (speci cally at-
tacks on voice assistants) were entirely under my responsibility - from the design of the
focus to the design of the method to the implementation of the experiment and its evalua-
tion.

For a thorough orientation in the eld, we have published a survey [A16], which pro-
vides a united taxonomy for facial and speech deepfake attacks (see Figure 3.1), de nes
differences between each category, and provides an overview of deepfake creation tools,
available datasets, and detection techniques. We also de ne attack vectors for each deep-
fake category. These attack vectors respect the differences in all deepfake categories and
show the potential of each category to spoof biometrics systems and their usability in
other types of attacks.

We can use face swap as an exampface swappingefers to a technique where
a face fromsourcephoto is transferred onto a face inaagetphoto (see Figure 3.2). Face
swapping can be misused, for example, to impersonate someone else on a Zoom call,
pornographic material for slander, or to attack facial biometrics. While face swapping
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Figure 3.2: Face swap. a) The source image (victim), b) The target image (attacker), ¢) The result
of automatic face swap. Figure taken from [A16].

can be more easily computed and performed in real-time, it does not hide most of the
actor's image, so a potential attacker is limited by having to maintain some similarity to
the victim in the actor. In contrast, face reenactment hides the actor completely, making
the attack easier.

In our work [A16], we summarized the latest developments in each category. How-
ever, our main contribution was the analysis of the threats posed by each type of deepfake
and their combination, as well as a review of the current tools. This information gives us
the baseline for performing a correct risk analysis of the deployed system and correctly
assessing the attacker's strengths and capabilities, which, in turn, impacts the proper eval-
uation of the price and the attack's impact.

Practical performing of attacks

While analyzing the current state-of-the-art research, we found a lack of security overlap.
Although the principles of spoo ng attacks and possible defenses were de ned, these
were more general concepts for testing detection methods, which were dif cult to apply
in practice. How individual attacks could be implemented in practice was not suf ciently
investigated, nor was their impact clear. We decided to Il this gap, so we focused on
speci ¢ types of attacks in more detail.

We contributed to authentication security by conducting multiple attacks on state-
of-the-art authentication mechanisms by utilizing relevant deepfake synthetic media and
exploring their feasibility. We also performed an impact analysis of successful attacks.
Speci cally, we focused on voice biometric authentication used in the KYC process and
voice assistants, and next, we also targeted facial biometrics. We used commonly avail-
able tools for the attacks. Our results showed the practical feasibility of selected attack
types and contributed to a better understanding of the whole process. This information is
essential for the design of effective defenses.

Typically, we have tried to target the expected types of attackers: the casual to mod-
erately advanced user who can use commonly available models, the advanced attacker
who can develop custom models tailored to his purpose, and the strongest type of attacker
imaginable in a corporation with unlimited technology. According to the attacker model,
we chose synthesizers of appropriate quality and attack vectors.
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Figure 3.3: Attack scheme. Part A represents non-malicious (genuine) access to customer care call
center, Part B represents malicious access with target voice retrieval phase and speech synthesis.
Figure taken from [A17].

To verify the feasibility of the attacks, evaluate the necessary tools, and assess the
effectiveness, we researched several types of attacks - an attack on the "Know you cus-
tomer” KYC process implemented using voice and facial biometrics [A17, A22] and an
attack on voice assistants [A23]. We managed to execute all the attacks successfully and
proved their high ef ciency. For selected attacks, we evaluated the impact of new tech-
nology (diffusion models) on their success rate [A24].

Attacking KYC process using voice biometrics

First, we focused on the area of customer veri cation in companies providing customer
care call centers, which is often used also for the "Know you customer” (KYC) pro-
cess [Al17]. Usually, setup is a combination of human operator and biometrics (see Fig-
ure 3.3). While the customers talk to the operator about their request, the voice biometrics
system veri es the customer's identity. After successful authentication, the operator exe-
cutes the customer's requested action.

For the practical implementation of the attack, we have chosen the following proce-
dure. First, we created a dataset by using text-to-speech tools for deepfake creation - two
commercial tool©verdub53] andResembleAl54] and one open-source tdReal Time
Voice Cloning[55]. The created dataset consists of genuine and deepfake speech of 100
English and 60 Czech speakers selected from the Common Voice Corpus [56]. Next, we
tested bona de samples and created deepfake samples on two voice biometrics systems:
Microsoft Speaker Recognition AP7] andPhonexia Voice Verify denjé8].
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Figure 3.4: Comparison scores distribution graphs (top) and FMR / FNMR graphs (bottom). The
left plots represent the created English deepfake dataset. The middle plots represent the created
Czech deepfake dataset. The right plots represent the ASVSpoof 2019 challenge dataset [34].
Figure taken from [A17].

We examine the differences by collecting comparison scores of the genuine, impostor,
and deepfake attempts. Then we compare collected comparison scores by plotting score
distribution plots and false non-match rate (FNMR) and false match rate (FMR) curves.

As Figure 3.4 shows, the deepfake dataset performed very well. The deepfake com-
parison score distributions almost identically overlay the genuine comparison score dis-
tributions, showing that the tested voice biometrics systems could not detect synthetic
speech.

The main contribution of the successful practical attack on a state-of-the-art voice
biometric system we have demonstrated in this paper is the exploration and con rmation
of the technical feasibility of the attack and the provision of information on the range of
victim samples needed for a successful full attack. We also investigated the difference
between text-dependent and text-independent veri cation, where text-dependent veri ca-
tion was shown to be more robust to this type of attack. If we combine the results with
the results of attacks on humans, we nd that this method does not provide suf cient
robustness in either part.

Attacking voice assistants using voice biometrics

In our other work, we experimentally demonstrate the vulnerability of four voice assis-
tants (Google Assistant, Siri, Bixby, and Alexa) to attack based on voice deepfakes and
replay attacks [A23]. As part of the experiment, we also evaluate the suitability of the
selected speech synthesis tools for this type of attack. We also analyzed the proposed
scenarios to evaluate the security impacts of demonstrated attacks.

Seventy-two respondents participated in the experiment in a controlled environment.
Each participant was enrolled in all voice assistants and performed 30 bona de authen-
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Figure 3.5: Success rates of attacks on voice assistants. Figure taken from [A23].

tication trials with each assistant. Next, we recorded the participant's speech and created
a deepfake speech using four state-of-the-art speech synthesizers in a text-to-speech (TTS)
setting -CoquiAF* [59], ResembleAl54], TorToiS€60], andXTTS[61]. To perform re-

play attacks, we replayed the original sentences with wake words for each assistant. Next,
we played the wake words synthesized using different tools to all assistants. The success
rate was computed to evaluate the ef cacy of each veri cation attempt.

The breakdown of attack success rates is shown in Figure 3.5. The replay attacks
succeeded approximately every second time, while some of the deepfakes reproduced
the bona de success rates of more than 90%. We then conducted a threat analysis to
discuss a potential attack's impact. The analysis revealed potential privacy breaches and
nancial damage, but also that assistants do not allow activation of critical functions, such
as payments, via voice commands. Overall, we showed the great vulnerability of voice
assistants and the importance of choosing the appropriate authentication mechanism for
a desired use case.

Attacking KYC process based on face biometrics

Another type of attack we experimentally veri ed was the attack on face biometrics [A22].
First, we analyzed the attacker model. Itis important to understand where this kind of
attack makes sense because it is sometimes easier for attackers to use different technical

means (see Figure 3.6).

Based on our analysis, we de ned three categories of system types. The rst cat-
egory includes systems where implementing an attack is dif cult or infeasible. These
cases mostly involve access control, often supplemented by human surveillance, where
an attacker pointing a tablet at the camera would be suspicious and probably caught very
quickly. The second category includes use cases where deepfake spoo ng is unnecessary.

1Discontinued in 12/2023.
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Figure 3.6: Scenarios using facial recognition can be divided into three categories depending on
whether it makes sense to attack them using deepfakes. Category 1: It is dif cult to attack them
with deepfakes. Category 2: It is not worth using deepfakes to attack. This category includes
"Older facial recognition systems”, which refers to all use cases of outdated and poorly designed
systems for which more conventional attack methods are suf cient. Category 3: Appropriate use
of deepfakes in an attack (green solid line). Figure taken from [A22].

Such use cases typically involve outdated or simple facial recognition systems vulnerable
to basic presentation attacks. Thus, the extra effort to create a deepfake is unnecessary
from the attacker's perspective. The third category includes use cases well suited for
deepfake spoo ng attacks, including current biometric authentication or age veri cation
systems. These use cases allow a meaningful implementation of spoo ng attacks because
they mostly use video-based input data for veri cation, and are usually remote (without
surveillance).

Next, we experimentally performed a deepfake-based attack on the selected commer-
cial systemslfFace SDK 3.(J62] andMegamatche{63]) and evaluated its effectiveness.

We tested two scenarios. In the image-to-pro le scenario, only a single facial image
(frame) was extracted from the input video and compared to the user pro le stored in the
database. In multiple-image-to-pro le scenarios, multiple frames were extracted from the
video and compared to the pro le. The scores for each frame were averaged. For both
phases of the experiment, individual images and image sequences of 58 identities were
selected from the Celeb-DF dataset [64] and fed into systems via their API.

Similar to previous attacks, results show insuf cient resilience of current systems.
The plot clearly illustrates a disturbing phenomenon - the overlap between deepfake and
genuine scores (see Figure 3.7). Some of the deepfake samples have reached a suf cient
threshold for acceptance by the system. However, modifying the threshold settings to
also reject these samples would result in a signi cant increase in the rejection of eligible
samples.

Similar results were obtained for the second, more advanced scenario. Using multiple
frames extracted from the video was expected to provide more robustness as it can iden-
tify inconsistencies between these frames. However, the comparison scores distribution
graphs have the same properties as in the previous scenario. The experimental results thus
show the high vulnerability of facial biometrics, where even advanced approaches do not
provide good protection as the systems struggled to identify deepfakes even with multiple
snapshots.
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Figure 3.7: Comparison scores distribution graph on the left and right FMR / FNMR graphs for
the IFace fast mode for image-to-pro le comparisons. Figure taken from [A22].

Impact of diffusion models on speech synthesis

An essential part of deepfake research is the impact of new approaches and models that
can improve the quality of a deepfake or the speed of its creation. Improvement has
implications on the attacker's power, where, for example, the ability to create a deepfake
in real time has signi cant consequences because it enables new types of attacks. To
keep up with the attackers, we explored diffusion models, a novel method for creating
a realistic synthetic speech, and their impact on the attacker's strength [A24].

Diffusion models have emerged as a new technique for producing highly realistic syn-
thetic speech [65]. To evaluate their impact on security, we compare diffusion-generated
deepfakes with non-diffusion-generated ones in the context of their ability to fool the
deepfake speech detectors. We also focus on the quality and characteristics of generated
speech to determine if they present a more signi cant threat.

The experiment aimed to determine whether diffusion-based synthesizers produce
deepfakes of better quality. To verify this, we created a dataset consisting of deepfake
samples created by diffusion synthesizers and non-diffusion synthesizers. We used rep-
resentatives of the four basic synthesizer types: diffusion synthesizers with non-diffusion
vocoders, diffusion-only synthesizers, diffusion-based vocoders, and non-diffusion syn-
thesizers. Next, the datasets was used to evaluate three state-of-the-art (SOTA) deepfake
speech detector&FCC-LCNN[66], Wav2vec + GAT67] andIDSD [A25]. Part of the
experiment also involved evaluating the quality of the synthesized speech.

The results show a low impact of the diffusion models as the effectiveness of detection
remains consistent across both types of synthesizers. Also, the similarity of the speaker
was consistent, and the quality of the generated speech was comparable.

The main contribution is the dataset itself, as we have published the dataset, to enable
further analysis in this area. We also plan to further expand it in the future. The second
contribution is the nding that diffusion models do not introduce additional negatives
and do not increase the strength of an attacker using voice deepfakes. Deepfake samples
produced by these models have similar properties to existing deepfakes and are detectable
by existing detectors at a comparable level.
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Figure 3.8: Deepfake lifecycle with areas allowing mitigation of deepfake threats. Malicious
usages are visualized using dashed (red) lines, and bene cial usages using dotted (green) lines.
Figure taken from [A26].

3.2 Protection against deepfake attacks

In the previous chapters, we have discussed the implementation of attacks using deep-
fakes, the factors affecting their success, and their impact. The results show that they
represent a real threat that needs to be addressed. Thus, we also decided to contribute to
the area of protection methods.

A report [68] published by the U.S. Department of Homeland Security in 2021 pre-
sented broad-based deepfake mitigation measures. Six sequential areas were de ned:
Intent, Research, Create, Disseminate, Viewer Response, and Victim Response. These
areas map the whole cycle from the malicious actor's rstidea to the targeted individual's
response. For each phase, stakeholders and potential mitigation measures are identi ed.
However, the report is oriented towards policymakers and the legal side of mitigation
measures, primarily focusing on the US. The mitigation measures are rather broad and
vague and do not include the required technical details.

In contrast, in our approach, we focus on the technical aspect of deepfake mitigation.
For a better understanding of the problem, we will present the deepfake use lifecycle
and illustrate other applications of protection mechanisms on top of it [A26]. Most of
the discussion that has been devoted to protection mechanisms has focused on deepfake
detection. The disadvantage of this approach is that if detection fails, no other protection is
standing in the way of a successful attack. Detection is thus an important part of building
protection, but it is not the only option.

Deepfake lifecycle

The deepfake lifecycle (see Figure 3.8) is an abstract model describitifptbka deep-
fake from its creation to mis/usage. This lifecycle might be divided into three distinct
areas where deepfake threats might be mitiggbegharation creation andusage

The rst area in the deepfake life cycle is preparation, which includes the following
stages:
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» Data collection The rststep in preparing for the creation of deepfakes is to collect
data that will be used to create them. This may involve collecting images, videos
or utterances of the target individual, along with any other relevant data that can be
used to create a convincing deepfake.

» Data transformation: Once the data has been collected, it may need to be trans-
formed or processed before it can be used for training or inference. This may in-
volve cleaning the data, removing noise or artefacts, or converting it into a format
that can be used by the deepfake creation tool.

» Training the model: After the data has been collected and transformed, the next
step is to train the deepfake model. The training process involves using large la-
belled datasets.

* Fine-tuning the modet Once the model has been trained, it may need to be ne-
tuned or adjusted to improve its performance. Fine-tuning is often done to published
pre-trained models to adjust them to a speci c individual. Much less data is required
than for training the whole model.

Overall, the preparation area of the deepfake life cycle involves collecting and prepar-
ing the data, models, and tools needed to create deepfakes. By collecting high-quality
data, transforming it as needed, training the deepfake model, and ne-tuning it for opti-
mal performance, malicious actors can create convincing and realistic deepfakes.

The second area involves using the prepared data and tools to generate the deepfake
persona. The key stages are as follows:

* Inference: The rst step in creating a deepfake is to use the trained model to gen-
erate the fake media. This process involves using the deepfake tool (speech synthe-
sizer, face-swap application, etc.) to generate images, videos, or utterances based
on the input data collected during the preparation stage.

* Image processing Once the deepfake media has been generated, it may need to be
processed further to improve its quality or enhance its realism. This may involve
using image processing techniques such as noise reduction, color correction, or
sharpening to improve the visual quality of the deepfake.

» Audio processing Besides processing the visual aspect of the deepfake media, au-
dio processing may also be required to improve the quality of the audio included in
the deepfake. This may involve noise reduction, ltering, or equalization techniques
to enhance the audio quality and make it more convincing.

* Integration: Once the deepfake media has been generated and processed, it may
need to be integrated into a larger project or application. This may involve inte-
grating deepfake media into a video editing project, a virtual reality application, or
a social media platform.
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The creation involves using the prepared data and tools to generate deepfake media.
By using the deepfake tool to generate images, videos, or utterances and processing the
media to improve its quality and realism, malicious actors can create highly convincing
and realistic deepfakes that can be used for various purposes.

The third area involves the distribution and misuse of deepfake media. This stage is
critical because it determines the ultimate impact of the deepfake, which can be either
positive or negative. We have already covered various types of misusage in previous
sections.

Protection methods

Protection against deepfakes usually focuses on detection; however, this is deployed in
the last phase of the lifecycle, and failure means a successful attack. Realistically, we
could have a much more diverse range of protection measures deployed in other parts
of the attack lifecycle: watermarking [69], legal regulations such as Al Act [70] and
related legislation (in the preparatory phase) [71], Digital Services Act [72], methods for
obstructing deepfake creation [73, 74], forensics analysis [75], methods ensuring proof of
authenticity [76, 77], or straightforward removal of vulnerable components.

Digital watermarking: Digital watermarking is a process of imperceptibly altering
a piece of data to embed information about the data. Watermarking has been accepted as
an effective and practical technique to protect the copyright of digital multimedia [69].
The watermark should not be easily removed or added to the media, but this is dif cult to
accomplish, so it remains a research problem. The digital watermark might be used in two
major ways:Verifying sourceandMarking synthetic mediarhe rst uses a watermark to
verify the media is genuine [78]. The media capturing device, such as a digital camera,
may add this watermark. The second uses a watermark to mark synthetic media. Devel-
opers of deepfake creation tools, both commercial and open-source, might be required to
include such a watermark in the output of their tools.

Legal regulations: The regulation of deepfakes at both EU and national levels in-
volves a complex framework of hard and soft laws. However, enforcement remains chal-
lenging, often failing to protect victims adequately. The involvement of multiple entities
in the deepfake lifecycle fragments responsibilities. Priority should be given to de ning
the obligations of technology providers and hosting platforms, which play central roles in
creating and disseminating deepfakes. A recent study by van Huijstee et al. [79] compre-
hensively analyses possible ways forward. The most effective regulatory framework for
the Preparation area seems to be the Al Act [70] and related legislation (in the prepara-
tory phase) [71]. Also, in the Creation area, the regulatory framework for Al allows
for the development of labeling guidelines accompanied by a broad obligation to label
deepfake. Furthermore, speci ¢ applications with clearly negative impacts, such as non-
consensual deepfake pornography, should be expressly prohibited. Additionally, the Eu-
ropean democracy action plan [80] offers a suitable instrument for banning deepfakes con-
taining political disinformation and manipulative communication. National-level criminal
law should be revised to encompass and react to creating speci ¢ deepfake tools. The Us-
age area is where the platforms should play the central role in helping to detect deepfakes,
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support victims, and identify perpetrators. Digital Services Act [72] can serve as a basis
for having deepfake detection and authenticity veri cation systems in place. Independent
oversight and increased transparency should allow for the development and deployment
of additional third-party measures and solutions that protect individuals. Furthermore,
GDPR [81], in its current version or with partial revision, provides a suitable vehicle for
additional regulatory measures, primarily EDPB guidefneSDPR is highly relevant

as voice and facial data should be considered as biometric data and protected as special
categories of personal data. On top of that, the trust services introduced by the eIDAS
Regulation [82] could be based on further guidelines and explanations speci ed to be
offered.

Obstructing deepfake creationWe can also try to obstruct deepfake creation. Li
et al. [73] proposed the Landmark Breaker method that disrupts facial landmark extrac-
tion and thus obstructs the usage of facial images for deepfake creation. Khachaturov et
al. [83] proposed a process that allows augmenting any arbitrary image so that any attempt
to edit it using a speci ¢ model will add arbitrary visible information. Such obstruction
techniques might be applied directly by a device used to capture the media, manually by
the creator, or automatically when sharing the media online.

Proof of authenticity: Proofs of authenticity are common for physical media, such as
a certi cate of authenticity (COA) given with the purchase of artwork. A similar concept
might be transferred into the digital domain to prove the authenticity of digital content.
An example of such a system has been presented by Hasan and Salah [76], who use block-
chain technology to pose as proof of authenticity by providing credible and secure trace-
ability to the source. Boneh et al. [77] suggest using a cryptographic content-signing key.
All media exported from a camera would be signed, meaning that every piece of media
would have a digital signature identifying the device used to capture it. The functionality
of this kind is available using ProofMoéle

Deepfake detectionHowever, current deepfake protection efforts focus mainly on
detection. In the area of deepfake face detection methods, there are plenty of methods:
detection based on artifact detection [84, 85, 86, 87], based on deep learning [88, 89], or
based on physiological features such as eye blinking [90, 91].

In the area of deepfake voice detection, the community has long been involved in
developing detection methods. One of the ways is participation in competitions for the
most effective detector - e.g., the recent ASVspoof challenge 5 [92]. However, the transfer
of obtained results to security practice is problematic and slow. Published methods are
mostly not commercially available and not ready for production deployment, leaving users
to defend against the increased attacks that have proliferated in recent years.

Based on ASVspoof challenge 5 restiltsurrent detectors have architectures based
on deep neural networks [92]. Most systems in the challenge are based on the AASIST
framework [93] and pre-trained SSL models, such as Wav2Vec?2 [94] or WavLM [95].

In addition, the authors of the detection methods themselves are aware of the lim-

2https://edpb.europa.eu/our-work-tools/general-guidance/guidelines-

recommendations-best-practices_en
Shttps://github.com/guardianproject/proofmode-android
“https://www.asvspoof.org/
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(a) STFT-Spectrogram (b) CQT-Spectrogram (c) VQT-Spectrogram  (d) IIRT-Spectrogram

(e) Mel-Spectrogram (f) MFCC-Cepstrogram (g) Chromagram

Figure 3.9: Examples of used spectrograms. Each image represents the same recording. Figure
taken from [A25].

itations of their approach - to ensure comparability of results, the dataset used in the
competition is specially prepared. Despite the authors' efforts to update it as much as
possible, it cannot re ect all attacks. It is also often focused on a narrower area. It does
not accentuate the problem of generalization, where even the authors of successful models
themselves point out that the identical successful architecture does not achieve the same
results on other datasets - e.g., the older ASVspoof challenge [96].

Authors contribution

Our goal is primarily to bring the existing eld of detection design closer to real-world
cybersecurity and to emphasize the need to nd effective ways of translating scienti ¢
results into practice so that we have the tools to protect us from previously theoretical
attacks. We also wanted to contribute to the eld, so, in addition to working with meth-
ods that already exist, we designed and evaluated a new detection mechanism based on
spectrogram analysis.

| was primarily responsible for de ning the deepfake lifecycle and nding appropriate
measures for each area. | also de ned the need to focus on areas other than detection.
My role in the case of the detector design was primarily to supervise the methodology.
In the eld of detector comparison, | de ned this research need and participated in the
experimental evaluation of the detectors.

Detection based on spectrogram analysis

In our work [A25], we build on Reimao [97], who rst proposed image-based deepfake
speech detection, and Khochare et al. [98] who later extended the idea and explored the
behavior of Temporal Convolutional Networks (TCNs) with Mel-Spectrogram as input.
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Figure 3.10: Equal Error Rates (EER) for each training dataset and detector. The dashed line
shows the total EER for each detector. Figure taken from [A25].

We designed and implemented various detectors utilizing different spectrograms as
inputs and evaluated their performance and data requirements on multiple datasets.

In the rst part of the experiment, we evaluated the accuracy of selected spectrograms
(see Figure 3.9). In the second part, we investigate the data requirements for each spectro-
gram and compare the spectrograms in terms of storage space consumed, RAM consumed
during training, and time required to extract each spectrogram.

Figure 3.10 shows the comparison of EER collected from all detectors. Our other
results may be of interest in a context where you have limited resources and are looking
for a detector that best handles this limitation. STFT-spectrogram is the most resource-
hungry. It is also the fastest one for extraction. However, in scenarios with unlimited re-
sources, the STFT-spectrogram provides the highest accuracy. The accuracy over known
data is the best when using the MFCC-spectrogram, while its data requirements are among
the lowest. The accuracy over unknown data is the best for Mel-spectrogram and VQT-
spectrogram.

As it turns out, there is no single answer to the question of which detector is most
effective or which dataset is best. Many parameters can be taken into account, and detec-
tor behavior varies signi cantly based on these parameters. It is, therefore, essential to
understand the environment in which such a detector will be used and to set it up to give
the best performance under the given circumstances.

Evaluation of existing detection methods

As already mentioned, comparing the performance of individual detectors is dif cult.
The main reason is the different testing methodologies and test datasets used by the in-
dividual authors. Another key challenge in the eld of false speech detection is gener-
alization—ensuring good detector performance under different and unprecedented con-
ditions, such as different speakers, recording environments, and false speech generation
techniques. While models may excel on their training datasets, they often have prob-
lems with real data, which limits their effectiveness. An important activity in this area,
the ASVSpoof challenge [34], particularly ASVSpoof5 [92], addresses this problem by
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evaluating detectors' generalization capabilities to improve their robustness in practical
applications.

We decided to address both problems in our next work [A27]. We focused on the
problem of a detector comparison and tried to nd an answer to how to develop detectors
in a way that makes them easier to compare because the existing methods used in the
community do not suf ciently re ect the general quality of the detector and its general-
ization capability. We also aimed to provide guidance on how to test and develop new
methods to ease their transition to practice.

We proposed a detailed framework for evaluating and comparing deepfake speech
detectors. Our goal was to provide a testing environment that ensures replicability of
experiments, comparability of deepfake speech detectors, and easy incorporation of new
deepfake speech detectors.

Setting up a proper testing environment is quite complicated, as we can see for ex-
ample in the ASVSpoof challenge. So it is not advisable to force the detector authors
to solve this additional problem and it is useful to provide them with best practices on
how to carry out the evaluation process. While they are pro cient at model design, it
is more complicated to achieve correct verifying processes, which take into account all
advancements.

To showcase the usage of our framework and the bene ts it can bring, we then used
this framework to evaluate 40 state-of-the-art deepfake speech detectors. We performed
extensive experiments, where we extended common approaches by testing for previously
unobserved forms of manipulated speech. In fact, we extended the testing to include
simple modi cations that an attacker could use to prevent detection. We also investigated
the most appropriate detector architecture concerning accuracy and robustness.

The basic principle of the framework is straightforward: it allows us to compare dif-
ferent detectors on different datasets. It provides us consistent environment, as it allows
us to train and evaluate various detectors on the same datasets. This ensures that any
differences in performance are due to the design or characteristics of the detectors rather
than to inconsistencies in the data.

The framework's exibility allows easy expansion with new detectors, validation
datasets, or training data. While adding a new detector is a simple operation, adding
a new validation dataset requires evaluating each detector to obtain valid results. The
most demanding part is the change in training datasets, as it requires complete re-training
of all detectors and their full re-evaluation, which is time and resource-demanding.

To demonstrate our framework, we conducted experiments comparing state-of-the-art
deepfake speech detectors and assessing their robustness, particularly against potential
attacks. We selected 14 publicly available implementations for testing. As some im-
plementations contained multiple models, the total number of tested methods increased
to 40.

To achieve the goal of testing resistance to methods that can be used by a common at-
tacker, it was necessary to create a modi ed dataset that contained the application of these
modi cations to common datasets before the actual testing. We selected modi cations to
simulate real-world audio distortions, including environmental noise (white, street, bird),
compression artifacts (MP3, WMA), frequency reduction, and volume reduction, re ect-
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Figure 3.11: Heatmap visualisation - Each row represents a tested detector and each column mod-
i cation to speech. The visualisation highlights the least robust detectors and the most challenging
modi cations. Green denotes low EER (good), and yellow denotes high EER (bad). Figure taken
from [A27].

ing challenges like lossy transmission, low-quality microphones, and weak signals.

The resulting comparison of detectors yielded several interesting conclusions (see Fig-
ure 3.11). Some detectors show inferior performance compared to others and specialized
architectures proved to outperform more general architectures. As you can see in the
last 5 lines of the gure, the important difference was also played by whether the detec-
tors experienced some form of adversarial sampling during training as they simulated the
challenging conditions of evaluation. Furthermore, it turned out that although the result-
ing architecture is important, the proper training procedure plays a more signi cant role,
as some of the inferior detectors outperformed the better detectors when properly trained
on a well-constructed dataset.

We also veri ed the successful modi cations using biometric authentication to see if
they succeeded for both control mechanisms. This is because in practice we can expect
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interconnection between the detector and the biometrics, where rejection of a sample by
one of the components means automatic rejection. Results show that most modi cations
have little to no effect on the speaker recognition system'’s performance.

We believe that our framework has many uses (and opens up other interesting di-
rections of research): evaluation of new detectors, identi cation of superior approaches,
architectures, and training data, the formal basis for the creation of large-scale deepfake
detection evaluation tools, and a prelude to certi cation of deepfake speech detection sys-
tems involving advanced acceptance testing.

Contributed papers

This chapter is based on our 9 research articles, parts of which are included in this thesis.

Articles in collection

[A21] Kamil Malinka, Ondej Hujnak, Petr Haacek, and Lules Hellebrandt. “E-Banking
Security Study—10 Years Laterin: IEEE Accesdl0 (2022), pp. 16681-16699.
DOI: 10.1109/ACCESS.2022.3149475.

| led the research, proposed the attack taxonomy, cooperated on the analysis, and
signi cantly contributed to text writing. Contribution 35%.

[A16] Anton Firc, Kamil Malinka, and Petr Haeek. “Deepfakes as a threat to a speaker
and facial recognition: An overview of tools and attack vectois®. Heliyon 9.4
(2023), €15090. ISSN: 2405-8440.

DOI: https://doi.org/10.1016/j.heliyon.2023.e15090.

| cooperated on the analysis and contributed to text writing. Contribution 45%.

[A17] Anton Firc and Kamil Malinka. “The Dawn of a Text-Dependent Society: Deep-
fakes as a Threat to Speech Veri cation SystemBi. Proceedings of the 37th
ACM/SIGAPP Symposium on Applied Computi8&C '22. Virtual Event: Asso-
ciation for Computing Machinery, 2022, pp. 1646—-1655. ISBN: 9781450387132.
https://doi.org/10.1145/3477314.3507013.

| cooperated on the design and analysis of experiments and contributed to text writ-
ing. Contribution 50%.

[A23] Kamil Malinka, Anton Firc, Petr Kaka, Tonas Lapsansk, OskarSandor, and
Ivan Homoliak. “Resilience of Voice Assistants to Synthetic Spee¢h’.Com-
puter Security — ESORIC3024. Ed. by Joaquin Garcia-Alfaro, Rafa Kozik,
Micha Chor#&, and Sokratis Katsikas. Cham: Springer Nature Switzerland, 2024,
pp. 66—84. ISBN: 978-3-031-70879-4.

| led the research, proposed the idea of an attack on voice assistants, designed
the experiments, cooperated on the performance of the experiments and analysis of
results, and contributed to text writing. Contribution 48%.
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Other relevant publications

[A22] Milan Salko, Anton Firc, and Kamil Malinka. “Security Implications of Deep-
fakes in Face Authentication’In: Proceedings of the 39th ACM/SIGAPP Sympo-
sium on Applied ComputingSAC '24. Avila, Spain: Association for Computing
Machinery, 2024, pp. 1376-1384. ISBN: 9798400702433.
https://doi.org/10.1145/3605098.3635953.

| cooperated on the design and analysis of experiments and contributed to text writ-
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[A24] Anton Firc, Kamil Malinka, and Petr Haaek. “Diffuse or Confuse: A Diffusion
Deepfake Speech Dataseth: 2024 International Conference of the Biometrics
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DOI: 10.1109/BIOSIG61931.2024.10786752.

| cooperated on the design and analysis of experiments and contributed to text writ-
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cols XXIX 2025. Lecture Notes in Computer Science, Springer.

(accepted, to be published)
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Chapter 4

Conclusion

In this thesis, we presented the summary of our research and its contributions to the areas
of usable security, cybersecurity impacts of deepfakes with a focus on users, attacks on
biometric authentication as well as detection methods, and education topics in cybersecu-
rity.

The observed experience shows the current vulnerability of biometric authentication,
which has no natural defenses against this type of attack. Furthermore, the lessons learned
from the practical implementation of attacks are further applicable e.g., for the develop-
ment of methods for penetration testing of biometric authentication systems, and should
be considered in biometric testing standards and processes. They can also form the basis
for risk analysis in developing and deploying authentication tools. The knowledge gained
in the eld of deepfake detection can help to accelerate the deployment of detectors in
practice.

Our results are used in practice in multiple projects where we are involved. For exam-
ple, we are developing a tool for the police to detect fake voice recordings. Furthermore,
our results are used in educational campaigns, and we have incorporated them into teach-

ing.

Future work

The research presented here can be built upon in multiple areas. We expect usable security
to continue to grow in importance, especially as IT becomes more integrated into all areas
of human activity. Thus, we can expect an increasing number of people working with IT
who do not have in-depth knowledge. In contrast, the new generation that has grown up
with IT is likely to use it for a much wider range of activities than we have been used to.
However, we expect more development in the area of deepfakes as deepfakes bring
new risks to society. Their impact and the number of attacks can be expected to continue
to increase - we expect better social engineering methods that take advantage of people
not recognizing deepfakes. Extremely challenging issues await biometric authentication,
which will likely require adding features to protect it from deepfakes. The use of synthetic
media for fake news, manipulation of public opinion, or to carry out and cover up other
crimes (hate speech, i.e. hate crimes) will increase. All this with continuous improvement
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of the quality and availability of tools for synthesis.

We are also approaching the state of real-time deepfakes (or rather, we are already
there), so we can expect another signi cant increase in new types of attacks combining
voice and image deepfakes and creation, e.g., Iters on MS Teams, allowing attackers
to impersonate victims. Moreover, with the development of language models (ChatGPT,
etc.), the risk of automating attacks with widespread impact is approaching.

Solving each of the problems mentioned above represents an interesting research area.
There is an opportunity for deeper exploration of the human ability to detect deepfakes,
e.g., to analyze the decision-making of forensic experts or to investigate whether and how
people's decisions are in uenced by the provided aid (detectors of different quality).

New methods of raising awareness of deepfake technology and people's resilience can
be developed, e.g., based on repeated exposure to deepfake media or inspired by mock
phishing campaigns.

We can also focus on developing new detectors with more information - e.g., knowl-
edge of the speaker's context and how they speak. There will also be a need to respond to
the creativity of attackers who may start combining real and deepfake media. Thus, there
will be a need to design detectors capable of detecting these scenarios.

The involvement of other IT security areas is also an option. Instead of trying to
solve the generalization problem, one can also focus on other tools to help mitigate the
threats that deepfakes pose. We believe, that our work can help to open a discussion about
whether other proven techniques from other areas of IT security and cryptography might
be applicable in this area to help cover presented attack vectors.
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