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1 Introduction

In an era characterized by rapid technological progress, the intersection of elec-
tronics, communication, and space technologies shows signi cant potential for
altering perceptions of connectivity, data, and space communication. An increas-
ingly interconnected world necessitates e ective, e cient, and far-reaching commu-
nication capabilities. This work explores the domains of Ultra-High Frequency
(UHF) Radio-Frequency ldenti cation (RFID), Low-Power Wide-Area Networks
(LPWANS), and nanosatellite electronics, aiming to expand the horizon of commu-
nication and push its boundaries beyond Earth.

This thesis o ers an exploration of my recent research years, providing both a
comprehensive overview and a detailed examination of each distinct area. While the
subjects vary greatly, they are bound by a common theme: the continuous pursuit
of innovation and re nement of current technologies for a more connected future in
the UHF band.

The structure of this thesis is carefully designed to stitch together research
contributions, o ering a clear and comprehensive overview of my academic work.
Each section illuminates di erent technological areas, shaped by both collabora-
tive and individual e orts. Moreover, the included appendix details educational
contributions, scienti ¢ projects, and outreach activities. This is complemented
by abstracts of selected projects and papers that constitute the foundation of my
research journey.

1.1 The Signi cance of the UHF Band

The Ultra-High Frequency (UHF) band, spanning frequencies between 300 MHz and
3 GHz, serves as a critical link that connects the distinct realms of RFID, LPWANS,
and nanosatellites. Its signi cance is deeply rooted in its unique physical properties
and its historic and evolving applications in the eld of communication.

The UHF band gained prominence with its use in television broadcasting,
establishing it as a fundamental component of mass communication. Its ability
to penetrate through obstacles, such as buildings and foliage, made it a preferred
choice for various applications, particularly in urban and densely populated settings.
As technological paradigms evolved, the UHF band adopted new roles, extending
from mobile communication to the realms of IoT.



The signi cance of the UHF, notably the 433 MHz and 868 MHz subbands,
becomes more apparent through this work. Its favorable propagation characteristics
make it suitable for RFID systems that require dependable communication in the
presence of potential interferences. For LPWANS, speci cally LoRaWAN, the UHF
band supports long-range transmissions with low power consumption. Similarly, in
the vastness of space, nanosatellites utilize this band to ensure robust communication
with ground stations.

1.2 Scope of the Thesis

The thesis presents a comprehensive exploration of RFID, LPWANSs, and nanosatel-
lite communications within the UHF band. Chapter 2 elucidates the evolution and
principles of UHF RFID. Chapter 3 expands the scope to encompass LPWANS,
providing an in-depth view of technologies such as LoRaWAN and the prevailing
challenges. Chapter 4 investigates the intersection of nanosatellites and UHF
communication in space. The concluding Chapter 5 integrates the insights, drawing
overarching conclusions.

In addition, each chapter is supplemented by information on related projects,
applied results, and publications, which are extensively documented in the appen-
dices and bibliography. These references are intended to place my work in the
context of the research and ndings presented in the thesis.

Supplementary content is provided in the appendices. Appendices A and B
provide an account of my academic journey, encompassing teaching, e orts aimed
at popularization, and research projects. Appendix C emphasizes the applied results,
presenting the tangible outputs of my research.

In Appendix D, careful consideration was applied in the selection of papers. The
rst two are conference journals on UHF RFID ranging, distinguished by their high
citation count in the Scopus database. The following papers are journal articles
indexed in the esteemed Web of Science in the SCIE collection. Joint work with
TU Delft explores nanosatellite bus architectures. A specic study focuses on the
unique attributes of the UHF channel sounder. Two articles examine LoRaWAN,
with the second featuring lead authorship in a Q2 ranked journal. The nal article,
a Q1 ranked piece, encapsulates international collaborative e orts on a scientic
nanosatellite and the capability to participate in such a substantial project.
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2 Concepts and Evolution in UHF RFID

2.1 History and Evolution of RFID

The history and evolution of Radio-Frequency ldenti cation (RFID) technology
encompasses decades of scienti ¢ research, commercial applications, and ongoing
advancements. Its roots lie in radar identi cation systems used during World
War 1, with early developments in RFID aimed at di erentiating friendly aircraft

from enemy ones [1]. Commercial RFID applications began to appear in the
late 1970s and 1980s, predominantly using Low-Frequency (LF, 125 134 kHz)
and High-Frequency (HF, 13.56 MHz) bands with inductive coupling for diverse
applications (Fig. 2.1), including animal tracking and access control.

Fig. 2.1: Overview of RFID communication bands with coupling type [1].

A signi cant turning point for RFID occurred with the introduction and wide-
spread adoption of Ultra-High Frequency (UHF, 860 960 MHz) band technology,
which employs radiative coupling. This shift, especially after the international
acceptance of the EPC Gen2 standard, allowed passive RFID to extend the read
range up to 12 meters under optimal conditions and increase data transfer rates.
These enhancements facilitated bulk reading capabilities, leading to transformative
changes in industries such as retail, logistics, and supply chain management.
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2.2 Principles of UHF RFID
Related papers: [2]

The operation of RFID technology is primarily based on the backscattering prin-
ciple [1]. In this process, an active device, often referred to as an interrogator or
reader, initiates communication by transmitting a modulated RF signal toward an
RFID tag. The tag receives this signal with its antenna. In the case of passive tags,
this energy also powers their internal circuits. The tag modulates the impedance
of its antenna in response, creating a scatter in the RF eld. The interrogator
detects this modulated backscatter and decodes it to retrieve the information or
identi cation code carried by the tag.

The interrogator is a complex device often designed with multiple antennas to
handle a variety of propagation issues, especially in the UHF band. It generates the
radio frequency eld that powers passive and semi-passive tags, enabling them to
return data. The RFID tag consists of an antenna and an integrated circuit (IC).
The antenna captures the RF energy from the interrogator, while the IC stores
identi cation data and manages the logic required for communication.

RFID tags are primarily categorized into passive, semi-passive, and active types.
Passive tags, without an internal power source, derive all their operational energy
from the RF eld emitted by the reader. These tags are cost-e ective with an
essentially unlimited operational life, but they o er limited read ranges usually
only a few meters in the UHF band. Semi-passive tags include a battery to power
the internal electronics, but still use backscattering for communication with the
interrogator. These tags have extended read ranges compared to passive tags and
are often used in environments that require sensors or data loggers. Active tags,
equipped with an internal battery, can initiate communication with the reader, as
we examined in [2]. They have the longest read range, often exceeding 100 meters,
but are more expensive and have a limited operational life due to their reliance on
battery power.

2.2.1 Signal Propagation in UHF
Related projects: B.2, B.5, results: C.1, C.2, papers: [3,4,5,6,7]

The initiation of the backscatter radio link (Fig. 2.2) occurs when an interrogator
emits a continuous wave (CW) signal to an RFID tag. The antenna of the tag
captures this energy, utilizing it to power its integrated circuit. For information
transmission back to the interrogator, the impedance of the tag's antenna is
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Fig. 2.2: Signal propagation in a degenerated RFID channel [1]. The red numbers
correspond to distance in the path loss formula, i.e. a backscatter channel with a
distance of 20 m has a similar attenuation as a 4 km feedback channel.

altered, modifying the antenna'’s re ection coe cient [8]. In e ect, the impedance
discrepancy introduced by the tag results in the re ection of a portion of the incident
CW signal back to the interrogator, carrying the tag's information along with it [3,9].

Although the backscattering principle appears straightforward, its practical
application presents substantial di culties, including the challenge of capturing the
weak backscattered signal at the interrogator, which we addressed in [4,5]. The
interrogator must perpetually emit a high-power CW signal for tag activation and
communication, while concurrently detecting a notably weaker backscattered signal
close to its transmitted frequency [6]. This situation creates a signi cant sensitivity
issue for the interrogator's receiver section, necessitating a well-devised isolation
mechanism between the transmitted and received signals. Circulators, lters, and
bistatic antennas are typically employed to address this issue, but attaining high
isolation remains a formidable engineering task with signi cant in uence on system
performance, as we described in [7].

2.2.2 EPC Gen2 Protocol

The Electronic Product Code Class-1 Generation-2 UHF RFID Protocol, or EPC
Gen2 for short, operates in the 860 960 MHz range and is a cornerstone in UHF
RFID systems [10]. GS1 EPCglobal rati ed this globally accepted standard, which
lays the foundation for the physical and logical aspects of a passive backscatter
RFID system and enables communication between RFID tags and interrogators.
A de ning feature of this protocol is the air interface speci cation, describing
the essential modulation and demodulation processes for RF communication. The
protocol supports various modulation schemes, including Double-Sideband Ampli-
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tude Shift Keying (DSB-ASK), Single-Sideband Amplitude Shift Keying (SSB-
ASK), and Phase-Reversal Amplitude Shift Keying (PR-ASK). EPC Gen2 also
provides di erent data rates for the forward and reverse links, adding exibility
in system design.

The EPC Gen2 standard incorporates framing and encoding rules, which deter-
mine the structure of data frames or communication blocks. The protocol prescribes
the frame structure for commands, responses, and data, and allows the use of
encoding schemes like FMO and Miller encoding. These encoding methods optimize
the read rate and range of RFID tags. The standard includes an e cient anti-
collision mechanism, ensuring accurate identi cation of multiple tags in the reader's
eld. A Query command initiates the inventory round with a probabilistic slot-
counter approach (Fig. 2.3). Each tag selects a random time slot to respond (an
approach known as Slotted ALOHA [1]), minimizing collision likelihood and enabling
e cient bulk reading.

Fig. 2.3: Structure of the EPC Gen2 Query command [1].

The EPC Gen2 standard also addresses memory organization. Tags include
multiple memory banks: Reserved EPC, TID, and User. The Reservedmemory
holds critical access and deactivation passwords, while tEPC memory stores the
identi cation code. The TID generally contains the tag's make and model, and
the User memory may hold additional data. Password protection for these memory
banks is possible, enhancing data security.

2.3 Software-De ned UHF RFID Radio
Related results: C.8, papers: [11,12]

Software-De ned Radio (SDR) has emerged as a versatile tool in the realm of

UHF RFID, enabling an array of customizations and innovations. Fundamentally,
SDR facilitates the implementation of radio functions primarily in software, rather
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than hardware, providing increased exibility. In an SDR-based UHF RFID
structure (Fig. 2.4), the components reliant on hardware are reduced, with a majority
of the processing executed in the digital domain [11, 13].

A monostatic arrangement is typically used in such systems, whereby the same
antenna ful lls both transmitting and receiving functions. Signal splitters are
utilized to distinguish the transmitted and received signals, facilitating concurrent
operation. On the receiving (RX) path, the initial stage commonly includes a
Low Noise Amplier (LNA) which ampli es the weak incoming signals. This is
succeeded by a Iter purposed to eliminate out-of-band interference, after which
an 1/Q demodulator separates the signal into its in-phase (I) and quadrature
(Q) components. Analog-to-Digital Converters (ADC) subsequently digitize these
components for additional digital processing, where software algorithms execute
tasks such as demodulation, decoding, and error correction.

On the transmission (TX) path, the originating signal is produced in the digital
domain. A Digital-to-Analog Converter (DAC) transforms this digital signal into an
analog form. Following this, an I/Q modulator merges the in-phase and quadrature

Fig. 2.4: 1/Q transceiver architecture for a software-de ned radio [12].
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components, succeeded by a Iter that shapes the signal to adhere to spectral
requirements. Finally, a Power Ampli er (PA) enhances the signal prior to its
transmission through the antenna.

Certain components are common to both RX and TX paths, inuencing
the overall system performance. A Temperature-Compensated Crystal Oscillator
(TCXO) is often utilized as a stable clock source, and frequency synthesis techniques
are employed to generate the various frequencies required for the system's operation.

Active carrier cancellation (Fig. 2.5) plays a crucial role in SDR-based RFID
systems, particularly in a monostatic con guration [13]. As the same antenna is
utilized for both transmission and reception, the received signal could be dominated
by the powerful transmitted signal. Active carrier cancellation techniques are
adopted to mitigate the e ects of the transmitted carrier in the received signal,
facilitating more precise and sensitive tag reading, as we described in [12].

Fig. 2.5: Carrier cancellation by a destructive interference integrated in an SDR [12].
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2.4 Ranging and Localization
Related projects: B.3, results: C.3, C.6, papers: [12,14,15,16]

Ranging and localization are crucial in extending the capabilities of UHF RFID
systems beyond mere identi cation [17]. The spatial position of a tag, when
understood, bolsters the system's capabilities, becoming valuable for applications
like asset tracking, navigation, and inventory management. A variety of techniques
have been developed to meet these goals, generally falling into categories based on
their underlying principles: ranging, angle, radio map matching, and proximity [18].

Triangulation, trilateration, and multilateration serve as fundamental principles
typically invoked in localization (Fig. 2.6). Triangulation estimates the tag's location
using the angles between the lines of sight from multiple known points. Conversely,
trilateration uses the distances between known points and the tag to determine
its location. While triangulation relies on angles, trilateration uses only distance
measurements. Multilateration, an extension of trilateration, utilizes distance
measurements from more than three points, thus improving accuracy.

Fig. 2.6: Trilateration and triangulation positioning [12].

In the realm of ranging, various methods are used to estimate the distance
between a tag and an interrogator. Among the simplest is the Received Signal
Strength (RSS)-based method, where the distance is calculated based on the received
signal power. However, RSS-based methods often face challenges due to multipath
signal propagation, environmental noise, and interference. Time of Arrival (ToA)
and Time Di erence of Arrival (TDoA) methods calculate distance based on the
time the signal takes to travel between the tag and the interrogator. While these
methods generally o er more accuracy than RSS-based approaches, they are more
complex to implement. Phase of Arrival (PoA) and Phase Dierence of Arrival
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(PDoA) methods, which use the phase of the received signal to estimate distance,
can provide a potentially higher degree of accuracy under certain conditions [19]. We
have signi cantly contributed to the research area of PDoA ranging in [12,14,15,16].

Angle-based methods typically employ the Direction of Arrival (DoA) principle,
where the angle of the incoming signal relative to a reference is used to pinpoint the
tag's location. Usually, multiple antennas or an antenna array are required for this
technique, and it is often paired with ranging methods to improve accuracy.

Radio map matching techniques, often referred to as ngerprinting, utilize pre-
collected data to construct a map of signal characteristics within an environ-
ment [20]. Real-time signal readings are subsequently matched with this map to
localize the tag. Although this method can withstand environmental changes, it
necessitates a comprehensive initial survey. Proximity methods, being the simplest,
merely indicate when a tag is in close proximity to an interrogator. While not
suitable for precise localization, they are e ective for applications like doorway
monitoring or basic asset tracking. These methods were also used in our project
described in Appendix B.3, resulting in demonstrators presented in Appendix C.3
and Appendix C.6.

2.5 Future Directions
Related results: C.8, papers: [11,12]

The evolution of UHF RFID technology in recent decades has facilitated transfor-
mative applications, particularly in logistics, retail, and supply chain management.
Nevertheless, ongoing research seeks to broaden the capabilities and performance
of these systems. This includes advancements in tag and reader hardware [12,13],
re nement of air interface techniques, and the application of software-de ned radio
principles [11].

A signi cant hardware challenge lies in enhancing the read range and reliability
of passive UHF RFID tags, which currently achieve around 10 meters at their peak.
Innovative antenna topologies, ICs with greater sensitivity, and technigques such
as beamforming present potential improvements [18]. Moreover, the creation of
hybrid active-passive tags may provide enhanced performance. On the reader side,
mitigation of interference, isolation mechanisms, and cancellation of interference are
critical areas that require further development.

18



In relation to the air interface, the optimization of modulation, encoding, and
anti-collision protocols for speci ¢ applications remains a vibrant area of research.
Real-time adaptation of parameters such as TX power, data rate, and Q-factor
tuning contributes to reliable tag detection in dynamic environments. Further
standardization and regional harmonization of UHF RFID bands also favor adoption.

SDRs open up various opportunities, including sophisticated interference emula-
tion, over-the-air testing, and prototyping of non-standard scenarios, which we
demonstrated with a device presented in Appendix C.8. Such SDR also enables
functions such as coarse localization and sensing by facilitating channel characteri-
zation, determination of the angle-of-arrival, and phase-based ranging [22].

The rapid progression of UHF RFID is tied to the utilization of innovative
hardware, the enhancement of communication strategies, and the application of
software-de ned radio principles. However, confronting challenges in tag sensitivity,
interference, localization, and real-time adaptation requires concentrated research
e orts.
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3 Exploring LPWANS in the UHF Band

3.1 Introduction to LPWANS

Low-Power Wide-Area Networks (LPWANS) represent a signi cant transformation

in wireless communications, especially for Internet of Things (IoT) applications
(Fig. 3.1). IoT ecosystems increasingly necessitate interconnected devices to oversee,
control, and automate a broad spectrum of functions, from industrial machinery and
agricultural systems to home automation and healthcare apparatus. These devices
often require long-term operation on minimal power while demanding extensive
geographic coverage [23].

Fig. 3.1: LPWAN compared with the other existing technologies [24].

LPWANSs operate at sub-GHz frequencies, taking advantage of better signal
propagation characteristics compared to higher-frequency bands. These networks
are designed to simultaneously optimize power consumption and spectral e ciency,
employing techniques such as spread spectrum modulation and adaptive data rate
selection to ensure robustness against interference and facilitate multiple devices'
coexistence within the same network [25]. Technologies like LoRaWAN, Sigfox, and
NB-IoT present a powerful combination of long-range communication up to tens of
kilometers, low-power operation, and the ability to accommodate a large number of
nodes. These attributes identify LPWANSs as a key technology for 10T applications
that demand long battery life, extended reach, and scalability.
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3.2 LoRaWAN and Other LPWAN Technologies
Related projects: B.3, results: C.7, papers: [2,26]

LoRaWAN (Long Range Wide Area Network) is a speci ¢ protocol and architecture
for LPWANSs, built upon the LoRa (Long Range) modulation (Fig. 3.2). Its
exibility is notable, providing various classes of service to accommodate the diverse
needs of 0T applications [25]. Unlike other LPWAN technologies, such as Sigfox and
Narrowband IoT (NB-loT), LoRaWAN functions in unlicensed frequency bands and

Is often commended for its low power consumption, relatively high data rate, and
open architecture that fosters a more expansive ecosystem. Although Sigfox is also
power-e cient, it typically allows fewer transmitted bytes and is considered more
appropriate for applications that transmit very small and infrequent data bursts.
Conversely, NB-IoT operates in licensed bands and is often incorporated into existing
cellular networks, making it more suitable for applications necessitating higher
quality of service guarantees at the potential cost of increased power consumption.
Thus, the selection among these technologies hinges on a project's speci ¢ needs,
such as data rate, range, battery life, and scalability, but LoRaWAN frequently
excels due to the balance it strikes among these attributes and its broad applicability
in a variety of loT applications [27].

Fig. 3.2: Physical and Communication layers of a LoRaWAN Network [28].

LoRaWAN is a media access control (MAC) layer protocol designed for large-
scale public networks. It depends on the LoRa physical layer and includes features
such as adjustable data rates, two-way communication, and multiple device classes,
making it adaptable for a range of applications, as de demonstrated in [26]. With a
typical RF power constraint of 25 mW, LoRaWAN supports a communication range
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of up to 5 km in urban settings. These diverse capabilities have led to its widespread
adoption across various sectors, placing it as a key component in the evolving IoT
landscape.

The physical layer of LoRa employs a unique modulation scheme known as Chirp
Spread Spectrum (CSS). This method improves long-distance communication and
resilience to narrow-band disruptions by disseminating the information signal across
a wider bandwidth [29]. LoRa modulation is characterized by its spreading factors
(SF). The spreading factor represents the degree of spreading code applied to the
original data signal. Basic LoRa includes six such factors, from SF7 to SF12, with a
larger factor indicating a signal's enhanced ability to travel further without errors.

LoRaWAN classi es devices into three distinct classes A, B, and C to
accommodate dierent application needs and power constraints [30]. Class-A
devices, being the most energy-e cient, are optimal for use cases requiring sporadic
communication, featuring short receiving windows after each transmission. Class-B
devices strike a balance between downlink latency and power usage by synchronizing
with network beacons and using timed receive slots. Class-C devices prioritize
downlink latency minimization at the cost of energy e ciency, keeping receive
windows open for near-instantaneous communication. Furthermore, end devices
utilize a random access transmission approach known as ALOHA, allowing them to
communicate without the need to be paired with a speci c gateway.

The LoRaWAN Class-A communication was engaged in our project described
in Appendix B.3, resulting in a communication system prototype presented in
Appendix C.7 and [2].

3.3 Tra c Monitoring
Related papers: [31, 32]

The importance of real-world, quantitative data for understanding network envi-
ronments and deployments is recognized in the 10T research community [33, 34, 35].
In line with this understanding, we collected and analysed an extensive dataset of
LoRaWAN tra c from four European locations, employing a custom-built hardware
sni er [31]. The design of this snier is publicly accessible online. Distinguishing
our open dataset [32] is the inclusion of uplink, downlink, and Class-B trac,
which expands the scope of what previous datasets o er. Wireshark's LoRaWAN
decoding capabilities were also enhanced to facilitate analysis. The sni er, operating
autonomously when connected to a power source, captures all LoRaWAN tra c in
accordance with the EU868 frequency plan, including the RX2 channel. Itis capable
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of both uplink and downlink reception, which exhibit di ering chirp signal polarities
at the physical LoRa layer, and can receive Class-B beacons transmitted on the RX2
channel.

3.3.1 EUS868 Channel Plan

LoRaWAN operates in the unlicensed radio band, comparable to Wi-Fi, thus
allowing usage without the requirement of licensing fees. However, its radio
frequencies necessitate region-speci ¢ regulations, resulting in slightly varied imple-
mentations across di erent parts of the world. To address these variations, the LoRa
Alliance has developed a Regional Parameters document [36]. These parameters
provide a common basis for channel plans, data rates, and other settings, but also
accommodate country-speci ¢ variations and additional customization by network
server operators.

The focus here is on the EU863 870 band (commonly referred to as EU868),
which is regulated by the ETSI standard, and is widely used in European countries
and even some outside Europe [37]. This UHF band includes three default channels
for end devices to send join messages, with frequencies of 868.1 MHz, 868.3 MHz, and
868.5 MHz. The speci cation allows for a total of up to 16 channels. Although the
default ones cannot be modi ed in devices compliant with LoRaWAN version 1.0.x,
changes can be implemented in newer versions. Additional channels and specic
frequencies for downlink are also in use, especially by networks such as The Things
Network. A typical channel plan is shown in Fig. 3.3.

Fig. 3.3: LoRaWAN EU868 channels [31].
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3.3.2 Encryption and Security
Related papers: [31, 38]

LoRaWAN packets are typically partially encrypted, with decryption keys unavail-
able to devices that might intercept the communication, as we explained in [38].
However, certain attributes of LoORaWAN transmissions remain analyzable without
these keys [30]. Unencrypted elds in a LoRaWAN packet include:

" Message Header (MHDR) : Contains information on the message type
(MType) and the version of LoRaWAN in use.

" Device Address (DevAddr) : A unique 32-bit identi er that di erentiates
an end device within a speci ¢ network.

" Frame Control (FCtrl) : Provides details such as the Adaptive Data Rate
(ADR), Frame Options length, and extra control ags.
" Frame Counter (FCnt) : A 16-bit counter that grows with each uplink

frame, providing protection against replay attacks.

Frame Options (FOpts) : Contains optional MAC-level commands.

" Frame Port (FPort) : Designates the port number for application-specic
or MAC layer interactions.

Both the application payload (FRMPayload) and the Message Integrity Code
(MIC) are encrypted in uplink and downlink packets, requiring the corresponding
keys for decryption and veri cation.

LoRaWAN includes two activation methods: OTAA (Over-the-Air Activation)
and ABP (Activation By Personalization). OTAA involves an end device sending an
encrypted Join Requestwith a pre-set AppKey. The network server validates this
request, generates session keys (NwkSKey for MIC and AppSKey for payload), and
returns a Join Accept message, which includes the allocated DevAddr. Tools like
Wireshark can decrypt these packets for detailed analysis if provided with the right
keys. Conversely, ABP circumvents the need for a join procedure by pre-loading the
end device with session keys and a DevAddr, potentially increasing security risks if
the same keys are used for prolonged periods.

Maintaining the con dentiality of encryption keys is crucial, as our study [31] has
demonstrated that exposed keys are exploited in active LoORaWAN networks. For
instance, Semtech's default key2B7E151628AED2A6ABF7158809CH4R3C was
found in use by RisingHF devices in the Brno region as the AppKey for OTAA
activation. A signi cant number of packets from ABP-activated devices also used
this key for both NwkSKey and AppSKey. The Milesight default key $572404C69-
6E6B4C6F52613230313828B9] was found in OTAA-activated devices in various
locations, including Vienna, Brno, and Liege, primarily on The Things Network
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(TTN). If an unauthorized party captures the completeJoin Requestand Join Accept
pair, they could compute both the NwkSKey and AppSKey, fully decrypting the
communication stream for the a ected device. Such key exposure carries substantial
security implications, threatening data integrity and con dentiality.

3.4 Research Challenges

Related projects: B.1, papers: [2,31,38]

Despite its increasing popularity and adoption, LoRaWAN encounters several chal-
lenges. These challenges have guided various research trends:

N

Scalability and Capacity : As the number of I0T devices in use rises, it
becomes crucial to ensure that LoRaWAN can manage this increase without
a decline in performance. Hence, research dedicated to optimizing network
capacity holds signi cant importance [27, 38].

Security : In light of escalating threats in the digital sphere, securing
LoRaWAN networks is a pressing concern. Strategies to mitigate potential
vulnerabilities, ranging from device authentication to advanced cyber-attacks,
represent a primary research focus [31,40].

Energy Eciency : For loT devices dependent on battery power, energy
consumption is a vital consideration. Thus, further investigation into energy
use reduction, from optimizing transmission power to re ning sleep cycles, is
necessary [2,27].

Quality of Service (QoS) : Maintaining consistent and reliable data trans-
mission in diverse environments, particularly urban areas with numerous
obstructions, presents a challenge. Research aimed at enhancing QoS, through
approaches like adaptive data rate algorithms, is of paramount importance [41].
Class-B in LoRaWAN : Class-B devices in LoRaWAN provide a balance
between Class-A's low power and Class-C's continuous connectivity. They
enable scheduled receive windows, thus o ering greater responsiveness than
Class-A devices without the high power consumption of Class-C. Active
research is underway to optimize the performance and application scenarios
for Class-B devices [31].

loT MESH Networks : MESH networks, characterized by non-hierarchical
device connections and data relay capabilities, o er redundancy and improved
coverage. The integration of LoORaWAN with MESH networking principles has
the potential to bolster network robustness, especially in challenging terrains
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or dense urban environments [42]. Research in this area, presented also in
the project described in Appendix B.1, centers on routing algorithms, energy
e ciency, and scalability.

These domains encapsulate the primary challenges and research directions that
will in uence the future of LoORaWAN and its function within the IoT framework.
As industries and cities become more interlinked, the advancements in LoRaWAN
will have a signi cant impact in fostering innovation and ensuring dependable
connectivity in an increasingly digital world.
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4 Communication with Nanosatellites

4.1 Introduction to Nanosatellites
Related papers: [43,44,45]

The complexity and high expense of traditional satellites have been longstanding
challenges. With the emergence of nanosatellites, also known as Cubesats or Pock-
etQubes, satellite development has become more a ordable and accessible, initially
for university students and now increasingly for commercial applications [46].

A typical Cubesat consists of modular units, each of a standard size of 100
10 cm and a maximum weight of 1.33 kg. These units can be combined in multiples
such as 1.5U, 2U, 3U, and so forth, to create a larger satellite structure, as illustrated
in Fig. 4.1. While this design approach o ers exibility, it also imposes constraints
of size and weight [47].

Fig. 4.1: Various sizes of Cubesat chassis.

The deployment of Cubesats involves a unit called the Poly-picosatellite Orbital
Deployer (P-POD), which is integrated into the launch vehicle. The standardization
brought about by this deployment method has signi cantly reduced launch costs by
establishing xed dimensions and features [48].
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PocketQube is another, smaller format with dimensions of % 5 cm and a
weight limit of 0.25 kg. Like Cubesats, PocketQubes can be modular, with typical
con gurations such as 2P (55 10 cm, weight up to 0.5 kg). The miniaturization
of electronics has been managed successfully; however, energy management presents
a signi cant challenge. Despite this, PocketQubes are generally less expensive to
launch than Cubesats [49].

Nanosatellites are typically deployed in Low Earth Orbit (LEO), which extends
up to 2000 km from Earth. In practical terms, they usually operate within a height
range of 200 800 km [50]. This orbit provides an orbital period of approximately
90 minutes and is the location of most arti cial objects in space, including the
International Space Station (ISS). The two main orbits for nanosatellites are the
one based on the ISS and the heliosynchronous orbit.

Nanosatellites have found a broad range of applications, which can be grouped
into three main categories. Firstly, they support scienti ¢ research by enabling
remote observations of celestial bodies such as the Sun, Moon, and Earth. Main-
taining position stabilization is a known challenge for these cost-e ective units during
precise observation missions. They also perform localized tests, such as temperature
and electromagnetic eld measurements, where directional accuracy is less crucial.
Our recent research includes the detection of gamma-ray bursts [43,44]. Secondly,
nanosatellites have proven valuable for engineering tests, particularly hardware
evaluation, as we presented in [45]. Commercial o -the-shelf (COTS) components
are often used, especially in LEO applications, and have presented few problems.
These satellites also enable experiments in elds such as propulsion, stabilization,
and satellite networking. Lastly, nanosatellites have been used in artistic projects,
merging technical data collection with artistic expression. For example, recorded
radiation levels could be converted into sound or visual art, and some initiatives
even involve sending unique art pieces into space.

4.2 Nanosatellite Electronics

Nanosatellite systems have emerged as a crucial component in space exploration
and commercial applications. Central to their design and operation is the eld
of electronics, facilitating a range of functionalities from payload data collection
to communication. This chapter delves into the distinct electronic subsystems of
a typical nanosatellite, with a particular emphasis on areas such as the onboard
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computer (OBC), communication system (COM), electrical power system (EPS),
attitude determination and control system (ADCS), and antenna release mecha-
nisms [46].

4.2.1 Onboard Computing Systems

At the core of the nanosatellite lies the onboard computer (OBC). The OBC is
instrumental in managing various operations of the satellite, including telemetry
management and payload data collection [46]. The architecture of the OBC
includes a main microcontroller, memory components, and communication inter-
faces. Technologies utilized range from Raspberry Pi or Arduino-based COTS
systems to bare-metal C code operating on processors including Microchip AVR, TI
MSP430, and ARM Cortex-M. Linux systems on hardware-optimized boards with
enhanced reliability are also deployed for missions necessitating complex payload
data processing.

OBC architectures can follow either a centralized or decentralized model. The
centralized model, where all subsystems interact through the OBC, carries the risk of
being a single point of failure, potentially threatening the entire mission if the OBC
fails. Contrarily, decentralized architectures permit subsystems to communicate
independently, increasing resilience despite the increased complexity of the setup.

Regarding robustness, components hardened against radiation (Fig. 4.2) are
designed to resist radiation but are costly and generally not required for Cubesats.
Redundancy serves as another strategy for enhancing reliability. An example of this
is the use of dual OBCs, permitting automatic transition to a backup in the event
of a malfunction.

Fig. 4.2: Comparison of COTS and rad-hard component [51].
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4.2.2 Communication Systems

Communication forms a critical component of any satellite mission. Nanosatellites
frequently operate within VHF and UHF amateur radio bands, although for larger
data transmission, L-band and S-band are employed [46]. While a signi cant number

of nanosatellites are classi ed as amateur to access these frequencies, the increased
commercial use of Cubesats is leading to regulatory challenges.

The transmission protocol typically employs direct frequency modulation at the
physical layer or audio signal frequency modulation at standard speeds. Recent
studies have investigated the use of LoRa modulation, which enables reception even
below noise limits, albeit at slower transmission speeds [52]. Additionally, full-duplex
linear transponders are sometimes used to enable ground station communication via
the satellite.

Antennas used for communication often utilize shape-memory materials like
nitinol or tape measures (Fig. 4.3). Deployment is usually achieved by melting a
nylon wrap using a heating element. Redundant mechanisms are frequently imple-
mented to mitigate potential failures. The design of communication transmissions
must consider signal fading due to the satellite's rotation. As antennas typically
function as dipoles, they possess a radiation minimum in one axis, resulting in
periodic signal dropouts.

Fig. 4.3: Antennas from a tape measure on the HADES satellite.
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4.2.3 Electrical Power Systems

The Electrical Power System (EPS) incorporates solar panels (Fig. 4.4) and
batteries. GaAs-based triple-junction solar panels, achieving e ciencies close to
30%, remain commonplace despite their steep pricing [46]. The use of lithium-ion
batteries is on the rise, although they necessitate complex management systems.
More resilient battery technologies like NiCd and NiMH maintain their usage, given
their space heritage and resilience to mishandling.

Fig. 4.4: Part of a solar panel on PSAT-2.

The EPS also comprises multiple power lines, typically 3.3V and 5V for digital
electronics, and V4 for ampli er output stages. Integrated monitoring and protec-
tions contribute to the system's resilience.

4.2.4 Attitude Determination and Control Systems

The Attitude Determination and Control Systems (ADCS) is critical for preserving
the satellite's spatial orientation. The advent of MEMS technology has encouraged
the use of magnetometers for this task. Stabilization might be passive, utilizing
a permanent magnet, or active, using reaction wheels or magnetorquers. While
complex systems leverage torque rods for adjustments, basic designs frequently
depend solely on passive stabilization [46].
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4.3

Internal Satellite Connections
Related papers: [53]

Compact nanosatellites, such as Cubesats and PocketQubes, depend on complex
internal communication systems for e cient operation. These systems enable
di erent subsystems within the satellite to interact, exchange data, and carry out
commands [54]. Four dominant communication interfaces used in these satellites
include RS-485, 12C, UART, and CAN.

N

RS-485: A serial communication standard employing di erential signaling,

it provides robustness against electrical noise. It's utilized for its capacity
to facilitate reliable long-range communication. RS-485 is useful for UART
communication, o ering an industrial-grade yet energy-consuming physical
layer. Its di erential characteristic ensures e ective elimination of common-
mode noise, crucial in harsh space environment.

I2C (Inter-Integrated Circuit) . A synchronous bus system, 12C employs
a clock and data line for communication. Despite its widespread use in
satellite systems, it faces inherent problems. One signi cant issue with 12C
Is the possibility of bus lock-ups. These can occur when the master module
resets during clock signal generation, causing slave modules to be stuck in a
transaction [53]. The 12C standard does not have an inbuilt timeout, which
can complicate matters. However, a variant, di erential 12C (dI2C), provides

a stronger physical layer, although it necessitates more wires and specialized
driver circuits.

UART (Universal Asynchronous Receiver Transmitter) : UART is an
essential component in numerous microcontrollers and is utilized for asyn-
chronous serial communication. As a point-to-point communication system
that doesn't require a clock signal, it's simpler than 12C. In satellite appli-
cations, UART is frequently used for direct connections, particularly when
interfaced with RS-485 for extended-distance communication.

CAN (Controller Area Network) : Although CAN has an e cient physical
layer, the higher protocol layers are more intricate due to its automotive
sector targeting [53]. However, with appropriate libraries, CAN-based commu-
nication becomes a robust and re ned solution. CAN is notably resilient
to errors and o ers fault con nement features, bene cial under the strict
conditions of space. The CAN protocol enables multi-master operation and
prioritizes messages, making it an excellent choice for systems requiring real-
time capabilities.
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The communication interface selection often hinges on the speci ¢ needs of the
satellite mission. For example, the long-distance capability of RS-485 might be
chosen for satellites where subsystems need to be placed at large distances, whereas
the synchronous nature of I2C might be favored for compact systems where timing
Is essential.

Moreover, the integration of these communication systems comes with its own
set of challenges. Ensuring compatibility between subsystems, particularly when
sourced from di erent manufacturers, is vital. The PC-104 standard, popular in
Cubesats, is based on a 104-pin connector system. Although it oers a sturdy
connection, it isn't universally standardized across all satellites, leading to potential
compatibility issues.

In [53], we stressed the need for a streamlined standard that ful lls future
requirements. RS-485, for example, is often chosen for its good balance between
power consumption and e ective data throughput, outperforming other interfaces
such as 12C and CAN under speci c conditions (Fig. 4.5).

Fig. 4.5: Derivation tree for nanosatellite bus selection [53].

In conclusion, while RS-485, 12C, UART, and CAN each play a crucial role in
satellite communication, the selection and implementation of each are contingent
on the speci ¢ needs and limitations of the satellite mission. Guaranteeing robust,
reliable communication while minimizing potential issues like bus lock-ups or incom-
patibilities is a key determinant of any successful satellite mission.

4.4 UHF Communication in Space
Related papers: [44]

The indispensability of radio communication in space missions cannot be overstated

as it serves as the primary conduit for data transmission and command relay between
satellites and terrestrial control centers. For nanosatellites, operating within the
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speci ¢ constraints of size and power, the selection of communication frequency is of
critical importance. VHF (Very High Frequency) and UHF (Ultra High Frequency)
have emerged as the frequencies of choice for these applications.

Space transmission primarily adopts a digital approach, where direct frequency
modulation is employed at the physical layer [47]. Two modulations are notably
prevalent among the standard speeds widespread in the amateur radio community:

" AFSK (Audio Frequency Shift Keying) . Typically used for 1200 Bd
transmissions, AFSK modulates digital data into audio tones. Its popularity
Is due to its straightforward implementation and e ectiveness, especially in
environments with minimal noise interference.

" FSK (Frequency Shift Keying) with G3RUH standard . For higher
speeds, specically 9600 Bd, the G3RUH FSK modulation is utilized [55].
Named after its developer, this modulation provides a more robust solution
for data transmission in space, ensuring clearer signals, even under challenging
conditions.

At the L2 link layer, the AX.25 protocol is commonly used. This protocol enables
a direct link between two points. A Terminal Node Controller (TNC) implements
the protocol, serving as a bridge between the audio output of the transceiver and
the data input of a computer. The TNC and the computer typically communicate
using the KISS protocol.

Recently, research has explored LoRa modulation, a chirp-based modulation,
which is a form of frequency keying. LoRa's unique capability allows for reception
below the noise limit, resulting in high e ciency [52]. However, this e ciency
sacri ces transmission speed, leading to prolonged transmission times.

Over the past decade, the Cubesat Space Protocol (CSP) has been adopted for
use also in smaller Cubesats like GRBAIpha, as presented in our work [44]. Designed
with a decentralization approach, this protocol treats individual components of a
satellite as distinct nodes. Any node can be addressed, be it a conventional On-Board
Computer (OBC) collecting data or another subsystem. Despite its more complex
setup, the CSP's decentralized structure o ers the advantage of maintaining some
functionality if one of the subsystems fails.

In addition to digital transmission, full-duplex linear transponders are occasion-
ally utilized. These transponders transpose a segment of the radio spectrum from
one frequency band to another, enabling ground stations to communicate through
the satellite with each other. Such systems are usually modulation independent.
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The typical power output for a transmitter on a nanosatellite is around 1 W for
Cubesats. In the case of PocketQube satellites, the power can be as low as hundreds
of milliwatts. Given the mission-critical nature of communication, maintaining
a reliable connection is essential. In terms of data budget, the VHF and UHF
bands encounter limitations imposed by channel bandwidth. Speeds of 1200 Bd and
9600 Bd are feasible, making them suitable for telemetry and command, but not for
transmitting larger data volumes, such as images.

4.4.1 Ground Stations

A ground station is equipped with several essential components for e ective satellite
communication. Antennas, typically with circular polarization, are mounted on an
azimuth-elevation rotator (Fig. 4.6) that requires annual mechanical maintenance
due to weather-induced wear. This rotator is controlled by a PC running satellite
tracking software and is connected to a transceiver via a Terminal Node Controller
(TNC).

Fig. 4.6: Azimuth-elevation rotator.
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Additional components like narrowband lIters or Low Noise Ampli ers (LNAS)
are often included to improve signal quality, especially over longer cable distances.
For initial experiments, simpler ground-plane antennas can be used in place of
rotators; these antennas o er variable gains based on the satellite's elevation.

The community network SatNOGS provides an open-source solution for satellite
reception [56]. Full members with their own ground stations can schedule recording
of satellite passes and even directly decode known telemetry. Overall, the ground
station serves as a multifaceted hub for reliable satellite communication, requiring
regular maintenance and o ering various customization options.

4.5 Low-Cost Nanosatellite Imaging Using SSTV
Related results: C.4, C.5

Nanosatellites, due to their compact and cost-e ective design, have introduced a
new chapter in space exploration. Among their numerous applications, imaging
using Slow-Scan Television (SSTV) has gained attention because of its unique
methodology and broad acceptance in the radio amateur community [57].

SSTV operates by transforming static images into audio signals for radio
frequency transmission. The transmission speed in SSTV is determined by the
chosen mode. Various modes are utilized, such as Robot 36, which transmits an
image in approximately 36 seconds, and Robot 72, taking 72 seconds. The selection
of mode often strikes a balance between transmission speed and image resolution,
with slower modes generally providing more detailed images.

An example of a cost-e ective solution tailored for radio amateurs is the
SatCam PQ, a compact imaging module that we speci cally designed for nanosatel-
lites, as presented in Appendix C.4. It incorporates the OV2640 camera module and
is controlled by the STM32F446 microcontroller. With dimensions of 3838 mm,
it easily ts within PocketQube format satellites. The camera captures images and
prepares them for transmission as SSTV audio.

The practical use of SatCam PQ is demonstrated in the PocketQube HADES
mission, led by AMSAT-EA. Moreover, an earlier version of this module was inte-
grated into the PSAT-2 Cubesat, a project of the US Naval Academy, together with
a PSK transponder presented in Appendix C.5. This Cubesat not only employed the
SSTV camera for imaging but also supported redundant telemetry, giving insights
into various parameters like temperature, voltage, and light conditions.
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Fig. 4.7: SSTV camera for PocketQubes.

A considerable advantage of using SSTV for imaging in nanosatellites is its broad
acceptance within the radio amateur community. As an established mode, SSTV
is familiar to numerous radio enthusiasts. This familiarity ensures that images
transmitted using SSTV from nanosatellites can be quickly identi ed, received,
and decoded by anyone with the necessary knowledge and equipment. This open
and cooperative approach not only encourages engagement but also ensures the
transmitted data is accessible to a wide audience.

The integration of SSTV into nanosatellites demonstrates the potential of using
established radio communication protocols in contemporary satellite technology. It
represents the combination of tradition and innovation, enhancing the inclusivity
and collaboration in space exploration and data acquisition.
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Fig. 4.8: Images from the space transmitted by PSAT-2.
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5 Conclusions

This habilitation thesis facilitates a comprehensive exploration of radio frequency
communication technologies, bridging the distinct yet interconnected domains of
RFID, LPWANSs, and nanosatellite communication. The work serves as a nexus,
integrating the research papers presented in Appendix D. These papers, previously
published in peer-reviewed journals, represent the original scienti ¢ contributions,
each illuminating a di erent aspect of the overarching research theme. Despite
originating from various elds of application, the mentioned technologies coalesce
within the UHF band, highlighting it as the integral theme connecting this research.

Chapter 2 provides an in-depth examination of UHF RFID systems. The histor-
ical evolution of RFID is traced, highlighting the signi cance of the emergence of
UHF technology in transforming passive RFID capabilities. Fundamental operating
principles centered around backscattering are clari ed, accompanied by a detailed
analysis of EPC Gen2, the globally accepted UHF RFID protocol. Ranging and
localization methods are surveyed, pointing out the extended functionalities of RFID
beyond identi cation. The exibility imparted by software-de ned implementations
Is also discussed.

Chapter 3 shifts focus to the growing eld of LPWANS for IoT applications.
LoRaWAN's design and adaptability are underlined, distinguishing it as a foremost
LPWAN solution. Network monitoring activities yield quantitative datasets that
address gaps and expand the pool of available real-world LoRaWAN data. Ongoing
research challenges, from security to Class-B optimization, are highlighted as key
directions guiding innovations in this domain.

The sphere of nanosatellite communication, an emerging frontier, is explored
in Chapter 4. Cubesats and their electronic subsystems are characterized in detail.
Communication protocols and ground station components tailored for nanosatellites
in the UHF band are analyzed. Cost-e ective SSTV imaging presents a novel
application of UHF transmission from nanosatellites.

In conclusion, this thesis and its attachments o er an in-depth perspective on
three advanced wireless communication technologies, examining their individual
attributes as well as their convergence within the UHF frequency spectrum. It
encompasses both a wide range of areas and a depth of technical investigation in
each domain. The original contributions presented here, from LoRaWAN trac
monitoring to SSTV nanosatellite imaging, provide valuable insights that push the
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boundaries of knowledge and may guide future engineering endeavors. By bridging
academic research with practical applied results, this thesis aims to highlight the
pursuit of innovation that drives advancements in wireless communication systems.

42



Bibliography

[1] D. M. Dobkin. The RF in RFID: Passive UHF RFID in practice. Newnes,
Burlington, MA (USA), 2007.

[2] A. Povalac, T. Mikulasek, and F. Zaplata. Ultra-low power identi cation in
explosive environments. In29th International Conference Radioelektronika
Microwave and Radio Electronics Week2019.

[3] A. Povalac, K. Witrisal, and J. Sebesta. Degenerate RFID channel modeling
for positioning applications. Radioengineering 21(4):1163 1170, 2012.

[4] E. Kassem, J. Blumenstein, A. Povalac, J. Vlychodil, M. Pospisil, R. Marsalek,
and J. Hruska. Wideband UHF and SHF long-range channel characterization.
Eurasip Journal on Wireless Communications and Networkind 88:1 16, 2019.

[5] Z. Raida et al. Communication subsystems for emerging wireless technologies.
Radioengineering 21(4):1036 1049, 2012.

[6] A. Povalac, M. Zamazal, and J. Sebesta. Firmware design for a multi-
protocol UHF RFID reader. In Proceedings of 20th International Conference
Radioelektronikg pages 199 202, 2010.

[7] M. Dusek, V. Derbek, A. Povalac, J. Sebesta, and R. Marsalek. Hardware
and software stack for an SDR-based RFID test platform. I4th International
EURASIP Workshop on RFID Technology pages 41 45, 2012.

[8] A. Paulraj, R. Nabar, and D. Gore. Introduction to Space-Time Wireless
Communications Cambridge University Press, Cambridge, 2003.

[9] P. V. Nikitin and K. V. S. Rao. Antennas and propagation in UHF RFID
systems. InProceedings of the IEEE International Conference on RFIDpages
277 288, 2008.

[10] Class-1 Generation-2 UHF RFID protocol for communications at 860 MHz
960 MHz, 2008. Version 1.2.0.

[11] M. Harvanek, V. Derbek, J. Kral, M. Pospisil, and A. Povalac. SDR Interference
Emulator for RFID Applications. In 31st International Conference Radioelek-
tronika, 2021.

[12] A. Povalac. Spatial Identi cation Methods and Systems for RFID Tags. Disser-
tation thesis, Brno University of Technology, Faculty of Electrical Engineering
and Communication, Department of Radio Electronics, Brno, 2012.

43



[13] R. Langwieser, G. Lasser, C. Angerer, M. Rupp, and A. L. Scholtz. A
modular UHF reader frontend for a exible RFID testbed. InProceedings of
the International EURASIP Workshop on RFID Technologypages 1 12, 2008.

[14] A. Povalac and J. Sebesta. Phase of arrival ranging method for UHF RFID tags
using instantaneous frequency measurement. ICECom: 20th International
Conference on Applied Electromagnetics and Communicatigriz010.

[15] A. Povalac and J. Sebesta. Phase di erence of arrival distance estimation for
RFID tags in frequency domain. InIEEE International Conference on RFID-
Technologies and Applicationspages 188 193, 2011.

[16] A. Povalac and J. Sebesta. Backscatter phase evaluation based on scatterplot
cluster detection. In24th International Conference Radioelektronika2014.

[17] D. Arnitz. Tag localization in passive UHF RFID. PhD thesis, Graz University
of Technology, Austria, 2011.http://www.spsc.tugraz.at/sites/default/
files/phdthesis-arnitz_online.pdf . Accessed 2023-01-24.

[18] Y. Zhang, X. Li, and M. G. Amin. RFID systems: Research trends and
challengeschapter Principles and techniques of RFID positioning, pages 389
415. John Wiley & Sons, Chichester, 2010.

[19] P. V. Nikitin, R. Martinez, S. Ramamurthy, H. Leland, G. Spiess, and K. V. S.
Rao. Phase based spatial identi cation of UHF RFID tags. InProceedings of
the IEEE International Conference on RFID pages 102 109, 2010.

[20] L. M. Ni, Y. Liu, Y. C. Lau, and A. P. Patil. LANDMARC: Indoor location
sensing using active RFID. IrProceedings of the IEEE International Conference
on Pervasive Computing and Communicationpages 407 415, 2003.

[21] M. Fojtlin, J. Fiser, J. Pokorny, A. Povalac, T. Urbanec, and M. Jicha. An
innovative HVAC control system: Implementation and testing in a vehicular
cabin. Journal of Thermal Biology, 70:64 68, 2017.

[22] P. B. Kenington. RF and Baseband Techniques for Software De ned Radio
Artech House, Norwood, MA (USA), 2005.

[23] U. Raza, P. Kulkarni, and M. Sooriyabandara. Low Power Wide Area Networks:
An Overview. |[EEE Communications Surveys & Tutorials 19(2):855 873,
2017.

44



[24] N. Peladarinos, V. Cheimaras, D. Piromalis, K. G. Arvanitis, P. Papageorgas,
N. Monios, |. Dogas, M. Stojmenovic, and G. Tsaramirsis. Early Warning
Systems for COVID-19 Infections Based on Low-Cost Indoor Air-Quality
Sensors and LPWANs.Sensors 21(18):6183, 2021.

[25] J. Haxhibeqiri, E. De Poorter, I. Moerman, and J. Hoebeke. A Survey of
LoRaWAN for loT: From Technology to Application. Sensors 18(11):3995,
2018.

[26] R. Juran and A. Povalac. Field Sensor Network for Microclimatological
Measurements. Innternational Congress on Ultra Modern Telecommunications
and Control Systems and Workshopgages 149 153, 2020.

[27] F.S.D. Silva, E.P. Neto, H. Oliveira, D. Rosario, E. Cerqueira, C. Both,
S. Zeadally, and A.V. Neto. A Survey on Long-Range Wide-Area Network
Technology Optimizations. IEEE Access 9:106079 106106, 2021.

[28] LoRa and LoRaWAN Timing. https://ecsxtal.com/lora-lorawan-
timing/ . Accessed 2023-09-19.

[29] Semtech. AN1200.22 LoRa Modulation Basics. https://www.semtech.com/
products/wireless-rf/lora-connect/sx1276 . Accessed 2023-05-02.

[30] LoRa Alliance. TS001-1.04 LoRaWA® L2 1.0.4 Specication.
https://lora-alliance.org/resource_hub/ts001-1-0-4-lorawan-12-1-
0-4-specification/  , 2019. Accessed 2023-05-02.

[31] A. Povalac, J. Kral, H. Arthaber, O. Kolar, and M. Novak. Exploring
LoRaWAN Trac: In-Depth Analysis of l1oT Network Communications.
Sensors 23(17):7333, 2023.

[32] A. Povalac and J. Kral. LoRaWAN Tra ¢ Analysis Dataset. https://doi.
0rg/10.5281/zen0do.8090619 , June 2023.

[33] L. Bhatia, M. Breza, R. Mar evici, and J.A. McCann. LoED: The LoRaWAN
at the Edge Dataset: Dataset. InProceedings of the Third Workshop on Data:
Acquisition To Analysis, page 7 8, New York, USA, 2020.

[34] M. Aernouts, R. Berkvens, K. Van Vlaenderen, and M. Weyn. Sigfox and
LoRaWAN Datasets for Fingerprint Localization in Large Urban and Rural
Areas. Data, 3(2):13, 2018.

[35] N. Blenn and F. Kuipers. LoRaWAN in the Wild: Measurements from
The Things Network. https://doi.org/10.48550/arXiv.1706.03086 , 2017.
Accessed 2023-09-07.

45



[36] LoRa Alliance. RP002-1.0.3 LoRaWAR Regional Parametershttps://lora-
alliance.org/resource_hub/rp2-1-0-3-lorawan-regional-parameters/ ,
2021. Accessed 2023-05-02.

[37] ETSI EN 300 220-2 V3.2.1: Short Range Devices (SRD) operating in
the frequency range 25 MHz to 1 000 MHz; Part 2: Harmonised
Standard for access to radio spectrum for non specic radio equip-
ment. https://www.etsi.org/deliver/etsi_en/300200_300299/30022002/
03.02.01_60/en_30022002v030201p.pdf. Accesed 2023-05-04.

[38] R. Fujdiak, K. Mikhaylov, J. Pospisil, A. Povalac, and J. Misurec. Insights into
the Issue of Deploying a Private LoORaWAN.Sensors 22(5), 2022.

[39] Milesight. 3D ToF People Counting Sensor User Manual. https:
Iliww.milesight.com/static/file/en/download/datasheet/3d-
tof/Milesight-3D-ToF-People-Counting-Sensor-User-Manual-en.pdf
Accessed 2023-05-04.

[40] H. Ruotsalainen, G. Shen, J. Zhang, and R. Fujdiak. LoRaWAN Physical
Layer-Based Attacks and Countermeasures, A ReviewSensors 22(9):3127,
2022.

[41] J. Haxhibeqiri, F. Van den Abeele, I. Moerman, and J. Hoebeke. LoRa
Scalability: A Simulation Model Based on Interference MeasurementSensors
17(6):1193, 2017.

[42] J.R. Cotrim and J.H. Kleinschmidt. LoORaWAN Mesh Networks: A Review and
Classi cation of Multihop Communication. Sensors 20(15):4273, 2020.

[43] J. Ripa etal. The peak ux of GRB 221009A measured with GRBAIphaA&A ,
677:L2, 2023.

[44] A. Pal et al. GRBAIpha: The smallest astrophysical space observatory
I. Detector design, system description, and satellite operation&&A , 677:A40,
2023.

[45] M. Kosut and A. Povalac. CubeSat Demonstrator for Educational Purposes.
In Proceedings Il of the Conference Student EEICTpages 176 179, 2022.

[46] C. Cappelletti, S. Battistini, and B. K. Malphrus, editors. CubeSat handbook
Academic Press, Amsterdam, 2021.

[47] G. Maral, M. Bousquet, and Z. Sun.Satellite communications systemsJohn
Wiley & Sons, Hoboken, N.J., 2020.

46



[48] NASA. State-of-the-Art of Small Spacecraft Technology: Structures, Mate-
rials, and Mechanisms. https://www.nasa.gov/smallsat-institute/sst-
soa/structures-materials-and-mechanisms/  , 2023. Accessed 2023-11-01.

[49] NASA. CubeSat 101: Basic Concepts and Processes for First-Time CubeSat
Developers. https://www.nasa.gov/wp-content/uploads/2017/03/nasa_
csli_cubesat_101 508.pdf , 2017. Accessed 2023-11-01.

[50] O. Popescu. Power Budgets for CubeSat Radios to Support Ground Commu-
nications and Inter-Satellite Links. IEEE Access 5:12618 12625, 2017.

[51] Rad-hard ARM Cortex-M7 MCUs for Space. https://www.
electronicsweekly.com/news/products/micros/rad-hard-arm-cortex-
m7-mcus-space-2021-04/, 2021. Accessed 2023-09-19.

[52] L. Fernandez, J.A. Ruiz-De-Azua, A. Calveras, and A. Camps. Assessing LoRa
for Satellite-to-Earth Communications Considering the Impact of lonospheric
Scintillation. IEEE Access 8:165570 165582, 2020.

[53] J. Bouwmeester, S.P. van der Linden, A. Povalac, and E.K.A. Gill. Towards
an innovative electrical interface standard for PocketQubes and CubeSats.
Advances in Space Research2(12):3423 3437, 2018.

[54] J. Bouwmeester, M. Langer, and E. Gill. Survey on the implementation and
reliability of CubeSat electrical bus interfacesCEAS Space Journgl9:163 173,
2017.

[55] T. A. Summers, J. Schmandt, E. Cheung, C. Gentry, and Y. Chen. Cost
e ective, exible ground architecture using software de ned radio and GNU
Radio. In Proceedings of the 32nd Annual AIAA/USU Conference on Small
Satellites 2018.

[56] SatNOGS. SatNOGS Network. https://network.satnogs.org/ , 2023.
Accessed 2023-11-03.

[57] D. Selva and D. Krejci. A survey and assessment of the capabilities of Cubesats
for Earth observation. Acta Astronautica, 74:50 68, 2012.

a7






A Author's Pro le

This appendix o ers a concise overview of the author's professional background,
focusing on three key areas: Teaching Experience, Supervised Theses, and Popular-
ization Activities. Each subchapter delves into specic contributions and achieve-
ments within these areas.

A.1 Teaching Experience

The author's tenure at Dept. of Radio Electronics involved active engagement in
teaching, with a primary focus on master's degree programs. The following sections
describe notable teaching activities in various subjects.

Microcontrollers and Embedded Systems (MKS)

The Microcontrollers and Embedded Systems (MKS) course forms a central part
of the author's pedagogical e orts. This course is built upon two other courses
Microcontrollers for Advanced Applications (MIA) and Microprocessors with
ARM Architecture (POA) under the author's responsibility since 2013. The aim

of the course is to deepen students' knowledge in microprocessor technology and
C programming, familiarize them with the ARM Cortex-M core and STMicroelec-
tronics STM32 microcontrollers, and equip them with practical skills in designing
hardware and creating rmware for commonly used peripherals. Consistent positive
feedback has been received from student surveys. Oversight of the course is provided,
all teaching materials are authored, and most lectures and selected exercises are
conducted. Both in-person and combined formats of the course are o ered, with
instruction in both Czech and English languages.

Nanosatellite Design and Electronics (NDE)

The Nanosatellite Design and Electronics (NDE) course aims to o er fundamental
knowledge in designing nanosatellites, particularly of the Cubesat and PocketQube
types. Basic components, structural design, and design procedures are covered.
Hands-on satellite construction projects constitute a signi cant portion of the
laboratory exercises. Oversight has been provided for this course since 2022,
speci cally for the newly created study program Space Applications (SAP), taught
exclusively in English. Almost half of the lectures consist of invited talks by industry
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experts, and laboratory exercises are designed as group projects, during which
selected subsystems of a nanosatellite are independently developed by students,
who then present their progress and results.

Radiofrequency ldenti cation (RFI)

Two lectures for the course in Radiofrequency Identi cation (RFI) were developed,
drawing upon the author's specialized expertise. These lectures, one on anti-
collision protocols for Gen2 RFID tags and another on ranging and localization for
RFID, wireless sensor networks, and energy harvesting, have been delivered annually
since 2012.

Computer and Communication Networks (PKS)

The Computer and Communication Networks (PKS) course involves complex
computer exercises that necessitate a deep understanding by the instructors.
Covered in the lab exercises are: 1. Communication using UDP, tra c analysis;
2. Security, rewall con guration, NAT, tra ¢ analysis; 3. Routing and addressing

in IP networks; 4. Implementation of network interface in embedded systems;
5. Domain Name System; 6. IPv6. In addition to selected exercises being taught,
the course materials were signi cantly updated between the years 2012 and 2014 to
align with advancements in the eld.

A.2 Recent Supervised Theses

" J. Lokaj. Educational nanosatellite in PocketQube format. Master's thesis,
Brno: Brno University of Technology, Faculty of Electrical Engineering and
Communication, Department of Radio Electronics, 2023.

" J. Sykora. Supportive landing module for scienti ¢ stratospheric probes.
Master's thesis, Brno: Brno University of Technology, Faculty of Electrical
Engineering and Communication, Department of Radio Electronics, 2023.

" M. Ko2ut. Navrh a realizace vyukového CubeSatu. Diplomova prace, Brno:
Vysoké ufeni technické v Brn¥, Fakulta elektrotechniky a komunika£Enich tech-
nologii, Ustav radioelektroniky, 2022.

" M. Uhli°.  Bezdratovy komunikaEni modul v pasmu 868 MHz s podporou
MESH sit¥. Diplomova prace, Brno: Vysoké ufeni technické v Brn¥, Fakulta
elektrotechniky a komunika£nich technologii, Ustav radioelektroniky, 2022.
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M. KrejEi. Inteligentni LED sv¥tlo. Bakala°ska prace, Brno: \VWysoké ufeni
technické v Brn¥, Fakulta elektrotechniky a komunika£nich technologii, Ustav
radioelektroniky, 2022.

F. Langr. Bezpe£nostni systémy vozidel. Bakalad®°ska prace, Brno: VWysoké u£eni
technické v Brn¥, Fakulta elektrotechniky a komunika£nich technologii, Ustav
radioelektroniky, 2022.

M. Ob?itnik. RFID Reader for 13.56 MHz Band. Master's thesis, Brno: Brno
University of Technology, Faculty of Electrical Engineering and Communication,
Department of Radio Electronics, 2021.

M. Virgl. M¥°eni teplot v reaktoru VVER 440. Bakala°ska prace, Brno: Vysoké
ufeni technické v Brn¥, Fakulta elektrotechniky a komunika£nich technologii,
Ustav radioelektroniky, 2021.

M. Ambro®. Systém domovniho vytap¥ni s hybridni komunikaci. Diplomova
prace, Brno: VWysoké ufeni technické v Brn¥, Fakulta elektrotechniky a komu-
nikag£nich technologii, Ustav radioelektroniky, 2020.

R. Jura-. Field sensor network for microclimatological measurements. Master's
thesis, Brno: Brno University of Technology, Faculty of Electrical Engineering
and Communication, Department of Radio Electronics, 2020.

T. Lorenc. M¥°eni vlastnosti LoRa/LoRaWAN komunikace. Bakala°ska prace,
Brno: VWysoké uf£eni technické v Brn¥, Fakulta elektrotechniky a komunika£nich
technologii, Ustav radioelektroniky, 2020.

O. Je°abek. Signalova analyza LoRa s vyu®itim SDR. Diplomova prace,
Brno: VWysoké ufeni technické v Brn¥, Fakulta elektrotechniky a komunika£nich
technologii, Ustav radioelektroniky, 2018.

M. D¥cky. ReferenEni navrh HID periferie Touch Pad. Diplomova prace,
Brno: Wsoké ufeni technické v Brn¥, Fakulta elektrotechniky a komunika£nich
technologii, Ustav radioelektroniky, 2018.

J. Véaclavik. Aktivni vyhybka s vyu®itim DSP. Diplomova prace, Brno: Vysoké
ufeni technické v Brn¥, Fakulta elektrotechniky a komunika£nich technologii,
Ustav radioelektroniky, 2018.
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A.3 Popularization Activities

The author has been engaged in the popularization of electronics, communication
systems, and embedded technologies among youth and the general public for an
extended period. This chapter brie y outlines the most signi cant activities in this
domain.

Radioklub OK2KOJ p°i VUT v Brn¥

Radioclub OK2KOJ, associated with the Brno University of Technology (BUT),
has a tradition spanning nearly 70 years and remains one of the few active radio
clubs in Brno. With collaboration stated in its name, the club boasts around
30 members, many of whom are current or former BUT students and employees,
primarily from the Faculty of Electrical Engineering and Communication and the
Faculty of Mechanical Engineering. The primary activity involves participation in
radio competitions. The club enjoys a good reputation among radio amateurs. The
club's nature is unique, as most of its student members are not from Brno and
often leave after their studies. Therefore, there's a constant need to educate new
enthusiasts. The author is a member of the club since his student days, and acts as
the chairman since 2014.

Every year, a course is arranged for the club members to prepare them for
amateur radio licensing exams. Public events such 8sience Night(2012, 2013) and
Electrical Engineering Day at the Museun(2012) have also seen the club's active
participation. Media engagements include member features {Bood Morning on
fT2 (2009 and 2020) or a discussion idrtCafé on fRo Vitava (2023).

Outreach Events and Workshops

Regular attendance atBastlfest organized by VIDA! Science Center, is another
activity carried out under the oversight of both the radio club and the Brno
University of Technology. This popular weekend event attracts hundreds of visitors.
Workshops are organized for the attendees, focusing on practical electronics for
children and youths. Participants choose a simple electronic kit, which they assemble
and bring to life under expert supervision. Thanks to the support from the university
and industrial partners, these kits are made available free of charge during the event.
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Active participation in the university events targeting youth is maintained.
Earlier activities included the Radioelectronics Workshopand in recent years, aside
from Open Doors Day events like Mini Erasmus and VUT Junior have also been
part of the outreach e ort.

Satellite Technology and Media Appearances

Satellite technology is prominently featured, primarily at the AMPER trade fair.
The author presented the PSAT-2 nanosatellite (2016) and the Slow-Scan Television
(SSTV) camera module for PocketQube format (2022). Contributions have also been
made to the Czech Television report about the Space Applications study program.
In parallel, satellite activities were communicated to a broader audience during
launches via online articles.
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B Selected Research Projects

This chapter summarizes selected projects funded by notable grant providers. For
each project, the title, original abstract, identi er, grant provider, partnering
company, and research period are provided. A summary of the author's contri-
butions made in each project is also included. The aim is to present an overview of
research involvement across multiple disciplines and collaborations.

In addition to the projects described herein, involvement in various projects
through direct university-company collaborations has been experienced, with indus-
trial partners including companies such as 'koda Auto, EVOTECH, CISC Semicon-
ductor, INTRIPLE, and Omicron Welding Machines.

B.1 Adaptive Mesh Communications for Secure Con-
trol and Sensing Systems

TAfR TK04020173, ACRIOS s.r.0., 2022 2024

Author's responsibility: Collection and analysis of statistical data from current
LoRaWAN networks in European cities.

The project goal is to develop a System for Adaptive Mesh Communications
(SAMC) and test this system in the created test installation. SAMC extends the
communication protocol Long Range Wide Area Network (LoRaWAN) and increases
the communication robustness and availability while preserving a high level of
security. This is important in the key systems for the energy industry. The current
LoRaWAN protocol will be extended by a new class of communication in mesh
(Class-M). The new class will intrinsically guarantee communication availability
during the failures of the infrastructure fragments. The proposed system combines
the advantages of the spread-spectrum modulation and the robustness of the mesh
topology. We expect a fast adoption of the proposed SAMC by customers.

B.2 Digital Communication Platform for Aerospace
Applications

OP PIK CZ.01.1.02/0.0/0.0/20_321/0024955, MESIT asd, s.r.o, 2021 2023

Author's responsibility: Design of communication platform demonstrator with
STM32F4 microcontroller using 100BASE-T1 Ethernet, rmware development.
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The project deals with the development of a voice and data communication
system for a wide spectrum of aeronautical applications (civil and military). The
result of the project will be a prototype of a functional electronic system for voice
and data communication, based on state-of-the-art digital audio signal processing
technologies. Due to the requirements for high intelligibility and functionality in
environments with high ambient noise, emphasis will be placed on the implementa-
tion of advanced software speech enhancement and noise suppression techniques.

B.3 System for Remote Administration and Economy
Control of Fleet Vehicles with Priority in Waste
Management

TAfR TH03010222, EVOTECH s.r.o0., 2018 2021

Author's responsibility: Global system architecture design, hardware and
rmware development, project management.

The aim of the project is to create a coherent ecosystem of devices and
applications whose overall task is to automate and streamline the operation of
eets and directly related issues of operation. The intention is primarily aimed
at corporate clients in the eld of waste management, namely companies operating
in the areas of collection, disposal and treating. The system will be able to be used in
certain modi cations in other areas such as agricultural businesses, freight transport,
earthworks, construction, raw materials extraction and road maintenance. In these
operations, the system and its components have to deal with the automation of
processes of movement records, manipulation and general fuel economy, records of
persons and machinery movement.

B.4 Digital Spectrometer of Mixed Neutron and
Photon Fields

MPO FV20453, VF a.s., 2017 2019

Author's responsibility: Development of PH32 strip detector concentrator
rmware with FreeRTOS.

The main objective of the project is development of a completely new measure-
ment device (spectrometer system) that enables real-time characterization of low-
energy mixed elds of neutron and gamma radiation ranging from 1 kEv to 1 MEv.
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Nowadays measurement of such elds is performed using devices and methods that
require signi cant amount of time (not real-time) and personal e ort (potential risk

of irradiation). The newly developed system e ectively eliminates both of these
disadvantages. Planed project outputs (functional demonstrators): Laboratory
low-energy neutron spectrometer, Integrated neutron radiation dose monitoring
device with energy compensation. Parameters of the newly developed system will
outperform measurement instruments and devices currently used for operational
measurements in research facilities and metrological laboratories in the area of
nuclear physics. Moreover, it will be used by producers of neutron radiation
generators and laboratories equipped with high-energy particle accelerators, like
so called proton centers and radiopharmacology laboratories.

B.5 Radio for Smart Transmission Networks (RSTN)

TAfR TA04011571, RACOM s.r.o0., 2014 2017

Author's responsibility: Design of instrumentation for radio channel measure-
ments in 1.3 GHz and 5.8 GHz bands, eld measurements, and processing of results.

The project aim is applying and validating the latest research results in the
eld of advanced signal processing methods and devising an optimal solution of
the physical layer for a new generation of wireless communications equipment. The
equipment is intended for communication over long distances under NLOS (Non Line
Of Sight) conditions. The proposed project addresses the area of radio industrial
communication networks that work under conditions where the existing networks
such as 3G, LTE or WiMAX cannot su ciently ensure good operating parameters.

B.6 Innovative Control of a Car Cabin HVAC System
as a Part of an Advanced Driver Assistance
System

TAfR TA04031094, 'koda Auto, a.s., 2014 2017

Author's responsibility: Design of electronics for CAN vehicle communication,
design of equivalent temperature sensors, and rmware programming.

The project will focus on improving the safety of vehicles and reduce accidents.
The aim of the project is to develop a system that would help avoiding dangerous
situations in which the driver gets in particular because of thermal discomfort in
the cabin (i.e., high or low temperature for each segment of the body surface) and
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consequently often di cult manipulation with the controls of the heating / cooling
system such as directional manipulation of ventilation outlets, switching positions
and fan performance. The aim is to develop hardware, software, algorithms and
visualization system for temperature control of signi cant segments of the human
body (those are the head, chest, arms and feet), so that the driver obtain a clear
visual information about a possible imminent risk of segmented thermal discomfort
and could very easily by touching the screen a ect the setting of the air conditioning
system.
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C Selected Applied Results

C.1 Channel Sounder for 1.3 GHz Band

Kind:  Functional specimen (RIV-G/B)
Year: 2015 (50%)
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C.2 Channel Sounder for 5.8 GHz Band

Kind:  Functional specimen (RIV-G/B)
Year: 2015 (50%)
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C.3 ANT Technology Demonstrator for Vehicle Iden-
ti cation

Kind:  Functional specimen (RIV-G/B)
Year: 2016 (50%)
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C.4 Camera for PSAT-2 Experimental Satellite

Kind:  Functional specimen (RIV-G/B), M17+ grade 4
Year: 2017 (80%)
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C.5 Transponder for PSAT-2 Experimental Satellite

Kind:  Functional specimen (RIV-G/B), M17+ grade 4
Year: 2017 (20%)
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C.6 Testbed for Wireless Communication with High
Energy E ciency

Kind:  Functional specimen (RIV-G/B)
Year: 2018 (50%)
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C.7 Automatic Registration System for Fuel Dis-
pensing

Kind:  Prototype (RIV-G/A), M17+ grade 3
Year: 2019 (45%)
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C.8 SDR Interference Emulator

Kind:  Functional specimen (RIV-G/B)
Year: 2020 (20%)
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D Selected Papers

A. Povalac and J. Sebesta. Phase of arrival ranging method for UHF RFID tags
using instantaneous frequency measurement. ICECom: 20th International
Conference on Applied Electromagnetics and Communicatign2010. Confer-
ence Paper in Scopus, 95%, 25 citations.

A. Povalac and J. Sebesta. Phase di erence of arrival distance estimation for
RFID tags in frequency domain. InIEEE International Conference on RFID-
Technologies and Applicationspages 188 193, 2011.Conference Paper in
Scopus, 95%, 62 citations.

J. Bouwmeester, S.P. van der Linden, A. Povalac, and E.K.A. Gill. Towards an
innovative electrical interface standard for PocketQubes and CubeSatdvances
in Space Research62(12):3423 3437, 2018Web of Science, SCIE Q3, 40%,

7 citations.

E. Kassem, J. Blumenstein, A. Povalac, J. Vychodil, M. Pospisil, R. Marsalek,
and J. Hruska. Wideband UHF and SHF long-range channel characterization.
Eurasip Journal on Wireless Communications and Networkingl88:1 16, 2019.
Web of Science, SCIE Q3, 25%, 3 citations.

R. Fujdiak, K. Mikhaylov, J. Pospisil, A. Povalac, and J. Misurec. Insights into
the Issue of Deploying a Private LoRaWAN. Sensors 22(5), 2022. Web of
Science, SCIE Q2, 5%, 5 citations.

" A. Povalac, J. Kral, H. Arthaber, O. Kolar, and M. Novak. Exploring
LoRaWAN Tra c: In-Depth Analysis of loT Network Communications. Sensors
23(17):7333, 2023Web of Science, SCIE Q2, 80%.

" A. Pal et al. GRBAIpha: The smallest astrophysical space observatory
I. Detector design, system description, and satellite operation®&A , 677:A40,
2023. Web of Science, SCIE Q1, 10%.
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