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Abstract

This thesis deals with three topics in the field of biometric fingerprint recognition. The
first topic is devoted to the skin structure and various sensor technologies used for the
fingerprint acquirement, namely optical, capacitive, ultrasonic, e-field, electro-optical,
pressure, thermal, MEMS (Micro-Electro-Mechanical Systems) and sweep. This is fol-
lowed by the description of influencing factors which could have an impact on the finger-
print acquirement process. To these factors we count also skin diseases that could be di-
vided into three subcategories, i.e. those attacking the skin color, or papillary line struc-
ture, or both of them. Each skin disease is illustrated by a representative example.

The second topic covers the issues of estimation of fingerprint image quality. At the be-
ginning, important error rates and curves for the evaluation of biometric system perform-
ance are introduced. In the subsequent text, suitable methods for image quality estimation
are discussed (e.g. the methods based on contrast, mean value of grayscale levels, amount
of papillary lines, sinusoidal shape of papillary line crosscut, etc.), followed by the meth-
ods for image quality enhancement (e.g. Gabor filtering, spatial or frequency domain fil-
tering). At the end of this part, some experimental results related to this topic are pre-
sented.

The last topic deals with the liveness detection. At the beginning, some basic risks related
to biometric systems are discussed and the need for liveness detection is explained. This
is followed by the description of all known methods for the liveness detection which
could be suitably used in the fingerprint recognition. At the end again certain experimen-
tal results related to this topic are presented.
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1. Introduction

The beginning of massive use of biometric devices dates from the terrorist attacks on
the World Trade Center in USA. It has been found out that the physical or behavioral at-
tributes, related to the concrete person, are the best way how to confirm the identity of
such person. These attributes are, among others, used in biometric systems to prevent
terrorists and suspicious people to enter states, buildings or computer networks / systems.
Other use is in forensic applications [89] or monitoring systems.

We divide the biometric systems into two main groups — verification or identification
systems [33][60][51][Dra21]|[Dral2] (Fig. 1.2). Verification systems are used for the au-
thorization of a user, i.e. the user claims his/her identity and the biometric system should
confirm or reject such claimed identity, whereas the decision whether the user is who
he/she claims to be is based on the recognition of a biometric attribute. The second group,
identification systems are most often used for forensic tasks, i.e. based on the biometric
attribute the system should find the identity of the user. The difference is not only in data-
base searches, where verification systems do 1:1 comparison (biometric template with the
claimed identity is compared with the actually acquired biometric sample; the result is
one matching score [33][30][31][32] leading to the decision accept/reject), on the other
hand, identification systems do 1:N comparisons (the actually acquired biometric sample
is compared with all biometric templates stored in the database (in total N records); the
result is a candidate list [33][30][31][32], including the best “fitting” templates to the ac-
tual sample), but also in the field of industrial use, error rates, reliability, time consump-
tion, used features, etc.

N
“.':_;: ?

Retina

U Signature Hand Geometry

tric attributes (arranged in accord. with their uniqueness) [Dra21].

EI€ are many biometric technologies, which measure some anthropometrical or be-
attributes of human beings [33][9][69], such as (see Fig. 1.1): face, fingerprint,
£ye retina, DNA [29], hand geometry and veins, finger veins, gait, signature,
: _—I thermogram, ear shape, body odor, etc. Regrettably, some of them do not
=il entropy [Dra21][Dral8][Dra26][Dra28] to recognize a greater amount of
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users. Nevertheless there are certain biometric attributes, which have enough entropy, are
very reliable and show only little changes during the life of an individual — such as DNA,
fingerprint, eye iris, etc. (see background color of the pictures in Fig. 1.1, which corre-
sponds to the entropy, i.e. the ability to recognize respective users).

Verification
My username is User-35. Does my biometric data

match the data stored for that username?

Identification
I am presenting biometric data — what name is associ-

ated with this biometric data?

Verification
The user’s biometric data is compared against his or
her enrolment data

Question

The user’s biometric data is compared against multiple
users” enrolment data

Username Biometric
User-01 1001000...
User-35 0101001...

Answer —— | Yerification
Match / Non-Match

External Identification
System User-35

Fig. 1.2: Verification vs. identification [Dra21].

A good question is — why this work is devoted to the fingerprint recognition. There
are two big subparts in fingerprint recognition (Fig. 1.2) [Dra23][77]:

® Access systems — these are the common systems which are used for the access con-
trol to computer, room, network, etc. Here the systems actually do the verification
(comparison one to one, i.e. the actual biometric sample from the user is compared
only with his template; the user’s identity is known before such comparison) and
therefore are called the verification systems. We can count biometric travel docu-
ments in this category. The access systems could differ by their use, i.e. whether
the systems are used under supervision or without supervision. If the system
Works under supervision, then its misuse can be substantially reduced and there-
fOl‘G its performance can be improved. On the other hand, no supervision leads to
‘Ehe Possible use of fake fingers to cheat the system, misuse/damage of the system
and deterioration of performance and reliability. The functionality is simple — a
USer presents his identity to the system (e.g. by ID card, USB token, PIN, etc.) and
L i his finger to the scanner. His finger is scanned and respective biometric sam-
5 then compared with the stored biometric template under the user’s identity.
'€ Comparison is successful, the user’s identity is either accepted or rejected.
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o Forensic systems — this is that part of biometric systems, where the comparison of
one to many is realized, i.e. the user’s identity is unknown and the system per-
forms the search in the whole database and compares all relevant templates with
the actual biometric sample. Such systems are called dactyloscopic systems (iden-
tification systems only in the case of fingerprints). These systems are often used in
the criminal practice, e.g. in finding of an offender leaving his fingerprint at the
crime scene. The functionality works as follows: the fingerprint is obtained either
from the crime scene (often latent fingerprints) or from a user with unknown iden-
tity (e.g. dead body), features are extracted and the biometric sample is then com-
pared with all biometric templates stored in the database. In the end, a candidate
list is presented, with those candidates who have very similar fingerprints with the
given fingerprint. The real identity may not be in the list, however if yes, then the
starting candidates should correspond to the real identity of the offender.

' The fingerprints are used for the authorization or determination of the claimed user’s
identity. This function of biometric systems could be found in security systems as an au-
thorization part.

The difference between the verification and identification systems lies in time con-
sumption (passing through the whole database is a time-critical operation), in storage ca-
pacity (one biometric template vs. thousands or millions of biometric templates), art of
use (access vs. identity determination) and reliability (access systems confirm the user’s
identity with some probability; identification systems offer the candidate list with the best
corresponding templates). In various situations, there are various requirements with re-
gard to the error rates (i.e. FAR (False Acceptance Rate) /| FRR (False Rejection Rate)
[Dra31][104]), what influences the setting of a threshold and implementation.

A short history of fingerprint reco%nition is presented in the following text. The first
known use of fingerprinting was in 9" century in China, where merchants applied their
fingerprints to documents authenticating a record of debt [119]. In 14™ century Persia
government officials used their fingerprints in the same way as we use signatures today
[119]. Here is the list of significant dates from the history of fingerprints [119]:

® 1684: Nehemiah Grew published the first paper on the ridge structure of skin of
fingers and palms. In 1685, Govard Bidloo and Marcello Malpighi published
books on anatomy which also illustrated the ridge structure of fingers.

® 1788: Johann Christoph Andreas Mayer recognized that fingerprints are unique to
each individual.

* 1823: Jan Evangelista Purkyné, a professor of anatomy at the University of Bres-
l_au? Published his thesis discussing nine fingerprint patterns, but he did not men-
tion the use of fingerprints to identify persons.

' 1853: Georg von Meissner studied friction ridges.
1858: Sir William James Herschel initiated fingerprinting in India.

J 1330 Dr. Henry Faulds published his first paper on the subject in the scientific
._1 Nflture in 1880. Returning to the UK in 1886, he offered the concept to the
Metropolitan Police in London but it was dismissed.
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e 1892: Sir Francis Galton published a detailed statistical model of fingerprint
analysis and identification and encouraged its use in forensic science in his book
“Finger Prints”.

e 1892: Juan Vucetich, an Argentine police officer who had been studying Galton
pattern types for a year, made the first criminal fingerprint identification. He suc-
cessfully proved Francisca Rojas guilty of murder after showing that the bloody
fingerprint found at the crime scene was hers, and could only be hers.

e 1897: The world’s first Fingerprint Bureau opened in Calcutta, India, after the
Council of the Governor General approved a committee report (on June 12",
1897) that fingerprints should be used for classification of criminal records.

e 1901: The first United Kingdom Fingerprint Bureau was founded in Scotland
. Yard. The Henry Classification System, devised by Sir Edward Richard Henry
with the help of Haque and Bose was accepted in England and Wales.

e 1902: Dr. Henry P. DeForrest used fingerprinting in the New York Civil Service.

e 1906: New York City Police Department Deputy Commissioner Joseph A. Faurot
introduced fingerprinting of criminals to the United States.

As you can see, the fingerprint recognition has a far-reaching history and is today ac-
cepted as a reliable person verification and/or identification method. Nevertheless, there
are some parts in fingerprint recognition technology, which haven’t been studied well till
today — and these parts represent the fields of study and goals of this work.

1.1 Goals

This habilitation thesis is focused on a single biometric attribute — a fingerprint. The
biometric systems intended for the processing and recognition of fingerprints are well
known and are described in detail in the literature, e.g. [52][59][14][49]. However, there
are some topics in this field of fingerprint recognition, which are not explored well at the
moment or are often neglected. Three of these topics are the main themes of this habilita-

tion thesis — skin diseases, estimation of the fingerprint's quality and detection of liveness.

'I:he theme of skin diseases belongs to the group of influencing factors to fingerprint
Cquirement and image quality. The users suffering from a skin disease often cannot be
H(j:d into the fingerprint recognition system and therefore could not use such system
ghe future This fact is often neglected — almost always only the error rates and reliabil-
Of biometric systems are discussed, but nobody thinks of disadvantaged users. Skin
S don’t only change the color of the fingertip, but in the worst case attack the pap-
__EIIES_aI_ld the epidermal layer of the skin and therefore destroy the papillary lines
iCture. If the epidermal layer is irrecoverably destroyed, then the papillary lines will
be restored and the user can not use such fingerprint recognition system for the
101€ rest of his life.

uality of a fingerprint is very important, because samples with low quality lead
ITor rates [33][30][31] and could cause false rejection of a genuine user or false
fan offender. The determination of the quality score is not simple — there are
¢S, but the results differ from the quality estimation done by a dactyloscopic
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expert. The criterion of image quality is applicable especially in dactyloscopic systems
[49] — see the variations among different images of fingerprints in Fig. 1.3.

d) ] e)

Fig. 1.3: Examples of different fingerprints [Dra21]: a) and b) Inked fingerprints; ¢) Latent fin-
gerprint; d) and e) Live-scan fingerprints.

The detection of liveness is crucial in the contemporary fingerprint recognition sys-
tems, as the ability of attackers to make an artificial finger(print) (see Fig. 1.4) and to
cheat the biometric system is very high. There is no need of very expensive or inaccessi-
ble materials or tools; commonly available things are sufficient and the most fingerprint
scanning technologies could be misused. It is very simple to generate an artificial finger-
print [72][Dra02], which has nearly all the same minutiae (or very similar) as the finger-
print of a genuine user being misused.

Fig. 1.4: Examples of artificial fingers [108].

1.2 Organization

S Work is organized as follows: the chapter 2 describes fingerprint acquirement
Ogics, i.e. the functionality of fingerprint scanners and impact of factors which can
_the scanning process. One important part of this chapter are skin diseases,
Ty often represent a neglected factor, however these lead to the rejection of users

S0me problems with their skin.

ter 3 de:al_s with the estimation of quality of fingerprint images. The first part
K descnbes known methods for the fingerprint quality estimation. The sec-
E€voted to the method which is suitable for quality estimation based on papil-
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lary lines, i.e. which is recommendable for dactyloscopic systems. At the end, there are
shown some experiments and results of selected methods used in tests.

The chapter 4 describes all known methods for the detection of liveness of fingers. In
this chapter, there are also described two new and patented methods for detection of live-
ness. At the end of this chapter, there are shown some experiments and achieved results.

The final chapters contain the summary, glossary (abbreviations) and references.
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2. Fingerprint Acquirement and Influencing Factors

This chapter deals with the acquirement of fingerprints and circumstances which in-
fluence their quality. The acquirement process is limited only to fingerprint recognition
systems, because the whole work is devoted only to the fingerprint related topics.

The fingerprint recognition consists of five main steps (see Fig. 2.1) [59][6][33]
[Dra20]:
e Fingerprint acquirement — the fingerprint is scanned using a sensor (for sensor
technologies see chapter 2.2), i.e. the physical human biometric attribute is digi-
tized and transferred to the computer.

e [mage enhancement — this step is very important for further processing, because
the quality of the fingerprint image could be enhanced here [37]. There are several
methods used for image quality enhancement — edge filters, filtering in frequency
spectrum (after Fast Fourier Transform), Gabor filter, etc.

o Thresholding — the image is normally acquired with 256 gray levels, but we need a
binary representation. Using various thresholding schemes (e.g. adaptive thresh-
olding or regional average thresholding), it is possible to separate papillary lines
(ridges) from background (valleys).

o Thinning or Skeletization — the papillary lines from the previous step have varying
thickness. To make the algorithm for minutiae extraction as simple as possible, we
prefer the thickness of all papillary lines in all parts having only one pixel.

e Minutiae extraction — this algorithm detects and extracts all minutiae found in the
fingerprint. We distinguish between minutiae in verification systems (here are
generally used 2 minutiae — ridge ending and bifurcation [Dra21]) and identifica-
tion (dactyloscopic) systems [89], where many special minutiae are used.

Finge prin |
PPNt Acquirement Image Enhancement Thresholding Thinning Minutiae Exraction

Fig. 2.1: An overview of the fingerprint recognition.

¢ fingerprint recognition technology is well accepted in our society [71]. Finger-
1l]d be used not only for the known user verification / identification tasks, but
2. for Cryptographic key generation [Dra21][Dra22][Dra24][Dra27][Dra29][25][96]
fomputerized patient record [55] or for use with credit cards [66][34] etc.

BNt Acquirement and Influencing Factors
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2.1 Skin Structure

In the process of fingerprint image acquirement, the skin structure on the fingertip is
scanned. Therefore we should know basics of our skin structure to understand better why
for example skin diseases might have an influence on the acquirement process.

Skin is a remarkable organ of the body, which is able to perform various vital func-

" tions. It can mould to different shapes, stretch and harden, but can also feel a delicate
touch, pain, pressure, hot and cold (see chapter 4.2.5), and is an effective communicator
between the outside environment and the brain.

Skin makes up to 12-15% of an adult’s body weight. Each square centimeter has 6

million cells, 5,000 sensory points, 100 sweat glands and 15 sebaceous glands. It consists
of three layers (see Fig. 2.2) [110]: epidermis (the outer layer), dermis (“true skin”) and

subcutaneous (fat) layer.
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Skin is constantly being regenerated. A skin cell starts its life at the lower layer of the
skin (the basal layer of the dermis), which is supplied with blood vessels and nerve end-
ings. The cell migrates upward for about two weeks until it reaches the bottom portion of
the epidermis, which is the outermost skin layer — the papillary lines are placed here. The
epidermis is not supplied with blood vessels, but has nerve endings. For another 2 weeks,
the cell undergoes a series of changes in the epidermis, gradually flattening out and mov-

' ing toward the surface. Then it dies and is shed.

There are six skin functions [110]:

e Sensation — the nerve endings in the skin identify touch, heat, cold, pain and light
pressure.

e Heatl regulation — the skin helps to regulate the body temperature by sweating to
cool the body down when it overheats and by shivering creating “goose bumps™
when it is cold. Shivering closes the pores. The tiny hair that stands on end traps
warm air and thus helps keep the body warm.

e Absorption — absorption of ultraviolet rays from the sun helps to form vitamin D
in the body, which is vital for bone formation. Some creams, essential oils and
medicines (e.g. anti-smoking patches) can also be absorbed through the skin into

the blood stream.

e Protection — the skin protects the body from ultraviolet light — too much of it is
harmful to the body — by producing a pigment called melanin. It also protects us
from the invasion of bacteria and germs by forming an acid mantle (formed by the
skin sebum and sweat). This barrier also prevents moisture loss.

® [Excretion — waste products and toxins are eliminated from the body through the
sweat glands. It is a very important function which helps to keep the body “clean”
from the inside.

® Secretion — sebum and sweat are secreted onto the skin surface. The sebum keeps
the skin lubricated and soft, and the sweat combines with the sebum to form an
acid mantle which creates the right pH-balance for the skin to fight off infection.

Very interesting information about the building of skin structures (papillary lines) and

1 formation could be found in [45].

L.l Epidermis

1€ main function of the epidermis [110] is to form a tough barrier against the out-
d, Wwhile the dermis is a soft, thick cushion of connective tissue that lies directly
> €pidermis and largely determines the way our skin looks. Both layers keep re-
.re'nexiving themselves throughout our life, but the dermis does it more slowly
d‘emus. Under the dermis there is a layer of fat cells, which is known as adi-
: _(Or subcutaneous fat layer). It provides insulation and protective padding for
also provides an emergency energy supply.

- i&‘fqlllrernem and Influencing Factors
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The epidermis consists of five layers [110]:
e Basal layer (stratum germinativum) — this is the bottom layer of the skin. The cells
of this layer are constantly being reproduced, since they contain a nucleus, or seed.
As the cells reproduce, the layers get constantly pushed up into the next layer.
| o The prickle cell layer (stratum spinosum) — called this way because the cells have
spines which prevent bacteria entering the cells and moisture being lost. These
cells also have a nucleus and therefore reproduce.
o Granular layer (stratum granulosum) — the prickle cells lose their spines and be-
come flatter. The nucleus dies, and a protein called keratin is formed. This protein
prevents moisture loss and can be found in skin, nails and hair.

o Clear layer (stratum lucidum) — this layer is for cushioning and protection and can
be found only on the palms of the hands and soles of the feet.

e Horny (cornified) layer (stratum corneum) — the cells here are dead and ready to
be shed (by desquamation). This process speeds up as we age.

2.1.2 Dermis

The dermis [110] is the layer responsible for the skin’s structural integrity, elasticity
and resilience [110]. Wrinkles develop in the dermis. Therefore, an anti-wrinkle treatment
has a chance to succeed only if it can reach the dermis. Typical collagen and elastin
creams, for example, never reach the dermis because collagen and elastin molecules are
100 large to penetrate the epidermis. The curvatures of papillary lines are formed in the
dermis layer, which are then projected to the epidermis layer as real papillary lines.

The dermis is the middle layer [110] of the skin located between the epidermis and
- subeutaneous tissue. It is the thickest of the skin layers and comprises a tight, sturdy mesh
of collagen and elastin fibers. Both collagen and elastin are critically important skin pro-
[eins: collagen is responsible for the structural support and elastin for the resilience of the
: The key type of cells in the dermis is fibroblasts, which synthesize collagen, elastin
d other structural molecules. The proper function of fibroblasts is highly important for
ll skin health. The dermis also contains capillaries (tiny blood vessels) and lymph
des which produce immune cells. Blood capillaries are responsible for bringing oxygen
4 nutrients to the skin and removing carbon dioxide and products of cell metabolism.
ph Pd‘es are engaged in protecting the skin from invading microorganisms. Finally,
EImis contains sebaceous glands, sweat glands, hair follicles and a small number of
'm"u:scle cells. Sebaceous glands, based around hair follicles, produce sebum, an
e_(_:tlve_'substance that lubricates the skin and hair and provides protection by
t_m_-aci.d mantle when mixed with sweat. When sebaceous glands produce too lit-
s 1t is common at older people, the skin becomes excessively dry and more
MHnkling: this could be problematic in fingerprint recognition.
§ nms is thicker than the epidermis, but has fewer cells. It consists mainly of the
5 ft_l'SSue. which is made up of fibers of the proteins collagen and elastin and a
tOUS gelatin-like material called ground substance or extracellular matrix.
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2.1.3 Subcutaneous Tissue

Subcutaneous tissue [110] is the deepest layer of the skin located under the dermis
and consisting mainly of fat cells. It acts as a shock absorber and heat insulator, protecting
underlying tissues from cold and trauma. The loss of subcutaneous tissue in later years,
leads to facial sag and makes wrinkles more visible. To counteract it, a cosmetic proce-

“ dure where fat is taken from elsewhere in the body and injected into facial areas, is com-
mon these days. From the point of view of fingerprint recognition, this layer is not very

important.

2.2 Sensor Technologies for Fingerprint Acquirement

Before we can process the fingerprint image further we need to obtain a digitalized
fingerprint [84][13]. The traditional (dactyloscopic) method uses the ink to get the finger-
print onto a piece of paper. This piece of paper is then scanned using a common (office)
scanner. Nowadays, this method is used only in the case when an old paper-based data-
base is being digitalized, a fingerprint is found on a crime-scene or in law enforcement
AFIS systems. Otherwise modern live fingerprint readers are used. They do not require
the ink anymore; they use different physical effects to acquire the image of a finger.

First of all, we should characterize a digital fingerprint image by the following main

parameters [85]:

® Resolution. The minimum resolution for FBI-compliant sensors is 500 dots per
inch (DPI), and this is also met by many commercial devices. The sensor resolu-
tions lie in the range from 250 DPI to 1,000 DPI.

® Area. The larger the area, the more ridges and valleys are captured, and the more

distinct the pattern becomes. The minimum area size required by FBI specifica-

tions is 1x1 square inches. Many sensors today have an area much smaller than

that, thus making it impossible for the entire print to be captured. A small area

keeps the cost and size down, but does also lead to unnecessary false rejections.

The sensor areas used in contemporary systems start by approx. 0.7x0.7 cm and

end by approx. 10x6 ¢m (for rolled fingerprints or for multi-finger scanning).

Dynamic range (or depth). The number of bits used to encode the intensity value

of each pixel. A grayscale is used and the FBI standard for pixel bit depth is 8 bits.

Some sensors capture however only 2 or 3 bits of information.

* Geomerric accuracy. Can be defined as the maximum geometric distortion intro-

_uced by the acquisition device, and is expressed as a percentage with respect to x

d y directions.

£ ;quglity (see chapter 3). Difficult to measure, especially since it is hard to

ouple it from the intrinsic finger quality or status.

_f’fl_laracteristics mentioned above work together to set the accuracy of the sys-

= of them could be improved by an enhancement algorithm (e.g. image quality).

e first generation scanners used optical techniques [85], a variety of sensing
& used today and almost all of them belong to one of the three families
al. solid-state, and other (e.g. ultrasound). There is another category yet,
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fingerprint acquisition via inking [70][49][27], which is the traditional mode of criminal
fingerprint capture. It is evident that this is inappropriate for fingerprint verification due
to the inconvenience involved with ink, the need for subsequent digitization, and perhaps
the stigma of this type of capture. The type of image acquisition for fingerprint verifica-
tion is also called “live-scan fingerprint capture™.

The main technologies used today are optical and solid-state sensors (mainly capaci-
tive sensors). Solid-state sensors are now gaining great popularity because of their com-
pact size, which facilitates in embedding them into laptop computers, cellular phones,
smart cards, etc.

It should be considered for which type of scanning the sensor is used. We have to dis-
tinguish among three main types of fingerprint scanning purposes:

o Access systems: the finger is scanned on a classical scanner or a sweep scanner,
where only one finger is scanned in a time.

o Systems for visa applicants: there are scanned four fingers simultaneously.
o Dactyloscopic systems: each finger is scanned in addition as a rolled fingerprint.

Nevertheless to the above categorization to only three categories, we will define all

fingerprint scanning technologies as separate methods, because they do use special physi-

' cal effects to obtain the impression of a finger. To the known technologies belong [Dra25]

[47][80][103][113]: optical, capacitive, ultrasound, e-field, electro-optical, pressure sen-

sitive, thermal and MEMS (Micro-Electro-Mechanical Systems). At the beginning of the

sensor technologies description, it should not be neglected the old method of getting an
inked fingerprint — see subchapter 2.2.1.

22.1 Inked Fingerprinting

- This technique is the first used method for taking of fingerprints. The fingertip is put
in touch with a black ink and then pressed to the paper, to leave the impression on the
paper (Fig. 2.3 left) [89][74]. This method has been used for the acquirement of finger-
Prints from a person onto the dactyloscopic card [111] (Fig. 2.4) which has been used for
ual fingerprint recognition (Fig. 2.3 right) or comparison with a fingerprint from a
scene. However, this obsolete method has been displaced with a new one — using
L Electronic fingerprint scanner to acquire the fingerprint in a digitalized form and then
Process it automatically in a computer (so called AFIS).

i  Acquirement and Influencing Factors











































































































































































































































































































































































































































